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Abstract

In the past, data processing required the transportation of data to computational re-

sources. However, the current paradigm entails the deployment of computational resources

to the data’s location. Federated Learning, a specialized domain within machine learning,

employs a decentralized methodology for model training. Rather than centralizing the

training process on a single server, this method allows for the local training of classifiers

on individual devices, with model adjustments or parameter updates being disseminated

to a central repository. This manuscript outlines two distinctive methodologies that are

intended for implementation within Federated Learning frameworks. The first methodol-

ogy integrates a scalable Decision Tree algorithm within a Federated Learning context to

introduce a privacy-conscious mining strategy for large personalized data. This approach

employs a Decision Tree classifier within the RainForest framework, guaranteeing that

the central server does not receive any personal information. Each participating device

trains the Decision Tree classifier locally and transmits their derived probability values

as parameters to the central server. Using five benchmark datasets, we assessed the ef-

ficacy of this methodology, which demonstrated exceptional performance. The following

methodology involves the integration of traditional rule-based classifiers into a Federated

Learning environment. This method, which is based on supervised learning, employs a

set of IF-THEN rules that are derived by a Decision Tree classifier. This method gener-

ates classification rules by utilizing local datasets on client devices. The rules are then

transmitted to the central server for examination and integration. The iterative process

enables the continuous refinement and adaptation of classification rules in response to the

evolution of concepts. The efficacy of this method was validated through experimentation

with ten benchmark datasets, which illustrated remarkable performance.
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Chapter 1

Introduction

1.1 Motivation

Machine learning (ML), as a subset of artificial intelligence (AI), is playing a pivotal

role in driving significant advancements across diverse technological domains by empow-

ering systems to autonomously learn, adapt, and optimize without the need for explicit

programming. This inherent capacity for self-evolution is founded on sophisticated algo-

rithms capable of meticulously analyzing vast datasets, discerning patterns, and making

accurate predictions. Whether it is recognizing speech, enhancing image quality, opti-

mizing logistics, or personalizing user experiences, machine learning models reduce the

necessity for human intervention and manual adjustments. Moreover, machine learning

exhibits remarkable efficacy and precision in diverse applications, including optimizing

strategies, early detection of diseases, identification of potential fraudulent transactions,

and personalized user experiences [1]. Continuously refining its outputs through adap-

tation to new data, machine learning catalyzes innovation and boosts efficiency across a

myriad of domains. The synergistic blend of scalability and adaptability offered by ma-

chine learning has not only revolutionized existing technologies but has also paved the way

for novel paradigms and comprehensive solutions, thus providing the groundwork for the

development of sophisticated and integrated technological systems. Nevertheless, the ad-

vancement of this technology has been accompanied by a series of challenges that impede

its further expansion [2].

In the conventional machine learning process, identifying the problem to be addressed

is followed by the task of curating the necessary data for model training. Ideally, the

dataset should encompass a comprehensive and diverse representation of real-world data to

ensure the model’s efficacy. However, the current era of big data presents a complex land-

scape, wherein data volumes continue to experience exponential growth while the diversity

and intricacy of data types expand concomitantly. The centralized storage of large-scale

datasets, which can reach magnitudes of terabytes, petabytes, or even exabytes, gives rise

to a myriad of significant challenges and limitations [3]. Primarily, managing such colos-

sal volumes of data becomes a formidable task for a singular system as it surpasses the
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1.1. Motivation Chapter 1. Introduction

bounds of efficient storage and processing capabilities [4]. The endeavor of accommodat-

ing such vast data quantities necessitates considerable investment in expensive hardware

and infrastructure to bear the substantial workload. Even with these measures in place,

when clients routinely contact the server to complete the forecasting process, the user ex-

perience may be adversely affected due to issues concerning accessibility, network latency,

power consumption, and other unforeseen concerns [5]. Furthermore, the collection and

transmission of user data to a centralized server for processing using conventional learning

algorithms gives rise to various critical privacy and security concerns. The concentration

of user data in a central repository renders the server susceptible to potential hacking

attempts. Should such a breach be successful, it could lead to the exposure of sensitive

information, consequently resulting in identity theft, financial fraud, or other malicious

activities [5]. Moreover, the vast availability of user data raises the risk of constructing

detailed user profiles without their explicit consent, leading to exploitative uses such as

targeted advertising or discriminatory practices. In certain instances, the central server

might share data with third-party entities without obtaining the necessary user consent,

leading to unintended and undisclosed purposes for the data. High-profile data breaches

and incidents of data misuse, like the Cambridge Analytics scandal on Facebook [6], ex-

posed the vulnerabilities of personal data and highlighted the need for more robust data

protection measures. To address this issue, numerous governments have enacted spe-

cific data protection regulations, such as GDPR [7], HIPAA [8], CCPA [9], PDPA [10],

PIPEDA [11], LGPD [12], and PDPL [13], tailored to their respective countries or regions

and subject to periodic updates. These regulations are meticulously designed to establish

a comprehensive framework governing the collection, processing, storage, and sharing of

personal information while simultaneously safeguarding individuals’ rights and privacy.

Consequently, organizations are mandated to demonstrate compliance with these data

protection regulations, maintain comprehensive records of their data processing activities,

and establish procedures to effectively respond to data breaches and privacy violations.

Nonetheless, adhering to these regulations has resulted in certain organizations grappling

with data scarcity, ultimately hindering their ability to ensure the desired accuracy of

their models.

Federated Learning (FL) emerged as a novel concept delineated in a research paper [14]

unveiled by Google researchers. This cutting-edge technology within the domain of ma-

chine learning was heralded with the ambition to eradicate pervasive issues concerning

data protection and governance traditionally encountered within conventional machine

learning paradigms. The cornerstone of this innovation lay in the principle of decentral-

ized learning, thereby precluding the need to share client data with a centralized server.

Rather than a transfer of raw data, the server dispatches an initial model to individual

client devices, thus allowing for localized training with data retained solely on the clients’

terminals. The nuanced approach involves the clients transmitting solely the encrypted

gradients of the locally trained model to the server, thereby engendering a new global

model through meticulous processes of aggregation or pruning, as the circumstances dic-

2



1.1. Motivation Chapter 1. Introduction

tate. This process iterates repeatedly until the achievement of either a predetermined

performance threshold or the exhaustion of the allocated communication rounds.

In a further refinement of this privacy-centered approach, a secure aggregation mech-

anism was crafted. It functions through a buddy system where the server couples clients

and introduces random values to the data prior to forwarding it to the central server.

This enhancement in anonymity is maintained by the server, as it is precisely aware of

the values transmitted to the paired clients and can nullify them to extract the actual

content. The effect of this strategy is to mask the various parameters, such as weights

and biases, during their conveyance to the server. The inherent decentralization within

Federated Learning’s framework has not only revolutionized data protection but has also

conferred a plethora of indirect advantages. Corporate entities are liberated from anxieties

concerning data warehousing, given the obviation of the necessity for centralized storage.

The reduced dependency on costly centralized hardware infrastructure contributes to sig-

nificant savings, avoiding the burdens of managing extensive server farms by utilizing the

limited resources of local devices [15].

Furthermore, Federated Learning’s design, which prevents the need to send the whole

data or complete model to the server [16], empowers the client to function within limited

network bandwidth. Even in the unfortunate event of the main server being compromised,

the confidentiality of client data remains largely impervious due to the limited information

transmitted. In critical scenarios, such as fraud detection requiring real-time updates [17],

local devices can easily facilitate this process through Federated Learning implementa-

tion. Moreover, Federated Learning exhibits resilience to network failures. When network

connectivity falters, training can continue on local devices, and updates can be sent once

the network is restored, making it particularly valuable in environments with generally

unstable network connections. Federated Learning can additionally serve the purpose of

tailoring the model to individual users or distinct user cohorts through the development

of discrete models informed by their respective specific datasets and characteristics [18].

This approach has the potential to enhance the precision and relevance of the model across

a spectrum of users or diverse user segments, simultaneously diminishing the necessity for

superfluous data dissemination. In the complex landscape of real-world data, where infor-

mation may be distributed in an uneven manner, Federated Learning’s adaptive nature

ensures that data from diverse sources and environments coalesce, potentially giving rise

to a more versatile and generalized model proficient across an extensive range of data

distributions [19].

The motivation of this thesis work is to propose two new approaches in the context

of federated Learning, which will not only be computationally efficient and enhanced

in quality but also enable a broader vision of empowering data-driven decision-making

through big data analysis across various domains. By addressing the core challenges that

limit the application of traditional algorithms to large datasets, this thesis contributes

to the field of data mining and machine learning in a manner that is both profound and

3



1.2. Objective Chapter 1. Introduction

practical.

1.2 Objective

The primary aim of this thesis paper is to extend the capabilities of the Decision Tree

algorithms in the Federated Learning environment to address the challenges posed by the

analysis of large-scale datasets. To accomplish this, the following objectives have been

outlined:

• A privacy-preserving approach is proposed for mining big data employing the Rain-

Forest framework within Federated Learning environment. In this method, each local

device trains a Decision Tree classifier using big data and shares only the probability

values as an AVC group with the central server.

• Another novel approach is proposed by using traditional rule-based classifiers in the

Federated Learning environment. This method proposes to generate classification

rules from local data on each client device, sharing only these rules with the central

server. The server amalgamates, refines, and sends them to each client device in an

iterative process. So, the rules adapt to the new concepts over time.

1.3 Organization of the Thesis

The content of this thesis paper is organized as follows: Chapter 2 presents a compre-

hensive exposition of extant knowledge on Federated Learning with a detailed overview

of pertinent research papers in the realm of Federated Learning. Chapter 3 introduces

the proposed methodologies of this work. Chapter 4 explains the implementation part of

the proposed methodologies and provides an overview of the achieved results. Chapter 5

presents some limitations of both the proposed works and concludes the study with future

directions.

4



Chapter 2

Background

2.1 Federated Learning

Since its introduction, more advanced ideas have been added to Federated Learning tech-

nology. More and more devices, no matter how tiny, now have the processing power to run

Federated Learning. It can be implemented either in a centralized [20] or decentralized [21]

manner, depending on the desired preferences.

2.1.1 Centralized Federated Learning

In the Centralized Federated Learning (CFL) setting, a central server is responsible for

orchestrating the different steps of the algorithms and coordinating all the participating

nodes during the learning process. Gboard, Google’s own keyboard application, uses CFL

to improve its predictive typing model. Also, Apple’s Health application uses CFL to

improve its activity tracking model. Fig. 2.1 shows the basic structure of the CFL.

5



2.1. Federated Learning Chapter 2. Background

Figure 2.1: Centralized Federated Learning.

Assuming a federated round composed of one iteration of the learning process, the

learning procedure of CFL can be summarized as follows:

1. Client selection: The server engages in a process of client selection from a pool

of eligible candidates. Eligibility is determined by specific criteria, such as mobile

phones being required to be plugged in, connected to a wi-fi network, and in an idle

state. This selection strategy aims to ensure minimal disruption to the device user.

2. Broadcast: Upon selection, the chosen clients proceed to download the latest model

weights and a training program (e.g., a TensorFlow graph [22]) from the server.

3. Client computation: Each client device, once selected, independently computes a

model update by executing the provided training program. This update process

might involve employing techniques like Stochastic Gradient Descent (SGD) on its

local data, as seen in the Federated Averaging approach.

4. Aggregation: The server then gathers an aggregate of the model updates received

from the participating devices. To enhance efficiency, instances of slower or de-

layed devices, known as stragglers, may be excluded from this point onward, once a

6



2.1. Federated Learning Chapter 2. Background

sufficient number of results have been collected. This stage also serves as an integra-

tion point for various privacy-enhancing methodologies, which may include secure

aggregation to bolster privacy measures, the use of lossy compression to optimize

communication efficiency, and the application of noise addition and update clipping

to enforce differential privacy.

5. Model update: The current round’s aggregated update is calculated by all partici-

pating clients, and the server applies that update to the shared model.

The complete pseudocode of CFL is given in Algorithm 1.

Algorithm 1 Centralized Federated Learning Algorithm

Input: Initial global model M , number of communication rounds T , set of client devices
{C1, C2, . . . , Ck}
Output: Final global model M (T )

Method:

1: for each communication round t = 1 to T do
2: for each client Ci ∈ {C1, C2, . . . , Ck} in parallel do
3: Retrieves M (t−1) from the central server
4: Local model, M

(t)
i ←M (t−1)(Ci.data)

5: Transmits M
(t)
i to the central server

6: end for
7: Aggregation of local models at the central server to update the global model: M (t)

8: end for
9: M (T ) ←

∑
M (t)

Data flow. In the context of a CFL configuration, the manner in which data is

exchanged between the server and the edge devices can manifest as either synchronous or

asynchronous. Synchronous data flow is the traditional approach to CFL. In synchronous

data flow, the server waits for updates from all of the clients before aggregating them and

updating the shared model [14]. Asynchronous data flow allows the server to aggregate

updates from clients as they become available [23]. This means that the server can start

training the model as soon as it receives an update from a client, even if other clients have

not yet sent their updates. The best method of data flow in CFL depends on the specific

application and the requirements of the user, as mentioned below.

• Accuracy: Synchronous data flow could be used for applications where accuracy is

critical, such as medical diagnosis or financial fraud detection. Because it ensures

that all of the clients are using the same version of the model. In an asynchronous

environment, clients may have different versions of the model, which leads to less

accuracy in the updated model.

• Training speed: Asynchronous data flow could be used for applications where speed

is more important, such as personalized recommendations or fraud detection in real

7



2.1. Federated Learning Chapter 2. Background

time. Synchronous data flow is comparatively slower as it waits for updates from all

clients.

• Number of clients: If there are a large number of clients, then asynchronous data

flow may be a better choice, as it can help reduce the delays caused by waiting for

updates from all of the clients.

• Device heterogeneity: If the clients have different computational capabilities, then

asynchronous data flow may be a better choice, as it can help ensure that all of the

clients are able to participate in the training process.

2.1.2 Decentralized Federated Learning

Within the framework of Decentralized Federated Learning (DFL), the necessity for a cen-

tral server is obviated, as this architectural paradigm embraces a distributed arrangement.

Instead, each client device maintains its own copy of the model and updates its parame-

ters locally. The clients then exchange their updated parameters with their neighbors in a

decentralized manner, and the parameters are aggregated to update the global model [24].

Fig. 2.2 shows the basic structure of the DFL.

Figure 2.2: Decentralized Federated Learning.

Updating the exchange can be done in different ways. Examples include peer-to-peer

approaches, the gossip algorithm, hierarchical clustering, etc. In a peer-to-peer approach,

clients communicate directly with each other to exchange model updates [25]. This is the

most decentralized approach to DFL, but it can be inefficient as it requires a lot of com-

munication between clients. In gossip-based DFL, clients communicate with a randomly

selected subset of other clients to exchange model updates [26]. This is a more efficient

approach to DFL than peer-to-peer DFL, but it is less decentralized. In hierarchical clus-

tering, devices are organized into clusters, and updates are aggregated within each cluster

before being sent to other clusters [27]. The complete pseudocode of DFL is given in

Algorithm 2.

8



2.1. Federated Learning Chapter 2. Background

Algorithm 2 Decentralized Federated Learning Algorithm

Input: Initial global model M , number of communication rounds T , set of decentralized
nodes {N1, N2, . . . , Nk}
Output: Final global model M (T )

Method:

1: for each communication round t = 1 to T do
2: All nodes select a neighbor node, Nneighbour, for decentralized model sharing
3: for each client Ni ∈ {N1, N2, . . . , Nk} in parallel do
4: Retrieves M (t−1) from Nneighbour

5: Local model, M
(t)
i ←M (t−1)(Ni.data)

6: Transmits M
(t)
i to the Nneighbour

7: end for
8: Aggregation of local models at Nneighbour to update the global model: M (t)

9: end for
10: M (T ) ←

∑
M (t)

Limitations. The main advantage of the DFL is its resilience. It is more resilient

to failures than CFL, as it does not rely on a central server. This makes it a good choice

for applications where the data or the network may be unreliable. However, it has some

demerits as well.

• Complexity: DFL is more complex to implement than CFL, as it requires a dis-

tributed architecture. This can be a challenge for organizations that do not have

the expertise or resources to implement it. Additionally, as the number of connected

devices increases, the complexity of the communication process also grows [28].

• Convergence: A DFL can take longer to converge than a CFL. This is because the

clients have to communicate with each other to share their local updates, which can

slow down the learning process. Also, there is a possibility that clients may not be

able to agree on a global model.

• Security: DFL can be more difficult to secure than CFL. This is because the clients

are communicating with each other directly, which means that there is more oppor-

tunity for data to be intercepted or tampered with.

• Communication overhead: DFL can have a high communication overhead because

the devices need to communicate with each other to share their updates.

• Heterogeneity: DFL can be challenging to implement in heterogeneous environments

where the devices have different computing power and communication capabilities.

Data partition mode. Data is often stored in several entities using a feature matrix

as the primary data storage format. Typically, the data will have numerous instances, and

9



2.1. Federated Learning Chapter 2. Background

the clients will be on the horizontal axis with their characteristics on the vertical. Feder-

ated Learning is usually grouped into three types based on data partition mode: Horizontal

Federated Learning, Vertical Federated Learning, and Federated transfer learning [29].

1. Horizontal Federated Learning: The applicability of Horizontal Federated Learning

(HFL) is evident when the feature sets of multiple distinct datasets exhibit signif-

icant congruence, yet the individual users within these datasets display minimal

overlap [30]. This approach to machine learning segregates datasets along the user

dimension, subsequently training on data segments where user features coincide but

users themselves diverge. This method, thus, amplifies the scope of the user sample

size. As an illustration, consider the scenario of two hospitals operating in distinct

geographical regions. Each has a unique patient base confined to its respective region,

hence displaying minimal intermingling. Despite this, due to the similar nature of

their services, the patient attributes recorded are mostly identical, including patient

vitals, medical histories, diagnoses, treatments, and outcomes. In such a situation,

both hospitals can collaboratively train a machine learning model to predict dis-

ease outcomes or treatment effectiveness through this HFL process and significantly

improve their predictive models’ performance as it escalates the aggregate count of

training samples. Fig. 2.3 gives a clear idea of this process. One example of a HFL

framework is BlockFL [31], in which each mobile device uses the block chain network

to update the local learning model.

Figure 2.3: Example of Horizontal Federated Learning.

2. Vertical Federated Learning: In instances where multiple datasets possess little over-

lap in user features yet exhibit substantial overlap in users themselves, the applica-

10



2.1. Federated Learning Chapter 2. Background

tion of Vertical Federated Learning (VFL) is appropriate. This approach involves

segregating the datasets vertically by the dimensions of user features and then selec-

tively utilizing the data sections where users are identical but feature characteristics

differ for the purpose of training [30]. As a consequence, VFL can augment the fea-

ture dimension of the training data. Consider an illustrative example involving two

separate institutions located in the same vicinity, such as a bank and an e-commerce

company. It is highly probable that their user base comprises the majority of the

area’s residents, resulting in a significant user overlap. However, the intersection

of user features is negligible, as banks typically document users’ financial behaviors

and credit ratings, while e-commerce platforms maintain records of users’ browsing

and purchasing histories. As exemplified in Fig. 2.4, the VFL process showcases the

seamless integration of their data resources to facilitate the creation of AI-driven

personalized loan recommendations based on their online shopping behaviors.

Figure 2.4: Example of Vertical Federated Learning.

SecureBoost [32] is a prime example of a VFL system. In this context, all involved

parties amalgamate user features to facilitate collective training, thereby enhancing

the precision of decision-making. This represents a lossless training approach.

3. Federated Transfer Learning: On occasion, the intersection of users and user fea-

tures across two datasets is quite limited. Consider, for instance, Automobile Man-

ufacturer A and Ride-Sharing Service B. Manufacturer A, based in Germany, has

developed an advanced predictive maintenance model from its vast dataset of global

vehicle performance, fuel efficiency, and driving habits. However, Service B, a US

company, needs a model for route and fare optimization based on its collected data,

including user travel patterns, popular routes, ride timings, and trip fares. Now,
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company B wants to use the data from company A. To perform Federated Learning

effectively in such circumstances, it becomes imperative to use transfer learning. In

2018, Liu et al. [33] devised Federated Transfer Learning (FTL) to handle these types

of scenarios. This strategy facilitates the conveyance of knowledge from one domain,

referred to as the source domain, to a different domain, called the target domain,

which subsequently yields improved learning outcomes [30]. In this case, company B

could use FTL to initialize its machine learning model with the model from company

A. This would give company B’s model a ‘head start’ by using company A’s insights

about vehicle behavior. While company B’s model would not directly use company

A’s specific vehicle metrics, the transferred model could apply its understanding of

how different factors influence vehicle usage and performance to company B’s data.

Company B’s model then further trains on its own dataset to learn the specifics of

its task, like optimizing routes and ride fares. In this way, company B can benefit

from company A’s large dataset and modeling experience without directly accessing

its data, thus preserving data privacy. Fig. 2.5 shows a rough idea of this process.

Figure 2.5: Example of Federated Transfer Learning.

2.2 Literature Review

In a Federated Learning environment, where model training is distributed across many

devices and then aggregated on a central server, dealing with large models or their huge

gradients presents significant challenges, especially in terms of communication cost and

efficiency. Experts have already suggested and implemented various methods to transfer

sizable models with substantial gradients or parameters gathered from client devices to a

central server in a more manageable format. Table 2.1 provides a brief overview of those
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works, noting some of their limitations as well.

Table 2.1: Overview and gap analysis of existing methodologies.

No. Title Approach Limitation

1 Deep com-

pression:

Compress-

ing deep

neural net-

works with

pruning,

trained

quantiza-

tion, and

huffman

coding

(2015) [34]

The authors pruned the

network by removing con-

nections with weights be-

low a set threshold, sig-

nificantly reducing its con-

nections. Following prun-

ing, weights were quan-

tized and shared by clus-

tering and fine-tuning cen-

troids, compressing the

network further. This re-

duced the number of bits

needed to represent each

connection from 32 to 5

bits. Lastly, Huffman

coding leveraged the bi-

ased distribution of effec-

tive weights, offering addi-

tional compression.

This method can face limitations,

including hardware compatibility is-

sues, as not all platforms may di-

rectly support the required quanti-

zation and Huffman coding steps.

The complexity of implementing

this multi-stage compression pro-

cess could also pose challenges,

especially for those with limited

resources or technical expertise.

Moreover, the approach might not

suit dynamically changing environ-

ments or very large, complex models

where aggressive compression could

inadvertently eliminate critical con-

nections, potentially affecting model

robustness.

2 Gossip al-

gorithms:

Design,

analysis,

and ap-

plications

(2005) [35]

It reduced the load on a

central server by aggregat-

ing updates in a decentral-

ized manner before a global

update is performed.

Its practical application faces limi-

tations, including the necessity for

accurate network topology knowl-

edge, potentially slow convergence

in large or sparsely connected net-

works, computational overhead as-

sociated with SDP, accuracy con-

cerns in distributed gradient compu-

tation, scalability challenges in ex-

tremely large networks, and the fea-

sibility of energy-constrained envi-

ronments like sensor networks.
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Table 2.1: Overview and gap analysis of existing methodologies.

No. Title Approach Limitation

3 Distilling

the knowl-

edge in

a neural

network

(2015) [36]

The authors implemented

the knowledge Distillation

process that trained a

smaller (student) model to

mimic the behavior of a

larger (teacher) model or

ensemble of models us-

ing soft targets, which are

the outputs of the larger

model softened by a high-

temperature softmax func-

tion. Only the parameters

of the smaller model were

then sent to the server.

Distillation relies on tuning a pa-

rameter to adjust output probabil-

ities, with optimal values varying

across tasks and model sizes, neces-

sitating experimentation. While it

can enhance smaller models’ gener-

alization with less data, data quality

and quantity remain crucial. Also,

the representatives and diversity of

the transfer set used affect the dis-

tilled model’s performance. More-

over, training an initial model for

distillation can be computationally

intensive, posing challenges with

limited resources. Also, generaliza-

tion to unseen classes presents addi-

tional hurdles. An experiment high-

lights distillation’s capabilities and

limitations in such scenarios.

4 QSGD:

Commu-

nication

efficient

SGD via

randomized

quantiza-

tion and

encoding

(2018) [37]

The authors implemented

the gradient Quantization

process that reduced the

bit representation of gradi-

ents. Also, the implemen-

tation of the gradient Spar-

sification process involved

only sending gradients that

were larger than a pre-

defined threshold, thereby

ignoring smaller gradients

that might have had a min-

imal impact on model up-

dates.

While QSGD significantly enhances

communication efficiency in Feder-

ated Learning by allowing a bal-

ance between compression and ac-

curacy through gradient quantiza-

tion, it introduces challenges such

as increased variance that may im-

pact convergence rates. The effec-

tiveness of QSGD can vary with dif-

ferent neural network architectures,

requiring careful hyper-parameter

tuning to achieve optimal results.

Furthermore, the approach’s fo-

cus on gradient quantization with-

out fully exploiting gradient spar-

sity and its primary design for

SGD necessitate additional consid-

erations for broader optimization al-

gorithms.
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Table 2.1: Overview and gap analysis of existing methodologies.

No. Title Approach Limitation

5 Scalable

distributed

DNN train-

ing using

commodity

GPU cloud

computing

(2015) [38]

This work explores the

gradient sparsification pro-

cess, which involves only

sending gradients that are

larger than a predefined

threshold, thereby ignor-

ing smaller gradients that

might have a minimal im-

pact on model updates.

The gradient sparsification process

exhibits comparatively lower accu-

racy as it reduces the number of gra-

dients.

6 Scaling

distributed

machine

learning

with the

parame-

ter server

(2014) [39]

The authors introduced a

parameter server frame-

work that addresses the

challenges of managing

large models and gradients

by enabling asynchronous

communication, employ-

ing flexible consistency

models, and supporting

elastic scalability and

fault tolerance. This

framework significantly

enhances communication

efficiency, allowing for

dynamic adjustment of

computational resources

without interrupting on-

going computations and

ensuring system robust-

ness through mechanisms

for rapid recovery from

failures.

The proposed model faces multi-

ple limitations such as data stale-

ness due to asynchronous communi-

cation and flexible consistency mod-

els, complexity in tuning for optimal

balance between efficiency and al-

gorithm performance, increased sys-

tem overhead for maintaining fault

tolerance and scalability, reliance on

robust network infrastructure, and

the necessity for task-specific cus-

tomization. These challenges under-

score the trade-offs between oper-

ational efficiency and model accu-

racy, and the need for careful sys-

tem configuration to navigate the

varying demands of different learn-

ing tasks and network conditions.
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Table 2.1: Overview and gap analysis of existing methodologies.

No. Title Approach Limitation

7 Redundancy

techniques

for strag-

gler miti-

gation in

distributed

optimiza-

tion and

learning

(2019) [40]

By encoding the dataset

to incorporate built-in re-

dundancy, the framework

effectively manages strag-

gling nodes as ‘erasures’,

ensuring that their absence

does not hinder the learn-

ing process. This approach

allows for the convergence

of various optimization al-

gorithms to approximate

solutions without requiring

updates from all partici-

pating nodes.

This approach comes with sev-

eral limitations, including increased

computational overhead for encod-

ing and decoding, added system

complexity, and a trade-off between

redundancy and efficiency. It may

also exhibit dependency on specific

loss functions, potentially affect-

ing learning performance for non-

quadratic or non-convex objectives.

Moreover, while redundancy aids

in mitigating the impact of strag-

glers, it introduces scalability chal-

lenges in highly distributed environ-

ments, necessitating careful balance

and potential system adaptations

to ensure efficient learning without

compromising model accuracy or in-

creasing resource demands signifi-

cantly.

To address the challenges presented by these existing issues, we have formulated two

distinct methods for parameter exchange. Both methodologies aim to streamline the com-

munication process and reduce the computational burden on the central server, directly

confronting the challenges of managing large models and ensuring robust, efficient learn-

ing in distributed environments. These methods not only address specific limitations of

existing strategies but also introduce a structured approach to maintaining high model

accuracy and reliability without incurring excessive communication costs.
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Chapter 3

Proposed Methodology

This chapter provides an overview of the Decision Tree algorithm and the RainForest

framework, as well as exemplifies both of the proposed methodologies that utilize Federated

Learning to tackle privacy concerns and oversee large-scale data management.

3.1 Decision Tree

A Decision Tree (DT) can be defined as a classifier that partitions the instance space in

a recursive manner. The tree structure consists of nodes, forming a directed tree where

one node, called the Root, has no incoming edges while all other nodes have exactly one

incoming edge. Nodes with outgoing edges are referred to as Internal or Test nodes,

whereas the remaining nodes are known as Leaf Nodes, also called Terminal or Decision

nodes. Within a Decision Tree, each internal node divides the instance space into two or

more sub-spaces based on a discrete function of the input attribute values [41]. Typically,

each test in the simplest and most common scenario examines a single attribute, resulting

in the partitioning of the instance space according to the attribute’s value. In the case of

numeric attributes, the condition refers to a specific range. Each leaf node is associated

with a particular class, representing the most suitable target value. Alternatively, a leaf

node may contain a probability vector indicating the likelihood of the target attribute

having a specific value. Instances are classified by traversing the tree from the root to the

leaf, following the outcome of the tests along the path. In the case of numeric attributes,

Decision Trees can be geometrically interpreted as a set of hyperplanes, each orthogonal to

one of the axes [41]. Decision-makers generally prefer less complex Decision Trees, as they

tend to be more comprehensible. Additionally, according to [42], the complexity of the

tree significantly impacts its accuracy. A well-known Decision Tree algorithm is depicted

in Algorithm 3.

Here is a step-by-step explanation of how the Decision Tree algorithm works [43]:

1. Data preparation: The initial step involves preparing the data for implementation

in the Decision Tree algorithm. This process necessitates the selection of suitable
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Algorithm 3 Decision Tree Algorithm

FUNCTION BuildDecisionTree (Data)

1: if AllSamplesAreSameClass(Data) then
2: return CreateLeaf(NodeClass = TheClass)
3: end if
4: if NoFeaturesLeftToSplitOn(Data) then
5: return CreateLeaf(NodeClass = MajorityClass(Data))
6: end if
7: BestFeature← BestFeatureToSplit(Data)
8: Node← CreateNode(Feature = BestFeature)
9: Dataleft, Dataright ← SplitData(Data,BestFeature)

10: if Dataleft ̸= ∅ then
11: Node.LeftChild← BuildDecisionTree(Dataleft)
12: else
13: Node.LeftChild← CreateLeaf(NodeClass = MajorityClass(Data))
14: end if
15: if Dataright ̸= ∅ then
16: Node.RightChild← BuildDecisionTree(Dataright)
17: else
18: Node.RightChild← CreateLeaf(NodeClass = MajorityClass(Data))
19: end if
20: return Node

FUNCTION BestFeatureToSplit (Data)

1: BestFeature← NULL
2: BestImpurityDecrease← 0
3: for Feature ∈ Features(Data) do
4: ImpurityDecrease← CalculateImpurityDecrease(Data, Feature)
5: if ImpurityDecrease > BestImpurityDecrease then
6: BestFeature← Feature
7: BestImpurityDecrease← ImpurityDecrease
8: end if
9: end for

10: return BestFeature

FUNCTION CalculateImpurityDecrease (Data, Feature)

1: ImpurityBeforeSplit← CalculateImpurity(Data)
2: Dataleft, Dataright ← SplitData(Data, Feature)
3: ImpurityAfterSplit←WeightedAverageImpurity(Dataleft, Dataright)
4: return ImpurityBeforeSplit− ImpurityAfterSplit
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features (independent variables) and the target variable (dependent variable) in a

format compatible with the algorithm.

2. Tree construction: The Decision Tree algorithm commences by constructing the root

node of the tree. At this stage, the algorithm assesses various features to determine

the most effective means of dividing the data into homogeneous subsets. This pro-

cedure is commonly referred to as attribute selection or the splitting criterion.

3. Splitting the data: Following the determination of the optimal splitting criterion,

the algorithm partitions the data into multiple subsets based on the selected feature.

Each subset corresponds to a distinct value of the feature. This recursive process

is repeated for every subset, thereby generating child nodes and further dividing

the data until a predetermined stopping condition is met. Commonly encountered

stopping conditions comprise: (a) all instances within a subset belonging to the same

class; (b) attainment of a maximum depth or tree size; (c) instances within a subset

falling below a predefined threshold; (d) accomplishment of a predefined level of

impurity.

4. Leaf node creation: When a stopping condition is satisfied, a leaf node is created to

represent the predicted class or value for the corresponding subset. In a classification

problem, the majority class is frequently designated as the prediction, while in a

regression problem, the average value is often utilized.

5. Pruning (Optional): Pruning constitutes an optional step employed to mitigate over-

fitting, a phenomenon characterized by a Decision Tree becoming excessively intri-

cate and tailored to the training data, leading to inadequate generalization on new,

unseen data. Pruning techniques involve the removal or consolidation of nodes to

simplify the decision tree while preserving its predictive accuracy.

6. Prediction: Once the Decision Tree has been constructed, it can be utilized to make

predictions regarding new, unseen instances. To classify an instance, the tree tra-

verses from the root node to a leaf node, adhering to the decision rules at each

internal node based on the values of the instance’s features.

There are various Decision Tree algorithms such as ID3 [44], ID4 [45], ID5 [46],

C4.5 [47], C5.0 [48], CART [49], QUEST [50], FACT [51], CHAID [52], FIRM [53],

CRUISE [54], etc. The invention and use of those algorithms stem from several factors.

Here are some reasons for their existence and application:

• Problem-specific considerations: Various Decision Tree algorithms have been specif-

ically developed to address distinct problem types and data characteristics. In the

case of classification tasks, certain algorithms exhibit greater suitability, whereas

others excel at regression or the handling of categorical variables. Dissimilarities

may also arise in their capacity to manage imbalanced data, missing values, or noisy
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data. For instance, when confronted with purely categorical data, the simplicity

of ID3 makes it an appealing option [44]. Conversely, if the dataset contains a

combination of categorical and continuous variables, along with missing values, the

preferences lean towards C4.5 [47] or CART [49]. In situations where the data indi-

cates the potential benefits of multi-level splits, CHAID [52] could be the preferable

choice. Conversely, when the problem involves regression, CART [49] emerges as a

fitting selection. The concern of overfitting can be mitigated by opting for Random

Forests. For extensive datasets, the employment of XGBoost [55], LightGBM [56],

or CatBoost [57] is recommended, as these algorithms have been designed to deliver

high performance in such contexts.

• Algorithmic improvements: Researchers and practitioners continually strive to de-

velop more accurate, efficient, and scalable decision tree algorithms. New algorithms

often incorporate innovative techniques or modifications into existing approaches to

enhance performance. These improvements may include addressing bias-variance

trade-offs, reducing overfitting, handling large datasets, or improving interpretabil-

ity.

• Ensemble methods: Ensemble methods combine multiple Decision Trees to form

more powerful models. Algorithms like Random Forests [58], Gradient Boosting [59],

and AdaBoost [60] use different strategies for constructing ensembles, such as com-

bining multiple weak learners or utilizing different sampling techniques. Each en-

semble method has its own unique advantages and trade-offs, making it suitable for

different scenarios.

• Interpretability and explainability: Decision Trees are often preferred for their inher-

ent interpretability, as they generate transparent and easily understandable decision

rules [61]. However, different algorithms can offer varying levels of interpretability.

Some algorithms prioritize interpretability over predictive accuracy by favoring sim-

pler tree structures, while others focus on optimizing predictive performance at the

expense of interpretability.

• Scalability and efficiency: As datasets grow in size and complexity, scalability and

efficiency become important considerations. Different algorithms employ diverse

strategies to handle large-scale datasets, such as parallelization, sampling techniques,

or optimized data structures. Some algorithms are better suited for big data scenar-

ios, while others excel on small to medium-sized datasets.

• Research and experimentation: The field of machine learning is continually evolving,

and researchers often propose new Decision Tree algorithms to explore novel ideas,

validate theoretical concepts, or compare them against existing methods. This con-

stant experimentation drives progress and fosters the development of more effective

and specialized algorithms.
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Splitting criteria. In the context of a dataset containing multiple attributes, the

task of determining the optimal hierarchical arrangement of these attributes can be notably

intricate. Simply resorting to a random selection approach may result in imprecise and

unfavorable outcomes. In response to this challenge, researchers have diligently addressed

the matter, culminating in the proposal of diverse solutions. Several criteria have been

advanced, encompassing methods such as Entropy, Information Gain, Gini Index, Gain

Ratio, Chi-Square Test, Reduction in Variance, Squared Error, Mean Squared Error, Mean

Absolute Error, etc.

• Entropy: Entropy is primarily used in classification problems. It is a measure to

determine where to split the data. This concept is borrowed from information the-

ory, which measures the impurity, uncertainty, or disorder within a set of data.

Mathematically, it can be represented as:

E (S) = −
k∑

i=1

(pi log2 pi) (3.1)

Here, S is the total sample space, and pi represents the proportion of instances of

class i in the data set [62]. Entropy will be zero when all instances belong to a single

class, implying that there is no uncertainty or disorder (in other words, all the data

is purely of one class). Conversely, the entropy will be highest when instances are

evenly split among classes, implying high uncertainty or disorder (as it is unsure

which class a random instance will belong to) [63].

• Information Gain: Information Gain (IG) is the reduction in entropy achieved by

partitioning the samples according to a given feature. It measures how much ‘infor-

mation’ a feature gives us about the final outcome after being split [64]. It is used

for classification cases. Mathematically, IG can be calculated as:

InfoGain (S,A) = Entropy (S)−
A∑
i=1

{
SV

S
× Entropy (SV )

}
(3.2)

Here, S is the total sample space, A is the feature or attribute, and SV is the subset

of S for which attribute A has value V . When constructing a DT, the feature with

the highest IG is typically chosen as the attribute to split on at each node. Among

all the attributes, the higher the IG, the higher it will go in the tree. This method

results in smaller trees and reduces computational complexity. However, one caveat

is that the method is biased towards attributes with many outcomes; it tends to

select them because they can result in more partitions and hence more potential for

reducing Entropy. The concept of IG forms the basis of the ID3 algorithm as well [44].
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• Gain Ratio: The Gain Ratio is an extension of the Information Gain that takes into

account the number and size of branches when a node is split. Despite its usefulness,

IG is biased towards attributes with more levels (more unique values that are not

always important). Such an attribute may lead to many splits, each explaining a

small portion of the data, which can cause overfitting. Therefore, it might not be the

best attribute to focus on, even though it offers the most information. To overcome

the shortcoming of IG, the Gain Ratio was introduced [65]. It incorporates a term

known as ‘Split Information’ that is analogous to Entropy but for the potential splits.

Split Information considers the potential splits of a node and provides a measure for

their uniformity. The Gain Ratio is then defined as the IG divided by the Split

Information. Mathematically:

GainRatio (S,A) =
InfoGain (S,A)

SplitInfo (S,A)
(3.3)

where A is the attribute on which to split.

SplitInfo (S,A) = −
|A|∑
i=1

(
SV

S
× log2

SV

S

)
(3.4)

The Split Information term in the denominator penalizes high-cardinality attributes

(i.e., attributes with many unique values), reducing their impact on the decision to

split. This makes the Gain Ratio a more balanced measure, favoring less complex

Decision Trees. When selecting the attribute with the highest Gain Ratio, the Deci-

sion Tree algorithm can effectively balance the information provided by the attribute

with the potential complexity of the resulting branches. Attributes with a higher

Gain Ratio are considered more informative for splitting a node. However, it’s es-

sential to know that the Gain Ratio is not always superior to IG or other splitting

criteria. Depending on the data, the Gain Ratio can sometimes favor attributes with

few unique values. Therefore, in practice, it can be beneficial to experiment with

different splitting criteria to find the one that works best for a given dataset. The

C4.5 algorithm primarily uses the Gain Ratio to determine the best attribute to split

the data at each node of the Decision Tree [63].

• Gini Index: The Gini Index, also known as the Gini impurity, is a measure of how

often a randomly chosen element from a set would be incorrectly labeled if it were

randomly labeled according to the distribution of labels in the subset. In simpler

terms, it quantifies the purity of an attribute or a node in a Decision Tree. It is a

popular splitting criterion used in Decision Tree algorithms, such as CART, when

dealing with classification problems [63]. The Gini Index varies between values 0

and 1, where 0 expresses the purity of classification, i.e., only one class is present,

while 1 denotes a random distribution of elements across various classes. The lower
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the value of the Gini Index, the better the split, and it will sit higher, followed by

the rest in order. For multi-class classification, the Gini Index formula is:

Gini (S) = 1−
k∑

i=1

(
pi

2
)

(3.5)

where pi means the probability of class ’i’.

3.2 RainForest

Traditional Decision Tree algorithms have been widely used for classification tasks due

to their intuitive representation and ability to handle complex datasets. However, these

algorithms can encounter limitations when dealing with large-scale datasets or when the

available memory is insufficient. The scalability problem arises when the size of the dataset

or the number of predictor attributes exceeds the capacity of main memory. Traditional al-

gorithms may struggle to construct the Decision Tree efficiently under such circumstances,

leading to performance degradation or even out-of-memory errors. In the realm of data

mining, the classification of large datasets emerges as a pivotal challenge, necessitating

robust and efficient algorithms. The RainForest framework stands out as a paradigm-

shifting framework for the construction of Decision Trees, especially when handling exten-

sive datasets. It provides a solution to this problem by separating the scalability aspects

of Decision Tree construction from the central features that determine the quality of the

tree. This separation enables the framework to be instantiated with most Decision Tree

algorithms and provides a scalable version of these algorithms without modifying their

core features or sacrificing the quality of the resulting Decision Tree.

3.2.1 Mechanism

At its core, the RainForest framework distinguishes itself through a unique approach to

data management and scalability. It operates on the principle of segregating the dataset

into AVC-group (Attribute-Value Class-label group), which essentially compacts the data

into a more manageable form, significantly reducing memory requirements without com-

promising the Decision Tree’s quality. This ingenious method allows for scalable versions

of various classification algorithms, including C4.5, CART, and ID3, among others, to be

instantiated within the RainForest framework seamlessly. In understanding the RainFor-

est, it is useful to keep in mind that the following steps are carried out for each tree node

n [66]:

1. The algorithm generates an AVC set for each predictor attribute at a node n by

scanning the dataset. All AVC sets of a node n together form the AVC group of

that node n.

23



3.2. RainForest Chapter 3. Proposed Methodology

2. For each predictor attribute, the algorithm finds the best partitioning by examining

the AVC sets within the AVC group of node n. This decision is based on split

selection methods like Information Gain or Gini Index, which measure how well an

attribute splits the data into homogeneous groups.

3. After choosing the best splitting attribute, the algorithm divides the dataset into

subsets based on the chosen attribute, creating child nodes for each category of the

attribute.

By applying RainForest, memory consumption can be reduced through efficient man-

agement of AVC sets in each of these steps. While generating AVC-sets, memory is used

to store AVC-sets for each attribute, but only one attribute’s AVC-set is held in memory

at a time. This implies that the entire dataset does not need to be loaded into memory,

thus reducing overall memory usage. While finding the best partition for each predictor

attribute, instead of the full dataset, only the AVC sets are employed. This step neces-

sitates less memory. Also, when the algorithm compares this result, it uses aggregated

statistics rather than the full data, further minimizing memory use. In the last step, when

records are split into new nodes, only the relevant AVC-set information is used, not the

entire dataset. This keeps memory requirements low as the tree grows. In essence, the

RainForest framework streamlines Decision Tree construction for large datasets by focus-

ing on efficiently summarizing and utilizing data, thereby enhancing scalability without

sacrificing the quality of the resulting Decision Tree. The complete pseudocode of the

RainForest algorithm is depicted in Algorithm 4.

Algorithm 4 RainForest Algorithm

FUNCTION BuildTree (Training database D, node n, split selection method
SS):

1: for each predictor attribute X do
2: Call SS.find best partitioning (AVC-set of X)
3: end for
4: SS.decide spliting criterion ()
5: Let k be the number of children of n
6: if k > 0 then
7: Create k children n1, n2, . . . , nk of n
8: Use best split to partition D into D1, D2, . . . , Dk

9: for (i = 1; i <= k; i++) do
10: BuildTree (ni, Di, SS)
11: end for
12: end if
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3.3 Implementation of the RainForest framework in Feder-

ated Learning

In this section, we have explained the methodology of our first proposed model, which

incorporates the RainForest framework in a Federated Learning environment. Figure 3.1

shows an overview of this method. In the initial phase of this proposed model, the cen-

tral server delineates a cohort of local client devices to establish the Federated Learning

ecosystem. Then, it divides the big data stored in its repository into an equal number of

subsets of local client devices for use in training. Any equitable data distribution tech-

nique can be used to subset this. The central server then sends one subset to each local

client device. Each local client device combines its own data and received subset to create

an AVC group on it. Thus, all local client devices create their own AVC group and send

it to the central server, where the AVC sets are combined by matrix addition according

to the attributes. The central server then uses a split selection method to evaluate every

attribute and choose the one that maximizes purity. The central server then directs the

local client devices to make their decisions for that node using that specific attribute. Each

local client device divides its data at that specific node according to different classes of

that attribute. This process continues in a recursive way for each child node and the corre-

sponding subdataset obtained after partitioning. This iterative process continues until all

the possible splits have been performed or the specified criteria are met. For the segmen-

tation of big data in our experiment, a straightforward K-means clustering technique [67]

was deployed. Furthermore, the selection of the optimal attribute for splitting at each

node was accomplished through the utilization of Information Gain [64]. The pseudocode

of this proposed model is mentioned in Algorithm 5.
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Figure 3.1: First Proposed Method: Implementation of the RainForest framework in
Federated Learning.
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Algorithm 5 Implementation of the RainForest framework in Federated Learning

Require: Number of local client devices n, big data D, number of iterations w (optional)

Initialization:
1: Server selects a group of local client devices, C ∈ {C1, C2, . . . , Cn}
2: Server partitions D into n subsets {D1, D2, . . . , Dn}
3: for i = 1 to n in parallel do
4: Subset Di is dispatched to client Ci

5: Client Ci amalgamates Di with its local data
6: end for
7: while Decision Tree is not fully built in each Ci ∈ C do
8: for each Ci ∈ C in parallel do
9: Formulates an AVC group for a specific node Ni

10: AVC group is relayed back to the central server
11: end for
12: Server aggregates AVC sets from all clients by applying matrix addition, focusing

on attribute-based integration
13: Server employs a split selection method to evaluate every attribute and chooses the

one that maximizes purity
14: Server instructs C to stratify their datasets at node Ni, predicated on the classes of

the selected attribute
15: C partition their dataset at node Ni according to different classes of that attribute
16: end while

3.4 Federated Learning with Adaptive Deep Rule-Based Clas-

sifier

In this section, we have explained the methodology of our second proposed model, which

incorporates an adaptive rule-based classifier in a Federated Learning environment. In

the realm of supervised learning, a rule-based classifier leverages a predefined collection

of IF-THEN rules to effectively address classification tasks. This framework incorporates

the Decision Tree classifier as the foundational model for generating intricate rule sets

conducive to classification. Fig. 3.2 provides a visual representation of the complete pro-

cess inherent to the proposed method. According to this methodology, individual local

clients embark on the construction of a Decision Tree algorithm, leveraging their distinct

local datasets. This endeavor culminates in the formulation of classification rules, which

are subsequently relayed to a central server, where they undergo a process of merging.

Also, any redundancies are eliminated when there are numerous occurrences of the same

classification rule. The resulting classification rules are then disseminated back to the

clients, serving as the global classification rules for the ensuing iteration. From the second

iteration, only the new unique rules are shared as part of the global rules by the server,

which are merged with existing rules on all local devices. This cyclical procedure persists

until predetermined criteria are satisfied. So the proposed model updates the classification

rules and adapts the new concepts over time.
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Figure 3.2: Second Proposed Method: Federated Learning with Adaptive Deep Rule-
Based Classifier.

3.4.1 Federated Learning Process

The algorithm delineated in the pseudocode 6 orchestrates the federated learning pro-

cess designed to employ in our proposed method. The procedure commences by setting

the number of communication rounds (t) and specifying a set of participating client de-

vices, C1, C2, . . . , Ck. Then, two empty sets are initialized at the central server, M and

UniqueRules, where UniqueRules is an empty set for storing unique classification rules.

Then, the process continues in a loop, iterating through T communication rounds. During

each round t, every client device Ci operates in parallel. At the first iteration (t = 1), an

empty set Rules(t) is initialized at the central server. Then, each client Ci extracts its

initial set of local classification rules m
(t)
i using the Classification Rules Extraction algo-

rithm, applied to its local dataset. These rules are then transmitted to the central server,

where they are accumulated into the set Rules(t). For each rule r in the Rules(t) set, the

server checks whether r is already in the set UniqueRules. If r is not present, it is added

both to UniqueRules and M . If r is already in UniqueRules, it is considered redundant

and discarded. For subsequent iterations (t > 1), the Rules(t) set is emptied to prepare

for new data at first. Then, each client receives the M set and updates its rules m
(t)
i by

incorporating new rules from M and refining existing ones. After updating, the clients

transmit their updated rules back to the server to be accumulated into the set Rules(t).

The server then empties the set M to prepare for the updated compilation of rules. As in

the first iteration, for each rule r in the Rules(t) set, the server checks whether r is already

in the set UniqueRules. If r is not present, the server adds it to both UniqueRules and

M . If present, it is discarded. The final outcome of this iterative, dynamic process is a

refined set of global classification rules, representing a cumulatively enriched and updated

classification model that integrates insights from diverse data environments.
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Algorithm 6 Federated Learning with Adaptive Deep Rule-Based Classifier

Federated Learning Process:

1: Set the number of communication rounds, T
2: Define a set of client devices, {C1, C2, . . . , Ck}
3: Initialize an empty set at the central server, M ← {}
4: Initialize an empty set at the central server, UniqueRules← {}
5: for each communication round t = 1 to T do
6: if communication round t = 1 then
7: Initialize an empty set at the central server, Rules(t) ← {}
8: else
9: Empty the Rules(t) set at the central server, Rules(t) ← {}

10: end if
11: for each client Ci ∈ {C1, C2, . . . , Ck} in parallel do
12: if communication round t = 1 then
13: m

(t)
i ← Classification Rules Extraction(Ci.data)

14: Transmit m
(t)
i to the central server

15: else
16: Receive the M set
17: Update m

(t)
i by incorporating new rules from M and refining existing ones

18: Transmit m
(t)
i to the central server

19: end if
20: end for
21: Rules(t) ←

∑
m(t)

22: if communication round t ̸= 1 then
23: Empty the M set at the central server, M ← {}
24: end if
25: for each rule r in Rules(t) do
26: if r ̸∈ UniqueRules then
27: UniqueRules← UniqueRules ∪ {r}
28: M ←M ∪ {r}
29: else
30: r is discarded
31: end if
32: end for
33: end for

3.4.2 Rules Extraction

The algorithm presented in 7 describes the procedure for extracting classification rules from

a decision tree structure, which is initiated by initialising an empty set LocalRule and call-

ing the ExtractRule function starting from the root node of the tree. This ExtractRule

function is recursive and operates by checking whether the current node is a leaf. If it is,

the rule accumulated so far (denoted as CurrentRule) is added to a set of rules called

LocalRule. If the node is not a leaf, indicating that further subdivisions of the decision

space exist, the algorithm iterates over each child node (branch). For each branch, it

constructs a condition that represents the decision criterion at that branch. This condi-

tion is appended to the CurrentRule to form a new rule NewRule, which incorporates
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all previous conditions leading to this branch. The function then recursively calls itself

with the new branch and the updated rule, thereby traversing the entire decision tree.

The accumulation of rules continues until all paths through the tree have been explored,

culminating in a comprehensive set of rules stored in LocalRule, which represent all the

decision paths from the root to each leaf of the tree. This method efficiently encapsu-

lates the decision-making process of the tree into a set of explicit rules, facilitating the

interpretation and application of the model in decision scenarios.

Algorithm 7 Classification Rules Extraction

1: Initialize LocalRule← {}
2: Call ExtractRule function starting from the root node
3: return LocalRule

FUNCTION ExtractRule (node, CurrentRule):

1: if node is a leaf node then
2: Append CurrentRule to LocalRule
3: else
4: for each branch in node.children do
5: condition← getCondition(branch)
6: NewRule← CurrentRule+ [condition]
7: Recursively call ExtractRule(branch,NewRule)
8: end for
9: end if
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Chapter 4

Implementation and Results

This chapter presents a comprehensive overview of the datasets employed in both of the

proposed models, accompanied by concise descriptions elucidating their relevance. Fur-

thermore, it delineates the environmental setup utilized for conducting the experiments,

providing a detailed exposition to facilitate reproducibility. The selection and rationale

behind the chosen evaluation metric are expounded upon, underscoring its suitability for

assessing the efficacy of the proposed methodology. Afterwards, the results of the output

are provided in a complete manner.

4.1 Dataset

To evaluate the performance of the first proposed model 3.3, five discrete datasets were

procured from the KAGGLE [68] website. Each dataset serves a unique purpose, show-

casing the model’s versatility across different domains and types of data. The detailed

description of the selected datasets is provided in Table 4.1.

Table 4.1: Dataset description for the first proposed methodology 3.3.

Dataset No.
of at-
tribute

Attribute
type

No. of
in-

stance

No.
of

out-
put

Species selection of Penguin [69] 17 Mixed 344 3
Species selection of Iris flowers [70] 4 Mixed 150 3

Identification of stroke-prone patients [71] 11 Mixed 5110 2
Survival prediction in Titanic accident [72] 27 Real 1309 2

Type diagnosis of Wisconsin breast cancer [73] 31 Real 569 2

Similarly, as with the first model, ten authentic benchmark datasets collected from the

KAGGLE website [68], including four datasets collected for the first model, were taken to

evaluate the performance of the second proposed model 3.4. A succinct depiction of each

dataset is provided in Table 4.2.
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Table 4.2: Dataset description for the second proposed methodology 3.4.

Dataset No. of
at-

tribute

Attribute
type

No. of
in-

stance

No.
of

class

Wine type detection [74] 13 Mixed 178 3
Bill authenticity detection [75] 4 Real 1372 2

Species selection of Iris flowers [70] 4 Mixed 150 3
Classification of Pumpkin seeds [76] 12 Mixed 2500 2

Identification of stroke-prone patients [71] 11 Mixed 5110 2
Survival prediction in Titanic accident [72] 27 Real 1309 2
Potential loan purchaser identification [77] 13 Real 5000 2

Risk level prediction of COVID-19 patients [78] 20 Mixed 1048576 2
Type diagnosis of Wisconsin breast cancer [73] 31 Real 569 2
Gender prediction from voice characteristics [79] 20 Mixed 3168 2

4.2 Dataset Preprocessing

Dataset preprocessing was performed on all the datasets to ensure data quality and com-

patibility with the Federated Learning model. This process included:

• Data Cleaning: Missing values were identified using Pandas’ isnull() function. De-

pending on the nature of the data (numerical or categorical), different strategies

were applied.

• Exploratory Data Analysis: Exploratory data analysis was conducted to gain insights

into the datasets’ characteristics and underlying patterns. Summary statistics such

as mean, median, standard deviation, and percentiles were calculated. Visualiza-

tions, including histograms, box plots, scatter plots, and correlation matrices, were

created to explore distributions, identify outliers, and assess relationships between

variables.

• Feature Engineering: Feature engineering involved identifying relevant features that

contributed most to the predictive model’s performance. Techniques such as corre-

lation analysis, feature importance ranking, and domain knowledge were employed

to select a subset of informative features. Feature engineering encompasses creat-

ing new features from existing ones and transforming variables to improve model

performance.

• Outlier Detection and Handling: Outliers can significantly affect model performance.

For numerical data, the interquartile range (IQR) was used to detect and handle

outliers.

• Handling Imbalanced Data: If the dataset exhibited class imbalance, techniques

such as oversampling, undersampling, or using specialized algorithms like SMOTE

(Synthetic Minority Oversampling Technique) were employed to balance the class
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distribution. This ensured that the model was not biased toward the majority class

and performed well across all classes.

4.3 Environment Setup

The experiments were executed on a local machine equipped with an Intel(R) Core (TM)

i5-6500 CPU @3.20 GHz and 12 GB of RAM, using the Visual Studio Code IDE to imple-

ment the solution in the Python [80] programming language. To facilitate the creation of

the Federated Learning Environment, the Flower framework [81] was enlisted, renowned for

provisioning functionalities conducive to orchestrating Federated Learning setups. These

functionalities encompass communication protocols, model aggregation techniques, as well

as tools pertinent to the management and coordination of training endeavors across dis-

tributed devices. The Federated Learning configuration encompassed the establishment

of a principal server alongside four local client nodes.

4.4 Performance Evaluation Metric

The validation of machine learning-driven predictive methodologies necessitates the metic-

ulous selection of appropriate evaluation techniques and metrics. Within the context of

the first proposed model 3.3, only the Accuracy [82] metric was used to evaluate the per-

formance. It is a good metric to use when classes are balanced and misclassification errors

for different classes have similar importance. A higher accuracy value reflects enhanced

performance, signifying an augmented fraction of accurate predictions. Mathematically,

it can be represented as:

Accuracy =
TP + TN

TP + TN + FP + FN
(4.1)

Here,

TP= No. of accurately predicted positive samples,

TN= No. of accurately predicted negative samples,

FP= No. of negative samples mispredicted as positives,

FN= No. of positive samples mispredicted as negatives.

In the context of the second proposed model 3.4, a comprehensive suite of six estab-

lished performance evaluation metrics was employed. Using multiple evaluation metrics

offers a comprehensive view of performance, accounting for different error types, imbal-

anced datasets, and trade-offs between metrics. It ensures robust evaluation, meets diverse

stakeholder requirements, aids in comparing models, aligns with application specificity, and

provides insights into specific misclassifications. This multifaceted approach prevents over-

optimization to one metric and ensures a model’s performance is holistically assessed. The
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utilized metrics encompass Accuracy [82], Precision [83], Sensitivity [84], Specificity [85],

F1-score [84], and MCC (Mathews Correlation Coefficient) [86].

Precision =
TP

TP + FP
(4.2)

Sensitivity =
TP

TP + FN
(4.3)

Specificity =
TN

TN + FP
(4.4)

F1− score =
2TP

2TP + FP + FN
(4.5)

MCC =
(TP × TN)− (FP × FN)√

((TP + FP )(TP + FN)(TN + FP )(TN + FN))
(4.6)

4.5 Results and Discussion

4.5.1 Experimental Results of the First Proposed Model

The complexity of the first proposed model 3.3 raises doubts about its accuracy com-

pared to traditional algorithms. Hence, in order to conduct a comprehensive comparison,

the experiment was bifurcated into two distinct phases. Initially, the experiment encom-

passed the evaluation of their accuracy employing two traditional algorithms, specifically

the Decision Tree [43] and the Random Forest [87], within a traditional machine learn-

ing framework. Subsequently, the second phase ensued, wherein the effectiveness of the

proposed model was scrutinized within the context of Federated Learning. Both of the

traditional algorithms and the proposed model underwent training until all conceivable

partitions were executed. To evaluate the performance, 20% of each selected dataset was

used as the test dataset, ensuring a robust evaluation of the model’s predictive power.

The evaluation was conducted utilizing test datasets on the Decision Trees generated at

each local client device. For each dataset, we created separate bar charts to show the

comparisons among established algorithms and the proposed model under Fig. 4.1. The

values delineated under the ‘Proposed Model’ bar in the comparison graphs correspond to

their respective average accuracy readings.
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Figure 4.1: Accuracy comparison of the first proposed method 3.3.

Notably, the proposed model demonstrated superior accuracy compared to the other

two models for the survival prediction in Titanic accident dataset, species selection of Iris

flowers, and species selection of Penguin dataset. For the type diagnosis of Wisconsin

breast cancer dataset, the proposed model yielded an enhanced accuracy rate in compar-

ison to the Decision Tree, and it achieved the same accuracy rate as the Random Forest.

However, for the identification of stroke-prone patients dataset, both the proposed model
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and the Decision Tree produced the same accuracy, whereas the Random Forest achieved

4% higher. These findings indicate that the proposed model exhibits a promising approach

for enhancing the accuracy of classification tasks in contrast to conventional models, par-

ticularly when dealing with big data. Even if the accuracy is equal or marginally lower, it

still holds promise for privacy preservation or personalized modeling purposes that tradi-

tional algorithms cannot.

4.5.2 Experimental Results of the Second Proposed Model

To evaluate the second proposed model 3.4, we performed K-fold cross-validation [88, 89,

90, 91] on the selected datasets. K-fold cross-validation involves partitioning the original

dataset into K subsets (or folds) of approximately equal size. Common choices for K are

5 or 10, but they can vary based on the size of the dataset and computational resources.

In this work, the considered value of K was 5. This means the training and validation

processes for every dataset were repeated five times. In each iteration, one of the five

subsets was chosen as the validation set, while the remaining four subsets were used as

the training set. The proposed Federated Learning model was trained on the training set

from each dataset and evaluated on the validation set corresponding to the same dataset

using six different performance metrics. The outcome readings of this proposed model for

each iteration were documented in Table 4.3.
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Table 4.3: Experimental results of the second proposed method 3.4.

Datasets K-
Fold

Accuracy
(%)

Precision
(WA)

Sensitivity
(WA)

Specificity
(WA)

F1-Score
(WA)

MCC
(WA)

Wine type
detection [74]

1 84.3 0.718 0.834 1.000 0.776 0.756
2 85.1 0.865 0.852 0.935 0.853 0.781
3 85.2 0.865 0.852 0.936 0.854 0.780
4 85.7 0.893 0.857 1.000 0.844 0.810
5 86.3 0.922 0.863 0.919 0.873 0.813

Bill
authenticity
detection [75]

1 89.3 0.900 0.893 0.943 0.897 0.787
2 91.0 0.906 0.910 0.920 0.915 0.815
3 90.3 0.904 0.903 0.935 0.903 0.804
4 92.0 0.932 0.920 0.845 0.921 0.852
5 93.0 0.927 0.930 0.875 0.935 0.843

Species
selection of Iris
flowers [70]

1 85.3 0.936 0.853 1.000 0.854 0.802
2 90.4 0.942 0.938 0.887 0.916 0.845
3 94.4 0.952 0.939 1.000 0.945 0.920
4 97.7 0.979 0.977 1.000 0.978 0.969
5 100.0 1.000 1.000 1.000 1.000 1.000

Classification
of Pumpkin
seeds [76]

1 85.6 0.856 0.856 0.850 0.856 0.712
2 87.9 0.880 0.879 0.892 0.879 0.759
3 88.7 0.890 0.887 0.926 0.886 0.774
4 91.1 0.911 0.911 0.919 0.912 0.819
5 93.1 0.931 0.931 0.910 0.931 0.860

Identification
of stroke-prone
patients [71]

1 95.8 0.953 0.958 0.755 0.956 0.467
2 94.3 0.897 0.953 0.618 0.927 0.552
3 96.7 0.927 0.965 0.752 0.947 0.526
4 96.9 0.920 0.967 0.713 0.949 0.514
5 96.5 0.924 0.965 0.755 0.942 0.620

Survival
prediction in
Titanic
accident [72]

1 85.4 0.853 0.861 0.677 0.838 0.642
2 86.9 0.864 0.868 0.812 0.857 0.684
3 89.2 0.889 0.892 0.775 0.898 0.681
4 90.0 0.914 0.900 1.000 0.901 0.801
5 92.1 0.921 0.921 0.910 0.921 0.821

Potential loan
purchaser iden-
tification [77]

1 88.1 0.888 0.881 0.845 0.879 0.764
2 88.9 0.910 0.889 0.815 0.890 0.798
3 89.5 0.903 0.895 0.850 0.894 0.788
4 89.0 0.900 0.890 0.965 0.890 0.790
5 90.6 0.915 0.906 0.824 0.905 0.812

Risk level
prediction of
COVID-19
patients [78]

1 94.7 0.940 0.947 0.782 0.937 0.497
2 94.6 0.940 0.946 0.784 0.937 0.507
3 94.7 0.940 0.937 0.800 0.938 0.506
4 94.7 0.941 0.947 0.787 0.938 0.505
5 94.8 0.943 0.948 0.804 0.939 0.526

Type diagnosis
of Wisconsin
breast
cancer [73]

1 94.2 0.951 0.942 1.000 0.943 0.880
2 93.0 0.939 0.930 1.000 0.929 0.870
3 83.5 0.847 0.835 0.916 0.837 0.619
4 95.2 0.956 0.953 0.938 0.950 0.893
5 97.1 0.970 0.971 0.977 0.971 0.937

Gender
prediction
from voice
characteris-
tics [79]

1 94.3 0.956 0.943 0.988 0.898 0.912
2 95.6 0.957 0.956 0.942 0.957 0.920
3 96.9 0.969 0.969 0.979 0.969 0.937
4 97.4 0.975 0.974 0.973 0.973 0.945
5 98.1 0.989 0.981 0.958 0.979 0.958

After five iterations were completed, the results from each fold were averaged to provide

an overall assessment of the model’s performance, which is portrayed as a heatmap in

Fig. 4.2.
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Figure 4.2: Average experimental results of the second proposed method 3.4.

This average performance score gives a more robust indication of how well the proposed

model 3.4 is likely to perform on new, unseen data. From the experimental results of

Fig. 4.2, it is evident that most datasets achieved strong accuracy, precision, sensitivity,

and F1-score results. However, there is a notable divergence in the specificity metric

across the various datasets. Datasets such as ‘Species selection of Iris flowers’, ‘Type

diagnosis of Wisconsin breast cancer’, ‘Gender prediction from voice characteristics’, and

‘Wine type detection’ have exhibited notably elevated levels of specificity, indicative of

a limited occurrence of false positives. Conversely, datasets like ‘Identification of stroke-

prone patients’ and ‘Risk level prediction of COVID-19 patients’ have lower specificity

values compared to their sensitivity. This discrepancy implies that the models employed

in these datasets are less proficient at accurately discerning the risk level of COVID-19

patients or individuals at lower risk of stroke, potentially leading to erroneous positive

identifications. Given the observed deficit in specificity relative to sensitivity, the MCC

values for these datasets tend to reside on the slightly lower side of the spectrum, signifying

the potential presence of class imbalances or other factors that might be impinging upon

the overall quality of classification.
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Chapter 5

Conclusion and Future Work

This chapter provides a summary of both the proposed models put forth in this study.

Additionally, it elucidates certain limitations inherent in both models and underscores

potential avenues for refinement in subsequent research endeavors.

5.1 Summary

• The first methodology 3.3 proposed in this study demonstrates the integration of

two distinct concepts, Federated Learning and RainForest, which, when utilized in

a pair, are more effective in terms of accuracy, communication cost, and privacy.

An experiment was conducted with five datasets to test and compare the model’s

performance with other models implemented in a conventional manner. In general,

the proposed method showed higher accuracy in almost every dataset.

• The second methodology 3.4 presented a new concept that primarily helps to handle

users’ data privacy with other mediating advantages by using classification rules as

parameters in the Federated Learning environment. An extensive experiment was

conducted with ten different datasets to test and analyze their performance. In

general, the performance of the proposed method was exceptional across nearly all

evaluation metrics.

5.2 Limitation

• While experimenting with the first proposed method 3.3, the large dataset was di-

vided equally among local devices under the assumption of uniform computational

capabilities across all devices. Consequently, apprehensions arise when considering

the utilization of local devices with disparate computational capacities in practical

scenarios, particularly regarding the performance of those with lesser computational

power.

• Within the framework of the second proposed model 3.4, a definitive decision re-
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garding the resolution of conflicting rules at the central server remains pending.

This unresolved aspect necessitates further consideration to ensure the efficacy and

integrity of the model in operational contexts.

5.3 Future Work

• With regard to the first model 3.3, a question arises regarding the optimal allocation

of significant data volumes across devices with varying computational capabilities.

Determining the ideal distribution ensures that each device can effectively train the

model with its allocated data, thus facilitating future work on the trained model.

• As discussed in the limitation section about the potential conflicts arising from in-

consistent rules across different local nodes in the second proposed model 3.4, in-

vestigation is required for achieving consistency throughout the Federated Learning

process.

• A prospective avenue in the second proposed model 3.4 involves the systematic

manipulation of classification rules to tailor models to the unique requirements of

individual local client nodes, thus enabling more customized model outcomes.

By embracing these directions, subsequent iterations of this work could uncover novel

insights and solutions that are even more efficient, effective, and compatible.
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