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This project report is based on the” Cyber Security Risk” in Bangladesh. The full report is made from some articles. This report includes the simple definition of cyber security, types of risks they are covering, some sector which are facing this risks and the importance of it from the context of Bangladesh. Each and every point describe in the report elaborately from some of articles. As in the world Bangladesh has one of the fastest growing internet users. Day by day the number of internet users is increasing very rapidly. In Bangladesh, A lot of people uses a smartphone in Bangladesh. Mobile operators have taken the opportunity in cybercrime and used it as their touchstone. So cyber security is an important issue in our country.
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[bookmark: page8][bookmark: _Toc23106475]1.Introduction:

Nobody can think without web and correspondence innovation in the present world. Our life is fast in each side through PC and web. Digital security are the methods of ensuring PCs, systems, projects and information from unapprov0ped access or assaults. It is otherwise called innovation security. Presently a day as there are numerous points of interest in web, it has additionally presented us to security hazards that accompany interfacing with an enormous system. There are some criminal operations that assault our security and outrage our faculties, which are being abused by PCs. These criminal operations are as email reconnaissance, charge card misrepresentation, spams, and programming theft, etc. This kinds of wrongdoings have turned out to be prominent, especially those encompassing hacking, copyright encroachment, kid erotic entertainment, and youngster prepping.

PCs, web, advances make individuals increasingly subject to them in right now. Without this mechanical assistance our every day exercises are very troublesome. By utilizing a PC, crooks may perpetrate for any sorts of wrongdoing from sitting any far spot of the world. Digital lawbreakers can crush sites and entries by hacking and planting infections. They can move assets starting with one corner of the globe then onto the next via completing on the web cheats. They can likewise get profoundly secret and touchy data, cause badgering by email dangers or foul material, play charge fakes, enjoy digital sex entertainment including kids and carry out uncountable different violations on the web. Presently a day nobody is secure in the digital world. The digital security is give us the security in web world. 

Life is simpler in this ongoing period for the data unrest. Be that as it may, this data upheaval can be additionally a danger to individual, national and worldwide security. As people, gatherings or countries, who can begin digital assaults to maintain their very own financial, political or military edges over their adversaries. Therefore, social orders and governments are ending up more worry regarding educational innovation. They are additionally getting to be attackable to a wide range of digital dangers. What's more, that is the reason, to think about digital security is progressively significant for all the business division.








[bookmark: _Toc23106476]1.1 Background of the report:

In modern era, technology is an endless evolving expression, which increased security concerns and pushed us to create cyber environment. A country’s Cyber Security reflects the state of that country’s cyber strength. This research is to evaluate the robustness of the existing cyber security strategy of Bangladesh. The main purpose of these reports is to identify the knowledge of “cyber security” in Bangladesh. In this project time I have engaged myself with different articles. I survey about 14 articles and most of them are very recent.BY this time of researching I came to know the definition of cyber security, it’s threats and its’s importance.
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[bookmark: _Toc23106477]1.2 Objective of the report:

· To measure the meaning of the digital security. 

· To know the kinds of digital security. 

· To know the dangers of digital security. 

· To know the significance of digital security. 

[bookmark: _Toc23106478]1.3 Literature Review:
Today digital security is a quickly developing issue for the nation's everything general individuals and furthermore for the general public and Government. In side of Bangladesh it involves discourse and research from the times of the structure of tranquil society. There are uncountable books and articles are composed on this point. But as the society and human behavior are changing with the development of science and technology, to give proper information and protection prior writing on this topic is not sufficient. Moreover, most of the previous writing is written on the basis of academics. So, there are many books which respect to cyber-security that are found in various libraries, online and mostly that are found in foreign books. But most of them aren’t contains adequate information about Bangladeshi formal system. As there are many lacking on this works, a lists of articles, documents, and journals on different perspective of cyber security may be found. As most of the writings hasn’t dealt in the light and details, so it has been designed to be done in this work. There have been given more efforts in this work to reproduce the writings where necessary and update the existing information so that an effective prevention of cyber-security is ensured in a fruitful way. In Bangladesh there has been burgeoning growth of internet users. The number of internet users almost doubled in the last two years, according to Bangladesh Telecommunication Regulatory Commission. With it, came a severe need for in-built cyber security in IT as well as business sector and to make people more aware about the policies, standards and guidelines.











[bookmark: _Toc23106479]1.4 Main concept (Definition):
As indicated by the National establishment of Standards and Technology, USA Cyber security is the capacity to ensure or protect the utilization of the internet from digital assaults. Likewise digital security implies the act of ensuring PCs, servers, cell phones, electronic frameworks, systems, and information from pernicious assaults. It is otherwise called data innovation security or electronic data security.
[bookmark: _Toc23106480]1.5 Types of Cyber Security:

The term digital security utilizes in different settings, as from business to portable processing. There are a few classes of digital security. As they seem to be; 

• Network security: Network security is the act of verifying a PC organize from interlopers, regardless of whether focused aggressors or deft malware. 
•Application security: An application security is intended to ensure the information when it could be given to get to that information. An effective application security starts in the structure arrange, certainly before a program or gadget is sent. It offers center to keep out the product and gadgets from dangers. 
•Information security: Information security is what ensures the honesty and protection of information from both away and in travel. 
•Operational security: Operational security is the procedures and choices for taking care of and ensuring information resources. In this security frameworks clients expected to consents when they getting to a system and this method that decide how and where information might be put away or shared. 
•Disaster recuperation and business coherence: It characterizes when an association face a digital security occurrence or whatever other occasion that causes the loss of tasks or information, that time how they react. Fiasco recuperation strategies demonstrate how the association reestablishes rapidly its activities and data information to come back to a similar working limit as before the occasion. Business progression is the arrangement that association falls back on while attempting to work without specific assets. 
•End-client training: It is the most erratic digital security factor. Anybody can coincidentally acquaint an infection with an alternate secure framework by neglecting to pursue great security rehearses.
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[bookmark: _Toc23106481]2. Cyber Risk in Bangladesh: 
[bookmark: _Toc23106482]2.1. Types of Cyber Risks in BD:
There are numerous kinds of digital security dangers. The top rundown of digital security dangers which are most pertinent with the business fight once a day are given from the underneath 
•The inside men or ladies: The principle digital risk of any association is its own workers. Presently a day workers are deceived to social assaults. On the off chance that representatives deliberately abusing their client accreditations, some "insider" assaults are happened. The greater part of assaults are caused for committing some basic errors by the representatives, for example, succumbing to phishing endeavors, visiting malware-loaded sites, bringing bargained USB drives or other individual gadgets to work, or imparting their client certifications to another person. 
•Ransomware: Both huge and private ventures have confronted the 'Ransomware' digital security risk which evaluation huge spot on the rundown of digital security dangers. Ransomware is that danger where malware is recognized and it is the top assortment of noxious programming. It assaults on account of getting an encryption malware onto a business organize through phishing messages with sham connections or connections that download the malware. When the malware is on the system, it begins to scramble the majority of the records on the system to make them blocked off to the framework's clients. After the documents are encoded, a message is created. 
•Uneven digital security assurance: An uneven security layer happens among system and assailants. It can fill in as the passage point which expected to enter even there is the hardest barriers. ONE resource system does not have some key safety effort used to ensure everything else. In this way, on the off chance that one applies another security answer for his/her business organize, he/she may confront some particular sort of cyber security risk. It is essential to ensure that the arrangement is applied to the sum of potential "assault surface." Otherwise, the one resource on organize that isn't secured just as everything else could turn into the vector for an assault. 
•Unpatched Security Vulnerabilities/Bugs: The other sort of digital security hazard is the security bugs in prominent business programming programs. There have promptly accessible fixes on bugs. These security refreshes/patches are not applied to helpless programming. This leaves the business system presented to outside assault and bargain. 
•DDoS Attacks: The sort digital risk DDoS signifies" disseminated disavowal of administration". It stays a huge digital risk to numerous associations. These assaults are intended for the mind-boggling an injured individual's system assets with the goal that they can't process authentic traffic on the system. There is some changeability among the assaults starting with one then onto the next. These assaults may include shifting degrees of multifaceted nature. DDoS assaults such a troubling cyber security risk. Its assault can affect anybody and are frequently utilized as cover, regularly being begun, halted and restarted to shroud different breaks in progress. DDoS assaults as an interruption, assailants can utilize it to occupy any cyber security group, much like a phase performer who diverts the consideration of his crowd so they can't see through the stunt.
[bookmark: _Toc23106483]2.2 The Nature of Cyber Threats:

· Cyber threats are an unauthorized copying, extracting and downloading of any data, database.

· It damages the computer system and computer network.

· It disaccords the authorized person to access computer.

· It hacks with computer system.

· It tampers computer source documents.

· It is an electronic builder for the purpose of cheating and harming reputation.

· It uses an artificial electronic record.

· It confiscates the computer, network etc.

· It declares the information which is obscene in electronic form.

· It breaches the confidentiality and privacy
[bookmark: _Toc23106484]2.3 The Cyber-security scale:

In this time creating with the innovations digital assaults are rushing to develop quickly. For battling with the expansion of vindictive code and aiding in early identification, the National Institute of Standards and Technology (NIST) prescribes persistent, continuous checking of every single electronic asset. 
The dangers against by digital security are three-field: 
a. Cybercrime: In cybercrime frameworks are focused by single on-screen characters or gatherings for monetary profit or to cause interruption. 
b. Cyber-assault: Cyber-assault is that thing which politically propelled to assemble data. 
c. Cyber dread: It is proposed to undermine electronic frameworks to cause frenzy or dread. 

In this life the ordinary apparatuses as; infections, worms, spyware, Trojans, and ransomware by which aggressors use to control PCs or systems. Infections and worms are self-imitated. They can harm documents or frameworks effectively. For shrouded information gathering Spyware and Trojans are regularly utilized. Ransomware trusts that an open door will scramble all the client's data and requests installment to return access to the client. By an undesirable email connection or a genuine looking download that really conveys a malware payload, noxious code frequently spreads. Despite size, a wide range of ventures are influenced by digital security dangers. The businesses of social insurance, assembling, fund, and government are most influenced by cyber attacks as of late. A portion of these segments are additionally engaging cybercriminals in light of the fact that they gather money related and restorative information, yet all organizations that utilization systems can be focused for client information, corporate reconnaissance, or client assaults.

[bookmark: _Toc23106485]2.4 Businesses plan against Cyber-security attacks:

Organizations may mitigate and reduce the effects of a cyber-attack by creating a cyber-security plan for business.

The 1st step should engage with a cyber-security specialist like ‘Nettitude’ in creating the plan. Secondly, organizations should look at securing the organization’s technology, as well as its people, processes and policy.

Then organizations should develop a robust cyber security strategy, which work with security partner by addressing these initial three steps:

a. It should identify and protect critical items within the business.

b. It should develop a roadmap, creating a higher level of overall security maturity.

c. It should make employ best security practices to help execute the security program.

[bookmark: _Toc23106486]2.5 Training to create cyber security awareness to the employees against cyber-attacks:
Security of cybersecurity plan is as significant as having a healthy offense. An ongoing Experian report found that there have about (66%) of the information insurance and security preparing experts. These experts were estimated named their workers as the weakest connection when they attempting to protect their association from digital dangers. As the exhausting cybersecurity errands are getting to be computerized yet to avert future event for organization security it's still best to give online security mindfulness preparing to representatives. An ironclad preparing system ought to be conceptualized and executed before dangers become breaks. There is some significance of cybersecurity mindfulness preparing to the representatives. The method for setting up association's working environment for the plausibility of a digital assault takes preparing that are: 
How a digital assault is pointed 
who is turned for remediation. 
Why they're being focused in any case. 
For making compelling positive digital conduct for representatives, there are some accepted procedures for cybersecurity mindfulness preparing. As they seem to be: 
a)Organization ought to make open doors for those representatives who have information to guide different workers on the viable recognizable proof of practices that make existing cybersecurity issues. 
b)Should make open doors for workers to learn arrangements. That learning encourages them to grow long haul cybersecurity information maintenance. 
c)After a specific number of months' association should take test on representatives on the information of cybersecurity maintenance for guaranteeing that the learnings have settled. 

The cybersecurity mindfulness preparing system shouldn't be an attachment and play model for different organizations. It can't be moved from organization to organization. This program ought to be novel to the association's objectives for cybersecurity dangers the board. By utilizing a progressively comprehensive way to deal with cybersecurity mindfulness, association can change organization culture to be greater security-driven. What's more, by affecting the long haul positive conduct of individual worker, association's way of life can be created by solid security source. In the event that workers completely welcome the security dangers related with bungling their passwords and giving risk entertainers a chance to reimburse pulverization on their system and their presentation, it is said that, dangers turns out to be quantifiably diminished.
[bookmark: _Toc23106487]2.6 The ways to Strengthen Cybersecurity:
To educate on Password Best Practice: Most people don’t use the password best pr To normally Train on Email and Social Media Threats: To maintain a strategic distance from any of phishing, it should set methodical instructional meetings on the refreshed dangers circumventing the world. In the hour of preparing it ought to talk about the issue that numerous phishers will send messages that appear as though they're from a companion or relative, when the genuine email address is very surprising. 
To utilize a VPN for any remote representatives: VPN is the "virtual private system". It is the best approach to guarantee that representatives who are out-of-office utilizing a safe association. In-office workers will be on LAN or utilizing the verified Wi-Fi, however those out of the workplace could end up utilizing the Wi-Fi from a bistro or home. VPN is a modest and successful approach to limit the odds of association being undermined. Numerous VPN can make a unimaginably modest approach to support security. 
To Do Regular Scans of Computers and Network: While one ought to in a perfect world be utilizing something further developed, free administrations like Windows Defender and Malwarebytes make a strong showing of shielding PC from contaminations by filtering. On of this, it should ensure antivirus and barrier programming are consistently state-of-the-art. New antivirus definitions are discharged consistently, once in a while products times in seven days, and programming needs this to work appropriately. On the off chance that one needs to be routinely filtering system for any vulnerabilities, should utilize an intermediary scanner or system powerlessness scanner to check for any blemishes in system's security. There are such a significant number of free choices to the extent defenselessness scanners. So normal filtering ought to be utilized. 
To accentuate the Importance of Information Security: The significance of cyber security, it is expected to pressure data security. Data security is the act of explicitly guaranteeing the wellbeing of organization's data, which is a segment of digital security. Data security incorporates the two assaults on data like an information rupture, and furthermore the loss of data through a catastrophic event. Hence, an appropriate data security program includes having a reinforcement plan, which keeping workers prepared on best practices, and utilizing the correct devices. So hold customary instructional meetings on data security and to deal with delicate information is required act ices. They should educate on password best practices.
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Chapter: 03
The importance of cyber security in different sector. 
















[bookmark: _Toc23106488]3. The importance of cyber security in different sector. 
[bookmark: _Toc23106489]3.1 The Importance of Cyber security:
[bookmark: page16]In this modern connected world cyber security matters and is vital for protecting crucial infrastructure. Now a worldwide concern is the threat of cyber-attacks. As networks continue to expand and connectivity increases, the importance of cyber security has never been so important as all individuals try to shield information from the risk of being abused. The cyber security for business is a confused point. As digital security is a perplexing subject, numerous individuals don't comprehend the significance of cyber security. As a rule, individuals accept that cyber security is a straightforward antivirus and security programs which are being set up and minimal more. Bu in the genuine view, a nonappearance of legitimate learning about cyber security is regularly perhaps the greatest factor in any break. So the significance of digital security is exceptionally critical.
[bookmark: _Toc23106490]3.2 The importance of cyber security in bank and Financial institutions: 
Because of wasteful digital security, numerous littler organizations are in incredibly powerless position. Presently a day's digital security is the an integral part for a wide range of organizations especially when it is considered as the importance of the web and numerous other computerized frameworks use once a day. 
There are a few reasons which need in organizations. As they seem to be: 
· Cyber security ensures business: The digital security gives expansive advanced insurance to organizations. This assurance will enable representatives to utilize the web when they need it. And furthermore it will guarantee that they are not in danger from any potential dangers. 
· It secures individual data: The computerized age is esteemed as close to home data. On the off chance that the individual data of workers or clients are acquired by an infection, they are equipped for offering that data and endeavor to take their cash. The digital security shields all the individual data from the infection.
· It ensures the safe work of employees: Employees may face constant risk from a potential cyber-attack without top-quality cyber security. If system becomes infected, it can cause serious problems and may even have to destroy computers.

So for ensuring the safe work of employees’ cyber security is needed.
i. It protects productivity in business: Any virus on computers can seriously slow down computers, making it almost impossible to complete any sort of work on them. This may cause for spoiling time for employees as well as business.
ii. It prevents website from going down: Website may be forced to shut down for infection of the system. It may cause to lose money as well as lose customer trust. Certain viruses can also damage the system. So in the businesses the cyber security is a crucial part.
[bookmark: _Toc23106491]3.3 The importance of cyber security in banks:
Digital security is significant for every one of the benefit and non-benefit making associations. Banks and other budgetary associations bear significant archives about the clients and the assailants. So it is critical to have a solid digital security for banks and other budgetary associations. 
There are a few that depict why a cyber security is significant for banks and related money related organizations: 
•Breaches can demolish a bank's notoriety: Data ruptures are not kidding issues for banks since it ruins open trust, and it falls clients' in weakness. For the frail cybersecurity information ruptures may happen and it is hard to recoup. It is the duty of the bank to speak with their clients about cybersecurity and different measures. Banks should find a way to anticipate and secure clients' close to home information and private data. For picking up the trust of clients' it is significant for banks to have a solid cybersecurity plan. 
•Banks can bring about punishments for FDIC resistance: Penalties for rebelliousness can be unexpected for banks. It reasons for budgetary punishments just as for expanding mistakes. Banks should concentrate on cybersecurity for keeping up consistence standard animates. At the point when a bank remains about its consistence, it guarantees that it is meeting amicability security and ensuring the client information. 
•Consumers can lose time and cash: Consumers may lose time and cash when a bank gets information break. Because of bank information rupture a few activities happen which are tedious, upsetting, and loaded with pressure. In the hour of information rupturing clients need to drop the cards, check articulations and keep their eyes open for entanglements. 
•Consumer information is delicate: If the clients' information and data is in an inappropriate hands, it is hard for them to deal with that information ruptures. A client can't have a decent night rest as the individual data can be utilized against an individual, however they drop the cards and let down the cheats. It coasts hazardously wild, after a purchaser's private information gets taken. So a cybersecurity is critical to banks and budgetary establishments as they have the individual and private data of customers.
[bookmark: _Toc23106492]3.4 The significance of cyber security in digital marketing:
There is some conceivable security rupture in each online business, with which it needs to contend. Computerized advertising is the way that it contacts a wide group of spectators, so security issues are big manage it. On the off chance that somebody shares a connect to a site which is finished by the confided in online source that hosts malware is considerably more terrible. The believed online source is as; Twitter account which is overseen by a showcasing firm. Advertising can likewise undermine online security endeavors by spreading obsolete, or by and large false security-related data, advancing programming with genuine security imperfections, just as empowering the hazardous online conduct, this incorporates organizations spend significant time in computerized showcasing. As it were, cybersecurity ought to be a most elevated worry among computerized advertisers. In the event that anybody disregard this issue it might have incensed results on everything from the promoting organization's primary concern, to unsatisfied customers, to imperiling the online open on the loos. 
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[bookmark: _Toc23106494]5.Conclusion:

Cyber security fills in as the protect against any unapproved or criminal utilization of advanced information. Cyber security itself and the dangers against it are always advancing. Digital security incorporates strategies, techniques and defending measures, just as innovation and preparing to convey the most far reaching level of assurance for the earth and its clients. Cybercrime is the wrongdoing which is more extensive than some other wrongdoing. The nations which are creating like Bangladesh, numerous individuals don't know about this genuine wrongdoing. Alongside close to home harms, conservative harms are likewise occurring. The national security is in risk for cybercrime. Toward the finish of this report it will be evident that about the present view of cybercrime in Bangladesh, digital security is must require.
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