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Abstract

Persistent Secure Spectrum Aware MAC layer, scalability and load balancing are impor-
tant requirements for numerous ad-hoc sensor network. Secure Clustering sensor nodes
is an effective technique for achieving these goals. In this work, we present a secure,
spectrum-aware cross-layer MAC protocol designed for Cognitive Radio Ad Hoc Networks
(CRAHN), where cluster formation is defined maximum edge biclique problem, enhance
the security of the cluster formation process and ensure both a stable number of common
channels and robustness to varying spectrum availability. The clustering process concludes
in O(1) of iterations, independent of the network’s structure or scale. By carefully choos-
ing the secondary clustering parameter, the process can significantly reduce the hassle of
re-clustering. This thoughtful selection ensures that the workload is evenly spread across
the cluster heads, preventing any one cluster from becoming overloaded, and keeping the
network running smoothly and efficiently. Dynamic approach maintains a stable network
structure despite node mobility. These protocols focus on secure and efficient spectrum
sharing among nodes to enhance network performance. It also achieves fairly uniform
cluster head distribution across the network. The cluster-based architecture is designed
to be highly flexible, allowing it to build and adjust itself as needed. This dynamic nature
is supported by two key operations: Node-Move-In and Node-Move-Out. These opera-
tions enable the network to easily integrate new nodes and remove existing ones, ensuring
that the system can adapt to changes and maintain optimal performance without man-
ual intervention. A pseudocode analysis focused on enhancing the security of the cluster
formation process is also applied in two topology management operations. Overall, the
time complexity for the Node-Move-In and Node-Move-Out algorithms is O(n), where n
represents the number of members in the cluster. This means that the algorithms handle a
number of operations proportional to the number of nodes involved, making them efficient

and scalable as the network grows..
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Chapter 1

Introduction

In recent years, there has been significant advancement in microelectronics which has led
to the development of data-hungry devices. This growth is expected to greatly enhance
the standard of living, providing convenience and comfort. As a result, it initiated an
ever-increasing request for new radio spectrum [I]. The requests being put on the scarce
supply of usable radio waves are quickly developing, as the world gets to be progressively
reliant on this advancing cluster of administrations [2]. Moreover, the modern technology
forces a challenge from the spectrum scarcity problem for developing new technologies
and expanding existing ones because this spectrum is a crucial and finite resource, and its
scarcity poses real problems [3] 4].

However, existing radio spectrum is allocated by a command-and-control based method
which creates remain under-utilized radio spectrum [5]. A concept developed by Joseph
Mitola III, cognitive radio networks (CRNs) enable spectrum sharing and efficiently utilize
the available bands, specifically the underutilized spectrum [6]. Cognitive radio networks
rely on smart algorithms that constantly watch the network’s conditions. These algo-
rithms make decisions, take actions, and plan ahead based on what they observe, helping
to keep the network running smoothly and efficiently. It is a smart and self-managing
communication system that can change how it operates depending on the conditions of
the network. This means it can adjust its performance and capabilities to make the most
of the available resources and adapt to varying network situations [7,, [§].

A CRN is an advanced wireless communication system where the technology, called
cognitive radios (CRs), is designed to be highly adaptable and intelligent. These radios
are designed to be flexible and intelligent, so they can automatically adjust their settings
to improve performance in a dynamic and efficient way. This means the network can
make the best use of available frequencies, avoid interference, and adapt to changes in the
wireless environment, leading to better overall performance. In CRNs the user community
is divided into two main groups: Primary Users (PUs) and Secondary Users (SUs) (see
Fig. 1).

PUs have official licenses that grant them exclusive rights to certain frequency bands

in the radio spectrum. This means they have priority access to these frequencies and
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Figure 1.1: Cognitive Radio Network

can operate without interference from other users. Alternatively, SUs do not possess these
official licenses and are therefore considered unlicensed users [9]. PUs have the first priority
to use specific frequencies, whereas SUs can only access these frequencies opportunistically
when PUs are inactive. This opportunistic access mechanism enhances overall spectrum
utilization efficiency by making better use of available frequencies and minimizing wasted
capacity.

CRNs are generally classified into two main categories based on their infrastruc-
ture: infrastructure-based and infrastructure-less CR networks, the latter also known as
CRAHNSs. The infrastructure-based CRNs operate under a fixed network architecture
where a central controller manages the cognitive radios and their functionalities. The
infrastructure typically includes a set of base stations, similar to conventional cellular
networks, which facilitate coordination and communication among the CRs [10} [11].

In contrast, CRAHNSs are decentralized networks where cognitive radio nodes establish
ad hoc connections and communicate directly without relying on any fixed infrastructure.
These networks are particularly useful in scenarios where pre-existing communication in-
frastructure is unavailable. Ad hoc networks thus represent a promising technology that
enables reliable wireless communication in dynamic and challenging environments.

Among different ad hoc architectures, the clustering approach is widely adopted due to
its scalability and efficiency advantages compared to flat network structures [12]. In a flat
network, all nodes communicate directly with each other, leading to increased signaling
overhead and reduced efficiency as the network size grows. Conversely, cluster-based net-
works minimize overhead by organizing nodes into clusters, where communication primar-

ily occurs between cluster heads and their respective members. Nodes within each cluster
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are grouped based on proximity, feature similarity, or specific application requirements.
This article presents a Secure spectrum aware cross-layer MAC protocol for CRAHNS.
In [13,[14],15], The Secure Spectrum Aware MAC layer protocols for CRAHNS are designed
to address the security challenges that arise in cognitive radio networks. The approach
involves maintaining secure cluster formation based on a graph G. A new cluster model
is introduced to tackle existing security issues and the maximum edge biclique problem.
The Cluster Head Determining Factor (CHDF) is an important parameter that considers
the number of sensed channels and neighboring nodes to choose the cluster leader or head.

The proposed clustering approach focuses on keeping a larger number of reserved
channels within each cluster, which helps reduce the frequency of re-clustering when the
availability of spectrum changes. The CHDF value is securely signed, encrypted, and
transmitted to neighboring nodes that are announcing themselves as cluster heads. To
further reduce re-clustering issues due to node mobility, each cluster includes an auxiliary
cluster head that takes control when the current cluster head moves out.

The paper outlines a super-frame structure designed to integrate the proposed secure
clustering scheme. This structure also includes two key topology management operations:
the Node-Mowve-In and Node-Move-Out algorithms. The super-frame structure helps or-
ganize and manage the network efficiently by coordinating the secure clustering approach
and ensuring smooth adjustments when nodes enter or leave the network.These protocols
aim to ensure secure and efficient spectrum sharing among nodes in the network while
optimizing network performance.

Therefore, the main contributions of this article are summarized as follows:

e This work introduces a secure, spectrum-aware clustering approach for CRAHNSs.
This scheme facilitates seamless channel switching by incorporating a set of shared
free channels within each cluster and includes a Secondary Cluster Head (SCH) to
address re-clustering challenges caused by the mobility of the Cluster Head (CH)
or changes in spectrum availability. During cluster formation, the scheme ensures
that transmissions remain confidential and that data integrity and authenticity are

maintained.

e To realm the robustness of the proposed Secure Spectrum Aware MAC layer proto-
cols model, a Node Move-In protocol is illustrating the process of a new node joins
in cluster Additionally, a Node Move-Out protocol is created to manage the process

when an existing node leaves the cluster.

e A pseudocode analysis shown during the cluster formation as well as Node-Move-In
and Node-Move-Out. Overall, both algorithms complexity O(n) is driven by the
linear number of nodes involved in these processes, ensuring efficient scalability with

respect to the size of the network.

The remainder of the article is organized into the following sections. A brief overview
of the latest MAC protocols developed for CRAHNs is provided in Chapter 2. Then,
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in Chapter 3.0.1, a network model of secure spectrum aware MAC layer protocols is
discussed. Chapter 3.0.2 covers the maintenance algorithms for the secure cluster-based
architecture, detailing how the clustering process concludes in O(1) iterations, irrespective
of the network’s topology or size. Finally, in Chapter 3.0.3 and Chapter 3.0.4, two topol-
ogy management operations, Node-Move-In and Node-Move-QOut, are discussed, where a

pseudocode analysis with time complexity O(n) is presented.



Chapter 2

Background and Literature

Review

A Cognitive Radio Wireless Sensor Network consists of sensor nodes, each equipped with a
set of sensors, a control processor, and a transceiver communication unit. There is growing
interest in self-organizing multi-hop wireless sensor networks, where multiple independent
nodes communicate via radio signals without the need for any previously established in-
frastructure. These nodes/devices frequently encounter constraints in essential resources
like power and radio frequency bandwidth. A flat network topology is established when
the sensor nodes are physically deployed, and a link exists between nodes if they are within
each other’s communication range. In such flat network topology where no built-in struc-
ture to facilitate efficient commutation, this problem often arises. Clustering is employed
to optimize the flat sensor network topology by introducing a hierarchical organization
[16-18]. The fundamental approach involves partitioning the network into clusters based
on physical proximity, thereby facilitating more efficient management by dividing the net-
work into smaller, more manageable units. Recently, there has been considerable interest
in Cognitive radio networks due to their potential to offer solutions in a range of fields
including healthcare, the environment, defense, surveillance, industry, and transportation.
The primary focuses of the examined networks are understanding spectrum usage and
assigning local control channels. A clustering algorithm is suggested in [20] for forming
clusters based on factors like available channels, physical placement, and past spectrum
usage. However, this algorithm encounters problems of re-clustering when spectrum avail-
ability changes or nodes move. In the self-organized CRAHN network in MAC protocol
[21] divided network in two user groups a PU and a SU. A significant challenge within
this protocol involves the need for regrouping, as groups must be reorganized when a PU
emerges. Additionally, the protocol lacks mechanisms for neighbor discovery and group
upkeep. An algorithm known as Spectrum Opportunity Clustering (SOC) is introduced
in [22],which operates in a distributed manner to establish clusters using shared unused
channels. While this approach achieves a favorable trade-off between common channels

and cluster size,it is notable that [22] has the potential to generate an extensive quan-
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tity of clusters and the issue of re-clustering for mobile nodes is also a limitation in this
algorithm.

The clustering technique employed in [23] involves utilizing the Affinity Propagation
message-passing approach, potentially resulting in the creation of sizable clusters within
the protocol. The presence of a large number of members in a cluster can induce delays
in communication within the cluster. Furthermore, this protocol assumes static nodes,
which introduces the problem of re-clustering when nodes are in motion. Like the ap-
proach in [23], this MAC protocol forms clusters with many members, even though the
available shared channels are limited. The re-clustering problem re-emerges when PUs
become active. In [24], the MAC protocol outlined is classifies nodes according to their
degree, with the degree derived from network statistics and clusters rely on 2-hop com-
munication. Each node in the network necessitates additional processing capacity as it
holds comprehensive network data. Furthermore, when a node is in motion, the problem
of re-clustering becomes pronounced within the framework. A MAC protocol for CRAHN
multi-channel multi-hop neighbor discovery scheme, a distributed Clustering algorithm is
presented in [25]. While the clustering technique remains comparatively stable when the
spectrum availability changes, the problem of re-clustering becomes significant in scenarios
involving node mobility. However, the approach introduces additional delay in intra-cluster
communication due to potentially large cluster sizes, and re-clustering is necessary to ac-
commodate node mobility as discussed in [25]. A centralized clustering technique based
on identification, outlined in [26] for CRAHN, restores broken connections at a local level,
while maintaining the original routes unchanged. The issue of re-clustering is a common
challenge in this approach, affecting both scenarios where spectrum availability changes
and when nodes are in motion. The protocol detailed in [27] introduces a distributed
clustering approach specifically for nodes that are disconnected. This method relies on a
combined weight metric that integrates multiple factors: the history of spectrum usage,
the physical distance between nodes, the current state of each node, and the effects of
interference. By considering these elements together, the protocol aims to create more
effective and adaptive clusters even in dynamic and challenging network conditions. A
PU is detected because this method doesn’t just adapt to changes in spectrum availabil-
ity during re clustering. Additionally, the clustering mechanism described in [27] does
not adequately address node mobility. A structure for establishing a CogMesh network
within the framework of an open spectrum sharing scheme is presented in [28]. The
MAC protocol forms clusters using a specific localized channel referred to as the master
channel. However, changes in control channel assignment could introduce variations in
the presence of diverse channel conditions, resulting in network instability. Nevertheless,
not every cluster is equipped with the means to handle the re-clustering challenge when
nodes are mobile. A clustering algorithm is presented in [29], incorporating parameters
such as channel availability, geographical proximity, and historical spectrum utilization.
Although the method yields an optimal cluster count, increasing network size amplifies

the likelihood of re-clustering, primarily due to the reduction in shared channels per clus-
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Table 2.1: Recent Studies on CRSN Clustering Protocols

Ref. | Year | Major Contribution Advantages Disadvantages Method

[1] | 1999 | Introduced the concept of cog- | Groundbreaking idea; | Early  conceptual | Cognitive Radio,
nitive radio,enabling dynamic |adaptable = communica- | work; not practi- |SDR
spectrum access. tion. cally implemented.

[3] | 2008 | Surveyed spectrum man- | Comprehensive overview | Mostly theoretical; | Spectrum  Man-
agement in cognitive radio |of CRN architecture. lacks implementa- | agement, CRNs
networks. tion.

[4] | 2015 | Proposed full-duplex CR design | Doubles spectral effi- | Requires advanced | Full-Duplex CR
for better spectrum usage. ciency. signal processing.

[7] | 2015 | Reviewed CR ad hoc network |Identified architectures |Lacked  practical | CRN  Architec-
architectures. and challenges. frameworks. ture Survey

[8] | 2017 | Surveyed MAC protocols in CR | Outlined MAC challenges | No unified MAC | MAC Layer,
ad hoc networks. and solutions. protocol. CRNs

[12] | 2016 | Survey on node clustering in CR | Discusses design aspects | No  experimental | Clustering, CR-
wireless sensor networks. of clustering. validation. WSNs

[13] | 2014 | Proposed stable cluster-based | Enhances stability in | Affected by node | Cluster-based Ar-
architecture for CR ad hoc net- | clustering. mobility. chitecture
works.

[14] | 2016 | Designed on-demand routing for | Improves route discovery | Complex in dense | On-Demand
clustered CR ad hoc networks. |and response. networks. Routing

[15] | 2018 | Introduced a cross-layer MAC | Better spectrum use and | Overhead in proto- | Cross-layer MAC,
protocol with spectrum aware- | lower collision. col integration. Spectrum Aware-
ness. ness

[20] | 2013 | Designed cluster-based MAC | Optimized resource ac- | Delay due to cluster | MAC,  Cluster-
protocol for CR ad hoc net-|cess in clusters. size. based
works.

[23] | 2011 | Message-passing based cluster- | Adaptive to dynamic en- | Message overhead | Distributed Clus-
ing for CRNs. vironments. in large networks. | tering

[24] | 2010 | Cluster-based distributed topol- | Enhanced topology con- | Delay from frequent | Topology =~ Man-
ogy management. trol. re-clustering. agement

[25] | 2010 | Protocol for cluster formation in | Reduces overhead. Fails in  high- | Cluster =~ Forma-
CR ad hoc networks. mobility networks. |tion

[30] | 2021 | Developed an energy-efficient | Extends lifetime and en- | Less suitable in | Energy-aware
clustering protocol for CRSNs. |hances throughput. high-dynamics. Clustering

[31] | 2021 | Proposed localized clustering | Lower communication | Sensitive to mobil- | Localized  Clus-
for CRNs. overhead. ity. tering

[32] | 2021 | Secure clustering using evolu- | Trust-based robust clus- | High computational | Evolutionary
tionary game theory and fuzzy | tering. cost. Game, Fuzzy
logic. Logic

[33] | 2023 | Multi-hop clustering routing | Enhances spectrum usage | Less effective under | Spectrum — Sens-
protocol with imperfect spec- | and routing efficiency. mobility. ing, Multi-hop
trum sensing. Routing

[34] | 2021 |SACR protocol for stable | Increases network stabil- | Cluster head selec- | Stability-Aware
cluster-based routing. ity and lifetime. tion delays. Clustering

[35] | 2013 | GSM: Gateway selection using | Improves inter-cluster | May face compu- |Bipartite Graphs,
bipartite graphs and edge bi- | communication; optimal |tation complexity | Edge Biclique,

clique maximization for CRN
cluster coordination.

channel sharing.

with large graphs.

Gateway Coordi-
nation
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ter.A clustering approach that considers spectrum usage is introduced for CRAHNS in
[15]. In this strategy, each cluster is equipped with a set of accessible shared channels
that enable smooth switching between different channels. Additionally, each cluster in-
cludes a SCH to manage re-clustering challenges that arise from the movement of CHs or
changes in spectrum availability. In [30], network stability-aware clustering techniques
are discussed, and an improved approach is proposed that takes into account residual en-
ergy and the quality of available common channels. This enhancement aims to increase
the overall network performance and energy efficiency in cognitive radio sensor networks
(CRSNs). In [31], an analytical framework for parameter tuning and performance analysis
of clustering protocols is provided. The study proposes a localized clustering scheme to
improve stability, scalability, and spectrum management while reducing communication
overhead, comparing its performance with existing protocols. In [32], an evolutionary
game-based secure clustering protocol for wireless sensor networks (WSNs) is introduced.
The protocol incorporates fuzzy trust evaluation and outlier detection, enhancing network
security and reliability by assessing the trust levels among nodes and identifying abnormal
behaviors, which is crucial for dynamic WSN environments. In [33] proposes a multi-hop
clustering routing protocol for cognitive radio sensor networks (CRSNs), which makes use
of imperfect spectrum sensing. This method improves performance by considering the
impact of imperfect spectrum sensing on multi-hop communications, thereby contributing
to the robustness and scalability of CRSNs. In, [34] introduces the SACR (Stability-
Aware Cluster-Based Routing) protocol, designed to enhance the stability and efficiency
of cluster-based routing in CRSNs. This protocol adapts to changing network conditions
by focusing on stability awareness, which helps to extend network lifetime and improve the
reliability of data transmission within cognitive radio sensor networks. In their [35] paper,
Zhang et al. introduce a Gateway Selection Mechanism (GSM) aimed at improving inter-
cluster coordination in CRAHNs. These networks rely on SUs opportunistically accessing
underutilized spectrum, which poses significant challenges for maintaining stable, efficient
communication—especially when nodes are grouped into clusters. To address this, the
authors propose modeling the relationships between secondary users and idle channels as
a bipartite graph, where one set of nodes represents the users and the other set represents
the channels. An edge is drawn between a user and a channel if that channel is available
for use by the user. This modeling technique allows for a clear visualization of spectrum
compatibility among users. From Figure 2.1 this bipartite graph, the framework extracts
maximum edge bicliques subgraphs in which every user is connected to every channel in a
subset. These bicliques represent optimal groupings of users who can all access the same
set of channels, making them ideal for forming robust and spectrum-compatible clusters.
Once clusters are formed based on these bicliques, GSM then selects gateway nodes from
users who share idle channels across neighboring clusters, ensuring seamless inter-cluster
communication. This approach not only improves coordination and reduces control over-
head but also enhances throughput and reliability in dynamic radio environments.The

literature indicates that newly developed MAC protocols address several crucial consid-
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Figure 2.1: Bipartite graph formed by node a and its maximum-edge biclique subgraph.

erations essential for the practical advancement of CRAHNSs. A resilient, cluster-oriented
MAC protocol for CRAHNS is introduced, integrating secure spectrum awareness and
node mobility considerations. To mitigate the shortcomings of prior approaches, a secure,
spectrum-aware cross-layer MAC framework is proposed, the details of which are outlined

in the subsequent section

2.0.1 Cluster based architecture

This section describes the self-organized, cluster-based architecture for an ad-hoc network.
A cluster in graph G is a star-shaped subgraph where one node, the cluster head, is con-
nected to all other nodes, known as cluster members, but no connections exist between the
members themselves. Clustering divides the graph into disjoint groups of nodes.The self-
organized cluster-based connected graph is represented as G = (V, E'), where V represents
the nodes and F represents the edges between cluster heads and their members.Nodes u

and v are connected by an edge if they are located within mutual transmission range.

LTI — Cluster

Backbone tree BT(G)

—— EdgeinG

= Edge in CNet(G)
@ Cluster head
@ Gateway Node
(O Cluster member

Figure 2.2: Cluster base network CNet (G).

To minimize the number of clusters, the clustering ensures that no two cluster heads
are adjacent, forming a maximal independent set. Cluster heads are connected by a special
node called a gateway, which serves as a link between the neighbors of two cluster heads.
This clustering transforms a flat graph into a hierarchical structure.

The backbone of G consists only of cluster heads and gateway nodes, with a gateway
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node connecting two or more cluster heads. Since cluster heads cannot be neighbors, any
backbone edge must connect a cluster head to a gateway node. As G is a connected

bidirectional graph, a backbone will always exist.

2.0.2 Network Model

Below is the ad hoc self-organized network model:

e The network consists of SU equipped with cognitive radios, making use of the avail-

able spectrum for their communication needs.

e Each cognitive radio node is equipped with two transceivers: one for handling control

signals and the other for managing data signals.

e The traffic of PUs on a specific channel is represented by a semi-Markov ON-OFF

process, where the channel can be in one of two states: busy (ON) or idle (OFF).
e The network is independent of any spectrum sensing model.
e All cognitive radios possess an identical transmission range.

e A link exists iff two cognitive radios are within mutual communication range and

share a common channel.

e The network is equipped with Carrier Sense Multiple Access with Collision Avoid-

ance.

e Individually cognitive radio autonomously detects available spectrum.

10



Chapter 3

Methodology

3.0.1 Proposed Cluster Model

In this section, we delve into the proposed secure cluster-based architecture that utilizes
super-frame MAC layer protocols for its implementation. This clustering scheme operates
in a distributed manner, with each cluster organizing its channel access through a carefully
synchronized sequence of super frames. The super-frame structure is divided into four
key periods: the beacon period, spectrum sensing period, neighbor discovery period, and
contention-free data period. For secure cluster formation the Cluster Head initiates beacon
message in bacon period which contain ID, Auxiliary Security Header and synchronization

information and the sensing band assigned to the cluster.

Beacon Period During this phase, the CH sends out a beacon message with a super-
frame preamble and control header. By using the Distributed Coordination Function
(DCF), the CH checks the channel status before transmitting and identifies whether
the channel is busy or available. If the channel is busy, the CH waits for the current
transmission to end. After that, it waits a short additional period—equal to a DIFS in-
terval—before randomly picking a back-off period to try again.This beacon message is
crucial as it contains the cluster ID, time synchronization information, the ID of the Sec-
ondary Cluster Head (SCH), an Auzxiliary Security Header, and data related to control
and resource allocation within the cluster, as illustrated in Figure 4. This period ensures
that all nodes within the cluster are synchronized and aware of the cluster’s configuration.

The Cluster ID field in the super-frame holds the unique identifier for the cluster,
while time synchronization assists in determining the nodes’ locations, proximity, or speed.
After the calculation of the CHDEF value, it is shared with neighboring nodes along with
appropriate security measures.Regarding security, the process initiates with the generation
of a digital signature for the calculated CHDF value. This signature, generated using
the node’s private key, ensures the authenticity and integrity of the CHDF data in the
Auziliary Security Header. The SCH ID is included to notify all cluster members.Common
channels chosen by the CH are part of every cluster, with a Channel-hopping Sequence

(CS) generated for access. If a PU appears during transmission, the CH switches to the

11
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Figure 3.1: Proposed Secure MAC super frame Structure.

next channel in the CS to avoid interference. This routine action safeguards against PU

interference, and the super-frame includes the spectrum band for sensing.

Spectrum Sensing Period During this period, nodes within the cluster perform spec-
trum sensing to detect available channels and assess the current spectrum conditions. They
update their Access Control Lists (ACLs) based on the sensed information. Synchronized
sensing reduces false alarms.If a node detects a PU, it switches to the next channel and
informs the CH. The CH adjusts its beacon accordingly, and other nodes follow suit if
they do not receive the beacon within a set time. This information is critical for making

informed decisions about channel usage and ensuring that the network operates efficiently.

Contention Free Period The proposed super-frame has a contention-free data pe-
riod where CRs can send their packets during designated time slots. Within clusters, any
available channel can be used for data transmission. Each node in the cluster is assigned
a mini-slot by the CH for sending data, with additional slots set aside for forthcoming
use.The contention-free period is divided into intra-cluster and inter-cluster communica-
tion phases. During the intra-cluster phase, nodes transmit within the cluster using their
assigned mini-slots, taking into account the departure of the CH, Forwarding Node (FN),
and Cluster Members (CM). When a CH or FN leaves, they inform the cluster and, if
needed, appoint a successor for seamless connectivity. Leaving nodes’ mini-slots are re-
moved from communication periods. If a CM moves, it informs the CH, and the assigned
mini-slot is removed. The CH notifies neighboring CHs of an approaching node, which is
initially treated as a member. This ensures mobile node connectivity.Inter-cluster com-
munication involves packet transmission between neighboring clusters, with the CH using

the FN as a relay for inter-CH communication.

Neighbor Discovery To join a network, a CR identifies nearby nodes and exchanges
control information by sequentially hopping between channels. During this neighbor dis-

covery process, the CR relies on a global common control channel for time synchronization
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and spends a specific amount of time on each channel to ensure sufficient identification of
neighboring nodes. The CR node sends a HELLO message to the Cluster Head (CH) after
receiving a beacon and awaits a RESPONSE from neighboring CHs. A timer is activated
during HELLO transmission, prompting retransmission in case of expiration, ensuring re-
liable data delivery during the neighbor discovery phase.Successful reception of a beacon
and REPLY initiates the node joining process, while the absence of these triggers the
cluster formation process. Cluster formation optimizes clusters based on spectrum avail-
ability, striving to minimize the number of clusters while maximizing common channels.
This involves constructing bipartite graphs and maximizing edge biclique graphs for each

node.

3.0.2 Cluster formation Algorithm

a) Bipartite graph constructed by node a aximum edge biclique
Bi i h d b de CR b) Maxi dge bicli
graph of node CRa

(1)
(3)

© 6 .
¢ 6¢  ©

®
® @ -

@ @8)

0

(2.9)

(¢) Nodes with CHDF value (d) Proposed cluster-based network

Figure 3.2: (a) Bipartite graph constructed by node CRa, (b) Maximum edge biclique
graph of node CRa, (c¢) Nodes with CHDF value, (d) Proposed cluster-based network.

Using spectrum availability, a new clustering method sorts the network into logical
groups. Nodes detect their nearby neighbors, compile lists of these neighbors, and ex-
change access information with them. The aim is fewer clusters, emphasizing clusters
sharing the most channels. Clusters are formed using Algorithm 3.1, as outlined in Table
3.1, with the goal of creating the largest clusters with common channels.

Each CR; first constructs an undirected bipartite graph G;(A;, B;, E;) using its neigh-
bor list N; and Access Control List (ACL) C;, where i ranges from 1 to n. A graph

13
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Table 3.1: Symbol used in cluster information

Symbol Instruction / Description
i, 5,k l,z,y, N Positive integers (e.g., 1, 2, 3...)
CR; Any positive node
CR; New joining node
CRy, Departure node
CRyN Any neighbor of CR;
CH; Neighboring cluster heads of CR;
FN; Neighboring forward nodes of C'R;
CM; Cluster member of C'H;
ACL, Accessible list of C'R;
N; Neighbor list of C'R;
Gps Bipartite graph of CR;
Gcy Maximum edge biclique graph of CR,
CHDF; Cluster head decision factor value of C'R;
ID; Identifier (ID) of CR;

G(V,E) is classified as bipartite if its vertices can be divided into two separate sets, A
and B, where every edge links a vertex in set A to a vertex in set B. For a node CR;, A;
is the part of CR;’s neighbor list N;, and B; is CR;’s ACL, C;. An edge (x,y) connects
vertices  from A; and y from B; if y is included in CR;’s ACL, meaning channel y is
within CR;’s access list. Figure 4(a) shows a bipartite graph G;(A;, B;, E;) generated by
CR,. In this graph, A, contains the 1-hop neighbors N, = {b, ¢, d, e, a}, while B, includes
CR,’s accessible channels list C, = {1,2,3,4,6,7,8}. Vertex a in A, is connected to all
vertices in B, because B, matches C,.The maximum edge biclique graph for a node is
determined from its corresponding bipartite graph. Figure 3.2(b) presents the maximum
edge biclique graph for CR,, which is derived from the bipartite graph of node a. In this
graph, CR,’s maximum edge biclique is formed with neighboring CRy, CR., and CR4, all
of which share channels {1,3,6}. Each node in the network independently constructs its
own maximum edge biclique graph. Constructing these graphs involves processing each
node and edge. The graph construction time complexity is O(n + €), where e is the num-
ber of edges. Assuming e is proportional to n, the graph construction time complexity
becomes O(n). The clustering scheme in the secure protocol aims to use as many un-
used channels as possible for communication within clusters while minimizing the total
number of clusters. To achieve this, the CHDF is introduced. The CHDF considers two
key factors: the number of neighboring nodes and the common channels shared, based
on the maximum edge biclique graph. Each cognitive node calculates the CHDF using
Equation to help reach this objective.

In Equation C; represents the number of free channels a node has, while IV;
counts the number of neighboring nodes, both taken from the node’s maximum edge

biclique graph. The CHDF calculation values shared idle channels more than neighboring
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nodes.As it involves processing each node and edge, the CHDF computation has a time
complexity of O(n). This focus on idle channels boosts communication strength within
clusters, allowing nodes to switch channels more easily and reducing the need to frequently
reorganize clusters when spectrum availability changes.Equation uses a square root to
adjust the CHDF value:

L Nt
CHDF, = /e = ()" = ¢ (3.1)

Each cognitive node within the network computes its CHDF value autonomously (il-
lustrated in Figure 3.2(c)) and shares this computed value with its immediate neighboring
nodes using appropriate security measures (illustrated in Figure 3.3).Regarding security,
the process initiates with the generation of a digital signature for the calculated CHDF
value. This signature, generated using the node’s private key, ensures the authenticity and
integrity of the CHDF data.

Next, the implementation of a Secure Key Ezchange Protocol facilitates the establish-
ment of a shared key between the (CR;) and (CRy). This shared key, generated through
a secure exchange mechanism, ensures secure and confidential communication between the

node and its 1-hop neighbors.

Algorithm 3.1: Secure Cluster Formation

START

CR; begins sensing and creates ACL;

CR; transmits ACL; and N; to CRy

CR; constructs bipartite graph G); and biclique graph G;
CR; computes CHDF;

CHDFi_sig < sign(CHDF;, private_keycr, )

shared_key < secure_key_exchange(CR;, CRy)
enc_.CHDFi <+ encrypt(CHDFi_sig, shared_key)
secure_send(CR;, CRy,enc_.CHDFi, shared_key)

© 0 N O oA W e
‘?9?:'99‘3??9!?'.‘.‘

10 10 if CHDF; > decrypt(enc.CHDF'i, shared_key, public_keycr,) then
11 CR; becomes Cluster Head (CH)

12 CR; selects SCH based on CHDF of CM nodes

13 11: else if CHDF; < decrypt(enc.CHDF N, shared_key) then

14 if |[N| > 1 then

15 if |CHDFhighest| > 1 then

16 CR; requests to join CRy with smallest ID among top CHDF
17 else

18 CR; joins CRy with highest CHDF

19 else

20 CR; requests to join CRy as CM

21 12: if ID; < IDy then

22 CR; becomes CH and forms the cluster

23 13: else

24 CR; joins CRy as CM where IDy is smallest

25 14: END
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Secure Key Encrypt CHDFi Decrypt CHDFi

Compute CHDFi Sign CHDFi Exchange Signature Signature

(a)

| CRi Calculate CHDFi |

v

| CHDF;_sig = sign(CHDF;, private keyCRi ) |

v

| shared key = secure key exchange(CRi, CRN ) |

I

| enc_CHDFi = encrypt(CHDFi_sig, shared key) |

v

secure send(CRi, CRN, enc_ CHDF;, shared key)

v

CHDFi >
decrypt
Yes (enc_CHDF;,) No
v
CRi becomes Cluster Head (CH) CHDFi < CHDFx
Based on CHDF Value CH select SCH CRi ask CRN to Join as (CM)
from CMS

v

End <
(b)

Figure 3.3: (a) and (b) Security measures during CHDF value transfer to neighbor nodes.
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Subsequently, the securely encrypted CHDF value and its corresponding digital signa-
ture are transmitted to one-hop neighbor nodes using a secure transmission mechanism.
This mechanism utilizes an established shared key to ensure confidentiality and prevent
unauthorized access, interruption, or modification of the data during transit.

To maintain authenticity and integrity, each CHDF signature is verified by the receiv-
ing cognitive node using the sender’s public key. Successful verification confirms that the
CHDF value originates from the claimed node (CR;) and has not been tampered with.The
process ensures secure and trustworthy exchange of CHDF values between nodes and their
one-hop neighbors. Communication typically requires O(n) time, where n is the number
of nodes. Broadcasting CHDF values may involve sending messages to multiple neighbors
in O(1) rounds, while cryptographic operations such as digital signature generation, en-
cryption, and verification contribute an additional complexity of O(k), where k is the size

of the data. Specifically:
e The CHDF; value is encrypted using the shared key before transmission.

o A digital signature is generated using the private key of CR; (private_keycr,) to

ensure authenticity.
e Upon receipt, CRy verifies the signature using public_keycnr,.

Once verified, CHDF values are used for clustering decisions. The node with the highest
CHDF among its neighbors is selected as the Cluster Head (CH). If CR; has a lower CHDF
than its neighbors, it joins the cluster of the node with the highest CHDF as a Cluster
Member (CM).

Cluster formation completes in O(n) rounds due to graph construction and CHDF
computation. Secure message handling occurs in O(1) time per operation. The com-
bined cryptographic overhead, including decryption and signature verification, adds O(k)

complexity.Following cluster formation:
e The CH manages channel assignments and intra-cluster communication.

e Communication follows a star topology—all messages are routed via the CH; CMs

do not directly communicate with each other.

o A SCH is selected from among CMs based on the highest CHDF. The SCH ensures

stability and takes over when the CH leaves the cluster.

e The CH may assign FNs to enhance inter-cluster communication, based on CHDF

values and connectivity.

This hierarchical structure is illustrated in Figure 3.2(d), where CHs, SCHs, and CMs
are shown in a structured cluster-based topology. Overall, the proposed secure cluster
formation algorithm has a dominant time complexity of O(n), influenced by node-level

operations like graph construction and CHDF computation, with additional cryptographic

17



Chapter 3. Methodology
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Figure 3.4: Secure propose cluster formation.
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operations contributing O(k).However, in dynamic network environments where nodes can
freely join or leave clusters, specialized protocols are required to maintain the stability of

the cluster structure. These protocols are discussed in detail in the following section.

3.0.3 Node Move-In Algorithm

This protocol explains how a node can join a cluster if it is not already a member. The
process begins when the node detects a beacon from a nearby Cluster Head (CH), allowing
it to either join an existing cluster or establish a new one. Algorithm 2 illustrates this
process using definitions from Table 2.When a node, referred to as CR;, wants to join,
it starts by identifying available channels and establishing its Access Control List (ACL).
It then scans channels sequentially in O(s) rounds, where s is the number of spectrum
channels to sense, in order to detect beacons from neighboring clusters. This sensing
period is designed to be longer than the longest super-frame. In the received beacon,
CR; identifies potential neighbor list CRy and broadcasts its neighbor and channel lists.
Neighboring nodes (CRy) reciprocate by broadcasting their ACLs, which operates in
O(n) time, where n is the number of nodes.After receiving the broadcast messages from
its neighbors, CR; constructs two graphs: the bipartite graph

Gp; and the maximum edge biclique graph G;.Using this information, CR; calculates
its CHDF, as previously discussed.Since the CHDEF' is computed individually from each
neighbor’s information, the time complexity remains O(n).Once the CHDF value is calcu-
lated (via Equation, it is encrypted using a shared key, shared_keycr,; cry, to ensure
its privacy and security. Following encryption, CR; shares the encrypted CHDEF value with
its neighboring nodes (CRy) via broadcasting.Initially, CR; checks for the presence of any
Cluster Head in its vicinity and takes steps to join the cluster by sending an encrypted
acceptance message. If CRy includes multiple CHs, CR; selects the CH with the highest
CHDF value. This selection and communication are performed securely via encrypted
messages, which are constant-time operations O(1).In cases where multiple neighboring
CHs have identical highest CHDF values, CR; chooses the CH with the smallest ID. This
ensures deterministic tie-breaking and supports secure and stable cluster formation. Af-
terward, CR; compares its CHDF; with the CHDF value of the chosen Cluster Head (CH).
If the selected CH has a higher CHDF, CR; seeks to join the cluster as a CM. In this case,
CR; sends a join request to the CH. To be accepted into the cluster, CR; must share a
set of channels with the CH, with at least two of them being common. The number of
common channels (|n|) must be greater than 2" and included in the CH’s ACL for CR;
to be accepted. This condition ensures a backup communication channel, improving clus-
ter stability.If CR; does not meet the required number of shared channels or if there are
no reserved mini-slots available in the super-frame, the CH may reject the join request.
Upon acceptance, the CH assigns CR; a mini-slot from the reserved set and sets up its
communication schedule within the cluster. CR; may take the role of a FN if it provides

better connectivity than existing FNs, as determined by its CHDF value. If the request
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Algorithm 3.2: Cluster Join and CH Selection Process

1 1: START
2 2: CR; begins the sensing process
3 3: CR; creates ACL;
4 4: CR; creates CRy
5 5: CR; forms ACL; and CRy
6 6: CR; forms G);
7 7: CR; forms G; based on G);
8 8: CR; computes CHDF;
9 9: encrypted CHDF; + encrypt(C’HDF],shared keycr; cRry)
10 10 CR; shares encrypted_.C HDF}; with CRy
11 : if CR € CRy then
12 12: if j > 1 then
13 13: if [ACL; N ACLcy| > 2" and mini-slot is available then
14 14: CR; joins CH; as CM
15 15: encrypted_acceptance < encrypt(” ACCEPTED”, shared keycr, cH;)
16 16: CR; sends encrypted_acceptance to CH;
17 17: decrypted_acceptance <

decrypt(encrypted_acceptance, shared_keycr 1 CH; )
18 18: if decrypted_acceptance =="ACCEPTED” then
19 19: CR; forms new cluster and becomes CH
20 21: else if CHDF; > CHDF¢cpy then
21 22: if CRy == CHN then
22 23: encrypted_become_C'H <+

encrypt(" BECOME _CH?”, shared_keycr; cH,)
23 24: CR; sends encrypted_become_CH to CH;
24 25: decrypted_become_C'H < decrypt(encrypted_become_CH,
25 shared keycr;,cn;)
26 26: if decrypted_become CH =="BECOME_CH” then
27 27: CR; becomes new CH
28 28: CH; becomes SCH
29 29: else if CHy C CRy then
30 30: CR; calculates new CHDF for CRY" = CHy
31 31: encrypted-new CHDF < encrypt(CHDF]", shared_keycr;,cryev)
32 32: CR; sends encrypted-new_ CHDF to CRN™
33 33: decrypted new CHDF <+
decrypt(encrypted new CHDF, shared_keycr; c Ryew )

34 34: if decrypted_new CHDF > CHDFopy then
35 35: go to step 15
36 36: go to step 15
37 37: else
38 go to step 15

39 38: else if FN; € CRy then

40 39: if j > 1 then

41 40: Choose FN; with highest CHDF

42 41: CR; establishes a new cluster and becomes CH

43  42: else
44 43: CR; establishes a new cluster and becomes CH
45 44: else

46 45: CR; establishes a new cluster an%@ecomes CH
47  46: CR selects CM with highest CH as SCH
48 47: END
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is rejected, CR; will attempt to join another cluster in accordance with Algorithm 3.2. In
the event that CR;’s CHDF value is higher than that of the current CH, it then compares
its neighbor set, CRy, with the neighboring nodes of the CH, denoted as Cluster Members
(CHy). If the two sets are identical (CRy = CHy), CR; assumes the role of the new CH,
and the former CH becomes the Secondary Cluster Head (SCH). If CHy C CRy, indicat-
ing that the CM set is a subset of CR;’s neighbors, CR; recalculates its CHDF using an
updated neighbor set CR\" = CRy.With the new CHDF value, CR; securely compares
CHDF;*" with CHDFcy by sending an encrypted message. If CHDF}®Y > CHDFcw,
CR; becomes the new CH, while the previous CH transitions to the SCH role. However, if
CHy ¢ CRy, CR; remains in the cluster as a CM. Should CR; offer better inter-cluster
connectivity than the existing FN, it assumes the FN role.If CR; fails to discover or join
an existing cluster, it may declare itself a CH and initiate a new cluster. The overall time

complexity of the algorithm remains linear that is , O(n).

3.0.4 Node Move-Out Algorithm

When the beacon signal weakens and there is no indication that the CH has moved, the
CM or FN infers that it is the one drifting away and initiates the departure process.If a
special node, denoted as CRy, begins to leave, it first sends a departure message to its
neighbors and checks its adjacent node list, referred to as the neighbor list. If the departing
node is an FN, CRy may discover one CH and several FNs in its neighbor list. Throughout
the departure process, CRy ensures secure communication by employing encryption, key
exchange, and digital signatures to preserve message integrity and authenticity. CRy, is
a special node directly connected to multiple CHs. It notifies its primary cluster head,
CHy, about the planned departure. If CHy detects any node from a nearby cluster CH,
it selects that node to become the new FN to maintain the inter-cluster link.If there are
many nodes from the same cluster in the nearby area CHy, it picks the one with the
strongest connection quality. The selected node informs CHj about the key exchange
plan. Upon approval, it assumes the FN role and connects the two clusters. CHj also
allocates a dedicated time slot for the new FN to handle inter-cluster communication. If
the main cluster head (CHj) cannot directly connect with a nearby cluster, it delegates
one of its cluster members (CMy,) to check for nearby clusters. If there are multiple options
(I > 1), the member CM; with the highest CHDF value is selected. Two cases are then
possible: if the neighbor of CM; is a main CH, CM; becomes the main connecting node
FN and links the two clusters. Otherwise, if the neighbor is another CM, further steps are
required. When both the main leader (CHy, € CRy) and the forwarding node (FN;, € CRy)
are in the neighbor list of the departing node CRy (where k = 1), CRy is a forwarding
node connected to one CH and one or more FNs. In this scenario, the leaving FIN notifies
both the main CHy and forwarding node FNj, of its departure. If CHg, finds a regular node
CM from a nearby cluster in its neighbor list, it assigns that CM to become the new FN

and maintain the link. The selected CM then requests approval from its CH, and upon
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Algorithm 3.3: Secure Cluster Move-Out Procedure

1
2
3

1: START
2: CRy generates a session key for secure communication with neighboring nodes
3: CRj broadcasts SECURE_LEAVE _MESSAGE to CRy

4 4: if CH, € CRy then

5

© 00 N O

10
11
12

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42

43
44
45
46

5: if £ > 1 then
6: CRj notifies CHj, about its departure
7: while CH;, active do
8: if (CM; € CH,) N (CM; ¢ CHy) then
9: if [ > 1 then
10: Select CM; with highest CHDF
11: shared_keycr, cm, < secure_key_exchange(C Ry, C M)
12:
encryptedMessage <— EncryptMessage(message, shared_keycr, cm,)
13: signature < SignMessage(encryptedM essage, C’Rim))
14: CHj requests CM; to be FN
15: CM; forwards the request to CH;
16: shared_keycm, ch, < secure_key_exchange(CM;, CHj)
17: CM; becomes FN
18: else
goto step 14
19: else
CH;, sends a message to CMy, for other clusters in CM y
20: if CH;, € CMpy then
CM;, forwards request to CH;
shared_keycn, cH, < secure_key_exchange(C My, CH;)
CMy, becomes FN
21: else if CM; € CMy then
CM; forwards request to CH;
shared_keycwm,.cm, < secure_key_exchange(CM;, CH;)
CMy, becomes FN
CM; becomes FN
continue
22: else
if FN, < CRy then
goto step 7
else
if CRy is SCH then
Select new SCH from CM
shared_keycr, newscH < secure_key_exchange(C Ry, newSCH)
else
CRj leaves the cluster
23: else
CRy, informs all CM and updates cryptographic keys for secure communication
within the cluster
SCH becomes CH
Select new SCH based on CHDF from CMs
shared_keyscHnewscH < secure_key_exchange(SCH,newSCH)
24: END
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(¢) Forwarding Node Move-Out (Case 1) (d) Forwarding Node Move-Out (Case 2)

Figure 3.5: Node Move-out Protocol: (a) Member Node Move-Out, (b) Cluster-Head
Move-Out, (c) and (d) Forwarding Node Move-Out.

approval, assumes the FN role. CHjy also allocates a small time slot for the new FN to
enable inter-cluster communication.

If CHy, cannot connect directly to the neighboring cluster, it instructs its regular node
CMy, to verify whether the neighboring cluster exists in its neighbor list. Again, if there
are multiple candidates (k > 1), the CMj, with the strongest connection is chosen. Two
outcomes are possible: if the neighbor of CMy, is a CH, CM}, becomes the FN and bridges
the clusters. However, if the neighbor is a regular node, then two regular nodes from the
respective clusters are designated as the new FNs.If the departing node CRy is itself the
cluster head, it informs all CMs of its intention to leave. This communication is done se-
curely with time complexity O(n), where n is the number of neighboring nodes or cluster
members. The CH then appoints a secondary cluster head (SCH) as the new leader via
secure communication. The new CH selects another SCH based on CHDF value.If the
departing node is a FN, it notifies the neighboring cluster of its exit. If CHy is present
in the neighbor list of the departing FNg, the process continues as normal. However, if
FN;, does not include CHy, in its neighbor list, the departing node is identified as a regular
node (CM). The regular node notifies the main CHy, of its departure. CHj, checks if the
leaving node is an SCH; if so, a new SCH is selected from among the CMs. Additionally,
the time slot used by the departing node is de allocated. CHj also notifies the adjacent
cluster about the departure and performs a secure key update through cryptographic key
exchanges within the cluster.Specifically, broadcasting and secure key exchange operations
incur O(n) complexity due to the need to reach multiple nodes. Similarly, node selection
and forwarding processes also contribute O(n) complexity. Since each node is processed
individually, the overall time complexity remains linear. Therefore, the total time com-
plexity of the algorithm is O(n), where n represents the number of cluster members being

processed.
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3.0.5 Security Threat Model

In the proposed protocol, the network is made up of cognitive radio users that form clusters
to share spectrum efficiently. Each cluster is managed by a CH, which handles communi-
cation, beacon signals, and channel assignments, while a SCH acts as a backup in case the
CH moves or fails. FNs help relay data between clusters, and PUs are licensed spectrum
holders. The network can face threats from outside attackers, who may eavesdrop, inject
fake messages, or replay captured packets, and from internal malicious nodes—legitimate
cluster members that could manipulate spectrum sensing, falsify CH selection metrics,
drop packets, or even try to take over the CH or SCH roles. These attacks can happen
at different stages: during beacon transmission, false or altered signals can break cluster
formation; during spectrum sensing, false PU detection may cause wrong channel choices;
during neighbor discovery, fake messages can mislead nodes; and during data transmis-
sion, malicious nodes can misuse mini-slots or drop packets. To defend against these
threats, cognitive uses encryption and digital signatures to protect messages, timestamps
and nonces to prevent replays, secure key exchange for private communication, and backup
CHs and FNs to ensure the network stays functional. Additionally, spectrum-aware trust
checks make sure clusters and channel assignments rely only on genuine spectrum availabil-
ity, reducing the impact of malicious nodes.To defend against these threats, the proposed

protocol incorporates multiple security mechanisms, summarized in Table 3.2.
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Figure 3.6: Secure CHDF Clustering Protocols threat model diagram
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Table 3.2: Security Validation of the Proposed Secure CHDF Clustering Protocols

Attack Type | Target Phase Defense Mechanism | Security Residual
Property Risk
Favesdropping | Beacon, CHDF | Symmetric Encryption | Confidentiality] Very Low
Exchange, Data | via Shared Key
Period
Fake Message | Beacon, CHDF, | Digital Signature and | Integrity, Au- | Very Low
Injection Control Public Key Verifica- | thentication
tion
Replay Attack | CHDF and Con- | Timestamp/Nonce Freshness Very Low
trol Exchange Validation
Fake CHDF / | Cluster —Forma- | Signed ~CHDF  + | Secure Low
CH Takeover tion Neighbor Verifica- | Leader Elec-
tion + Graph-Based | tion
CHDF Computation
Sybil Attack Cluster  Forma- | Unique Public/Private | Identity As- | Low
tion Key per Node surance
Spectrum Sens- | Spectrum Sensing | Synchronized Sensing | Spectrum In- | Medium
ing Data Falsi- | Period + Aggregated Decision | tegrity
fication at CH + Channel Hop-
ping
Packet  Drop- | Contention-Free Hierarchical Monitor- | Availability Medium
ping Period ing (CH/SCH) + Re-

clustering

1. Eavesdropping

Description: Unauthorized nodes intercept network communications to obtain sen-

sitive information such as CHDF values, spectrum occupancy data, or user traffic.

Threat: Information leakage may enable further attacks, including fake message

injection or network topology mapping.

Defense Mechanism: Symmetric encryption using shared session keys ensures confi-

dentiality of all transmitted control and data messages.

Residual Risk: Very Low.

2. Fake Message Injection

Description: Malicious nodes inject forged control or beacon messages into the net-

work.

Threat: Fake control messages may disrupt cluster formation, CH/SCH election, or

spectrum allocation decisions.
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Defense Mechanism: Digital signatures combined with public key verification ensure

message authenticity and integrity.

Residual Risk: Very Low.

. Replay Attack
Description: Previously captured valid messages are retransmitted by an attacker.

Threat: Replay of outdated CHDF or control messages may cause incorrect channel

selection or repeated leader elections.

Defense Mechanism: Timestamps and nonces are included in each control message

to guarantee freshness and uniqueness.

Residual Risk: Very Low.

. Fake CHDF / Cluster Head Takeover

Description: A malicious node attempts to manipulate CHDF values or impersonate

a Cluster Head (CH).

Threat: A compromised or fake CH may misroute packets, manipulate spectrum

allocation, or disrupt cluster communication.

Defense Mechanism: Signed CHDF messages, neighbor-based verification, and graph-

based CHDF computation ensure secure and verifiable leader election.

Residual Risk: Low.

. Sybil Attack

Description: A malicious node creates multiple fake identities to influence cluster

decisions.

Threat: Multiple fake identities may manipulate CH selection or distort cooperative

spectrum sensing results.

Defense Mechanism: Each node is assigned a unique public/private key pair, enforc-

ing one legitimate cryptographic identity per physical node.
Residual Risk: Low.

. Spectrum Sensing Data Falsification

Description: Malicious nodes intentionally report incorrect Primary User (PU) ac-

tivity or spectrum availability.

Threat: Incorrect sensing reports may cause selection of busy channels, reduced

throughput, or interference with licensed users.
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Defense Mechanism: Synchronized sensing, aggregated decision-making at the CH,
and periodic channel hopping improve spectrum integrity and reduce the impact of

falsified reports.
Residual Risk: Medium.

7. Packet Dropping

Description: Nodes deliberately drop or refuse to forward packets during scheduled

transmissions.

Threat: Persistent packet dropping may lead to communication blackouts, reduced

reliability, or denial of service.

Defense Mechanism: Hierarchical monitoring by CH and SCH nodes, combined with

dynamic reclustering, enables detection and isolation of misbehaving nodes.

Residual Risk: Medium.

3.0.6 Time Complexity Analysis of Secure Cluster Formation (Algo-
rithm 3.1)

The proposed secure cluster formation algorithm consists of three major phases. Below,

we analyze the time complexity of each phase.

Graph Construction Phase

Each node C'R; constructs a bipartite graph G;(A;, B, E;) using its neighbor list N; and
access control list ACL;. The graph has vertices |A;| = |N;| and |B;| = |ACL;|, with
edges existing between neighbors that share a channel. The time complexity of this step is
O(n + e), where e is the number of edges. In sparse networks, where e o n, this simplifies
to O(n).

From the bipartite graph, the maximum edge biclique graph G; is derived to determine
shared channels among neighbors. Processing the edges of G,; to compute the biclique

per node has a complexity of O(n) when using heuristic algorithms.

CHDF Computation Phase

Each node calculates its Cluster Head Decision Factor (CHDF) in Equation where Cj
is the number of free channels and N; is the number of neighboring nodes in the maximum
edge biclique graph. Iterating over neighbors and shared channels for this computation

results in a time complexity of O(n).

Secure Communication Phase

Nodes generate a digital signature for their CHDF value, which depends on the key size k

and has complexity O(k). Secure key exchange with neighbors occurs in constant time per
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node, O(1). Encryption and transmission of the CHDF value involve O(k) for encryption
and O(n) for sending to N; neighbors. Signature verification and decryption by each

receiving node take O(k) per operation.

Cluster Head (CH) Selection and Cluster Formation

Nodes compare CHDF values to their neighbors to select cluster heads or join as cluster
members. CH selection per node has complexity O(n), while secondary CH (SCH) selec-
tion per cluster requires O(n). Overall, cluster formation completes in O(n) rounds per

node.

Overall Time Complexity

Table summarizes the time complexity for each phase of the secure cluster formation
algorithm. The total per node is O(n + k), which approximates O(n) in large networks
where n > k.

Phase Complexity
Graph Construction O(n)
CHDF Computation O(n)
Cryptographic Operations O(k)
Cluster Formation & CH/SCH Selection O(n

Total (per node) O(n+k)~ O(n)

Table 3.3: Time complexity of the secure cluster formation algorithm.

The proposed secure cluster formation algorithm is scalable, with linear time com-
plexity per node, O(n). The dominant factor is node-level operations, including graph
construction, CHDF computation, and neighbor comparisons. Cryptographic operations
introduce only minor computational overhead. Figures 3.2(a—d) illustrate the process,
from bipartite graph construction to maximum edge biclique computation, CHDF evalu-

ation, and final cluster formation.

Time Complexity Analysis of Cluster Join and CH Selection Process
(Algorithm 3.2)

Let:
e n = number of nodes in the network
e s = number of spectrum channels to sense
e d = number of one-hop neighbors (d < n)

e k = cryptographic key/data size
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Spectrum Sensing Phase
The joining node C'R;:
e Identifies available channels
e Sequentially scans s channels to detect CH beacons

Complexity:
O(s)

The sensing period lasts longer than a super-frame but remains linear in the number

of channels.

Neighbor Discovery and ACL Exchange

CR; broadcasts its neighbor and channel lists. Neighboring nodes reciprocate by broad-
casting their ACLs.

Broadcasting and receiving from d neighbors:

Since d < n:

Graph Construction

After collecting neighbor information, CR;:
o Constructs bipartite graph G,;
e Derives maximum edge biclique graph G;

FEach node and edge is processed once.

O(n+e)

For sparse CRAHNSs where e « n:

CHDF Computation

CHDF is calculated using neighbor and shared channel information.

Since it processes neighbor-level data:
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Secure Communication Operations

Includes:
e Encryption of CHDF
e Decryption
e Signature verification
e Secure join and role-switch messages

Each cryptographic operation depends on key size k:

Cryptographic cost: O(k)
Since message size is small and k is fixed:
O(1) in practice

Cluster Join and CH Selection Decision

Operations include:

o ACL intersection

CHDF comparison

Selecting highest CHDF

Tie-breaking using node ID

Possible CHDF recalculation

Each requires scanning neighbor sets.

Even in rejection cases, the algorithm attempts joining other clusters in bounded linear

time.

Overall Time Complexity

Combining all phases:

O(s) + O(n) + O(n) + O(n) + O(k)

Since typically:
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k is constant

The dominant term becomes:

Overall Time Complexity: O(n) ‘

The Cluster Join and CH Selection Process operates in linear time complexity with respect

to the number of nodes in the network.

Time Complexity Analysis of Node Move-Out Algorithm(Algorithm 3.3)

The Node Move-Out Algorithm ensures secure and stable cluster maintenance when a

node C Ry, leaves the cluster. The departing node may be a CM, FN, SCH, or CH. The

procedure includes secure notification, role reassignment, and cryptographic key updates.
Let:

e 1. = number of cluster members or neighboring nodes
e d = number of one-hop neighbors (d < n)

e i = cryptographic key size (constant)

Secure Leave Notification

The departing node:
e Generates a session key
e Broadcasts a secure leave message to neighboring nodes

Broadcasting to all neighbors requires:

Cryptographic operations (encryption, signing, key exchange):
O(k)
Since k is fixed, it contributes constant overhead.

Forwarding Node (FN) Replacement

If the departing node is an FN:
e The Cluster Head scans cluster members
e Selects a new FN based on highest CHDF

e Establishes secure key exchange
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Selection among members:

Secure communication:

Cluster Head (CH) Departure

If the departing node is a CH:
e CH informs all cluster members
e SCH becomes new CH
e New SCH is selected based on highest CHDF

Broadcasting and member scanning:

Key update within cluster:

Cluster Member (CM) Departure

If a regular member leaves:
e CM notifies CH
e Time slot is deallocated
e If CM is SCH, a new SCH is selected

These require scanning cluster members:
O(n)
Inter-Cluster Link Maintenance
If the departing node connects multiple clusters:
e CH checks neighbor lists
e Selects replacement FN

e Performs secure key exchange

Operations remain:
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Overall Time Complexity

All operations are linear with respect to cluster size:
O(n) + O(k)

Since cryptographic key size k is constant:

Overall Time Complexity: O(n) ‘

The Secure Node Move-Out Procedure operates in linear time complexity relative
to the number of cluster members or neighboring nodes. The dominant cost arises from
broadcasting notifications, scanning members for role reassignment, and performing secure
key updates.

Therefore, the algorithm efficiently supports dynamic topology changes while main-
taining scalability in Cognitive Radio Ad Hoc Networks (CRAHNS).
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Figure 4.1: Comparison of Proposed Cluster Formation Performance: (a) Radio transmis-
sion 100m and 500m, (b) Radio transmission 100m, 500m, 1000m, and 2000m.
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Figure 4.2: Performance comparison of proposed cluster formation (a) with and without
security (b)Secure Cluster formation with other approach.

The proposed clustering scheme is evaluated by measuring the total number of clusters
in the network. This helps assess how well the cluster-based communication works in terms

of security and efficiency for cognitive or sensor networks.The simulation is conducted in a
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12 km? area, where cognitive nodes are placed randomly, simulating real-world conditions
with unpredictable node placement. Each cognitive node has a communication range of
600 meters and can use one of 12 available communication channels.

Figure 4.1 depicts the performance of the proposed cluster formation method by ex-
amining the number of clusters formed and the impact of radio transmission range and
network size on cluster formation. T'wo scenarios are considered: one with a transmission
range of 500 meters and another with a range of 100 meters. The figure demonstrates that
the proposed scheme results in fewer clusters when the radio transmission range is 500
meters, as opposed to 100 meters, across all network sizes. A similar pattern is observed in
four different scenarios with transmission ranges of 2000 meters, 1000 meters, 500 meters,
and 100 meters. This happens because an increase in a node’s transmission range enlarges
its coverage area. Thus, increasing the transmission range of cluster heads expands cluster
coverage and reduces the total number of network clusters.

In Figure 4.2(a), we explored how clustering works in cognitive radio networks under
ideal conditions, comparing networks with and without security mechanisms. Each node
chooses its cluster head based on a decision factor that considers the number of idle chan-
nels and nearby nodes. In the “with security” scenario, security steps like digital signatures
and encryption were included in the logic, but without adding any delays or extra energy
costs. Interestingly, the results showed that the number and structure of clusters were ex-
actly the same in both scenarios. This tells us that, in an idealized setting, security does
not interfere with how clusters form. We also observed that larger transmission ranges
led to fewer clusters, while more nodes naturally resulted in more clusters—patterns that
held true regardless of security. Overall, this ideal comparison provides a clear baseline
for understanding cluster formation and sets the stage for examining how real-world secu-
rity overhead might affect network performance. Figure 4.2(b) illustrates the relationship
between the number of SUs and the number of clusters for Secure CHDF, CogMesh, and
SOC clustering schemes.

As the number of nodes increases, the cluster count rises across all approaches due
to higher network density and clustering demand. The proposed Secure CHDF scheme
consistently forms fewer clusters compared to CogMesh and SOC. At 250 nodes, Secure
CHDF forms 30 clusters, while SOC and CogMesh form 50 and 97 clusters, respectively.
The lower cluster count in Secure CHDF is attributed to its neighbor-aware CH selec-
tion mechanism combined with channel-overlap constraints, which prioritize nodes with
more neighbors and sufficient common channels, enabling effective cluster merging while
maintaining intra-cluster connectivity.

While existing protocols such as CogMesh and SOC focus primarily on throughput, en-
ergy efficiency, and cluster formation, they lack integrated security mechanisms and formal
threat models. These gaps leave networks vulnerable to attacks including eavesdropping,
Sybil attacks, fake message injection, CH takeover, spectrum sensing falsification, and
packet dropping. Security assumptions are often implicit and reactive, with no clearly

defined adversary capabilities, limiting the ability to proactively protect network commu-
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nications. The proposed Secure CHDF addresses these gaps by integrating encryption and
digital signatures for cluster formation and by incorporating a formal threat model that
defines both insider and outsider attacks. This enables proactive mitigation of security
threats while maintaining cluster formation efficiency and network performance.

Overall, the proposed Secure CHDF protocol demonstrates optimized and stable clus-
ter formation, effectively balancing scalability, spectrum utilization, and security. It is
particularly suitable for dense cognitive radio networks, where minimizing cluster over-

head, maintaining reliable communication, and ensuring secure operation are critical.
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Conclusion

In this paper, we proposed a secure, spectrum-aware cross-layer MAC protocol for Cogni-
tive Radio Ad Hoc Networks (CRAHNSs) aimed at enhancing cluster formation efficiency
while ensuring robust security. The protocol guarantees confidentiality, integrity, and au-
thenticity by encrypting Cluster Head Decision Factor (CHDF) values during cluster for-
mation and employing digital signatures to verify data authenticity. It maintains a stable
number of common channels, dynamically adapts to spectrum availability, and mitigates
re-clustering issues. Furthermore, it protects key exchanges from potential eavesdropping
attacks, thereby improving overall cluster stability.

The protocol supports two critical operations: Node-Mowve-In, which securely integrates
a new node into an existing cluster while safeguarding encryption keys, and Node-Move-
Out, which ensures that departing nodes can no longer access secure communications.
Pseudocode analysis of cluster formation, Node-Move-In, and Node-Move-Out procedures
shows that these operations have linear time complexity, O(n), ensuring scalability even
in dense network environments.

Compared with existing schemes such as CogMesh and SOC, the proposed Secure
CHDF protocol addresses key security limitations by incorporating formal threat model-
ing and proactive defense mechanisms against both insider and outsider attacks. By com-
bining security mechanisms, neighbor-aware cluster head selection, and channel-overlap
constraints, Secure CHDF forms fewer yet more stable clusters while optimizing spectrum
utilization and network scalability.

For future work, we plan to reduce the time complexity of the Node-Move-In and
Node-Move-Out operations to further enhance efficiency. Additionally, we aim to inves-
tigate improvements in data gathering, routing optimization, and energy management to
enhance overall network performance, reliability, and applicability in dynamic CRAHN
environments.Overall, the proposed Secure CHDF protocol achieves a balanced trade-off
among security, scalability, and spectrum efficiency, making it a promising solution for

secure and reliable cluster-based communication in cognitive radio networks.
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