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Date: July 6th , 2023

  Md. Kazimul Hoque
  Assistant Professor
School of Business & Economics
United International University
Subject: Internship Report on Cyber Security of The Golf House Holding Limited

 Respected Sir,

 I am happy to share my internship report on “Cyber Security of The Golf House Holding Limited with great pleasure. I made an effort to adhere the instructions as provided by my instructor in order to prepare my internship report and believe to provide the required important and necessary information in order to complete this report. I appreciated the challenges of creating the report since it allowed me to have a better grasp of Cyber Security.

I appreciate your assistance in the production of this report. If you accept the report, I will be eternally thankful, and your assistance in this matter would be greatly appreciated.

Sincerely,

Syeda Sadia Chowdhury
ID- 111 182 012 
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Executive Summary

This report showcases my internship at The Golf House Holding Limited's IT Department, discussing my work with IT specialists, providing details on my three-month job experience, and describing my experience working on their websites. Mostly here all kinds of analysis that has been done using relatable information regarding the development of their websites with help from software companies and also the cyber security system has been worked in order to guard the organizations infrastructures which includes the computer networks and physical devices from the cyber criminals who can work secretly on stealing the company’s confidential information in order to harm the company and also to work on finding ways to stop the cyber criminals. Moreover, as the company is a small one start-up and fully developed in all departments so to collect and work with primary data was not possible. The organization has recently started to work on the cyber security issue so some research on cyber security articles and research papers were the sources from which the analyzing could have been done on finding which are the ways in which the cyber threats could be detected, the risks that the threats can through the organization and how to prevent those threats. In order to detect the threat of cyber-crimes which includes-malware, crypto-jacking, Man-in-the-middle (MitM) attacks, Ransomware and many more, the organization has undergone processes like risk assessment, the usage of firewalls, various security protocol such Transport Layer Security and Secure Socket Layer even tired the Cisco packet tracing system to prevent the cyber threats and restore their resources.
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[bookmark: _Toc134803600][bookmark: _Toc134803696][bookmark: _Toc134803764][bookmark: _Toc134807923][bookmark: _Toc134808830][bookmark: _Toc134808927][bookmark: _Toc134817029]1.1Background of the report

[bookmark: _Toc134803601][bookmark: _Toc134803697][bookmark: _Toc134803765][bookmark: _Toc134803602][bookmark: _Toc134803698][bookmark: _Toc134803766]This report is the interpretation of the practical working knowledge that I have gained from working at the IT sector of the organization The Golf House Holding Limited during my final semester of BBA from the United International University. Here working in this company, I have managed to gather knowledge regard the IT sector and how it works and also how the cyber security system works in the organization. It is been prepared with the help of the assigning supervisor for the student from the University, who generally permits any topic to the student and then assists the student to prepare the internship report. 

[bookmark: _Toc134803603][bookmark: _Toc134803699][bookmark: _Toc134803767][bookmark: _Toc134807924][bookmark: _Toc134808831][bookmark: _Toc134808928][bookmark: _Toc134817030]            1.2 Objectives of the internship report

The purpose of this internship program offers students to explore the real world and collect experience. I was asked to create a report by analyzing the company to complete this requirement. "Cyber Security" is the title of this report.
Cybersecurity programs develop fundamental knowledge in computer systems, security, and network security theory, methodology, and practices. It helps to develop and implement security plans to reduce risks and improve information, resource, and system security of the organization. Participating in this internship program has helped in the advancement in my career in cyber security.


[bookmark: _Toc134807925][bookmark: _Toc134808832][bookmark: _Toc134808929][bookmark: _Toc134817031]  1.3 Methodology used in the report 

[bookmark: _Toc134803605][bookmark: _Toc134803701][bookmark: _Toc134803769]In order to prepare this report, the methodology that has been applied includes only secondary sources of data collection. The approaches of data collection and analyzing including both qualitative and quantitative methods.

In the preparation of this report, I tried to analyze cybersecurity challenges in business using secondary sources like project materials, company reports, business management documents, and cybersecurity literature. Moreover, used reputable articles, books, journals, newsletters, websites, newspapers, and magazines. As the organization is a small one and does not have a good IT team so it was not possible to collect immediate data for analyzing. With the help of secondary resources, the ways to detect the types of cyber threats were made possible and also could collect information to help in preventing those cyber threats.
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[bookmark: _Toc134807927][bookmark: _Toc134808834][bookmark: _Toc134808931][bookmark: _Toc134817033]   Literature review on Cyber Security



















[bookmark: _Toc134803606][bookmark: _Toc134803702][bookmark: _Toc134803770][bookmark: _Toc134807928][bookmark: _Toc134808835][bookmark: _Toc134808932][bookmark: _Toc134817034]2.1: What is Cyber Security?

Cybersecurity refers to preventing unwanted access, theft, damage, or interruption to computer systems, networks, and digital information. It entails using technology, processes, and policies to prevent, identify, and respond to security threats such as cyberattacks, data breaches, and other criminal activity. The purpose of cybersecurity is to protect the confidentiality, integrity, and availability of digital information while also reducing the risks associated with cyberattacks. Individuals, businesses, and governments all need cybersecurity to secure sensitive information and assets, preserve confidence, and avoid financial losses or reputational harm.
IT's rapidly expanding field of cybersecurity seeks to lower organizations' risk of hacking or data breaches so all organizations are now working on their IT departments by hiring professional so that they can stand all kinds of cyber threats.
 ‘MADHUMITHA, V. (2023). CYBER SECURITY. International Scientific Journal of Engineering and Management. 02. 10.55041/ISJEM00267.’




[bookmark: _Toc134803607][bookmark: _Toc134803703][bookmark: _Toc134803771][bookmark: _Toc134807929][bookmark: _Toc134808836][bookmark: _Toc134808933][bookmark: _Toc134817035]2.2: Importance of Cybersecurity

Cybersecurity is essential for safeguarding individuals, businesses, and governments from cyberattacks, minimizing financial losses, guaranteeing business continuity, supporting compliance, managing risks, and promoting innovation.

Importance of Cybersecurity:-
1. Protects sensitive information: Cybersecurity helps safeguard sensitive information from theft, illegal access, and misuse, such as personal data, financial information, and intellectual property.
2. Prevents financial losses: Cyber assaults can result in severe financial losses for individuals and businesses, including theft of money, loss of revenue, and harm to reputation.
3. Ensures business continuity: Cybersecurity aids in the prevention of disruptions to corporate operations by ensuring that important systems and information remain operational.
4. Maintains trust: By demonstrating a commitment to protecting their information and assets, cybersecurity helps to preserve trust with customers, partners, and stakeholders.
5. Assists with compliance: Cybersecurity assists firms in meeting rules and standards such as the General Data Protection Regulation (GDPR) and the Payment Card Industry Data Security Standard(PCIDSS).
6. Risk mitigation: Cybersecurity aids in the identification, assessment, and mitigation of risks connected with cyber threats, thereby reducing the effect of prospective security events.

7. Encourages innovation: Cybersecurity encourages innovation by allowing firms to securely embrace new technologies and digital solutions while maintaining security and privacy.
 
Pandit, Abhishek & P, Abhishek & H, Abhilash & HA, Abhiram. (2023). Cyber Security. International Journal of Advanced Research in Science, Communication and Technology. 291-292. 10.48175/IJARSCT-8598.







[bookmark: _Toc134807930][bookmark: _Toc134808837][bookmark: _Toc134808934][bookmark: _Toc134817036]2.3 Types of Cyber Threats:
Individuals, companies, and governments are all vulnerable to many sorts of cyber dangers. Ways of prevalent cyber risks are:
1. Malware- It is a malicious software designed to disrupt, damage, or gain unauthorized access to a computer system or network.
2. Phishing: Phishing is a sort of social engineering assault that uses phony emails, texts, or websites to deceive people into disclosing sensitive information, such as login credentials or financial information.
3. Ransomware: Ransomware is a sort of virus that encrypts the files or data of a victim and demands payment in exchange for the decryption key.
4. Denial-of-service (DoS) and distributed denial-of-service (DDoS) assaults: DoS and DDoS attacks are intended to overwhelm a website or network with traffic, making it inaccessible to legitimate users.
5. Advanced persistent threats (APTs): An APT is a form of cyber assault that employs a long-term, targeted strategy to infiltrate a certain company or network.
6. Insider threats: Insider threats are security risks created by workers or contractors within an organization who have authorized access to sensitive information.
7. Zero-day exploits: These are attacks that take advantage of previously discovered flaws or shortcomings in software or systems.
8. Man-in-the-middle (MitM) attacks: MitM attacks include intercepting and changing data sent between two parties, allowing the attacker to steal sensitive information or carry out illegal operations.
9. Crypto jacking: The unlawful use of a person's or organization's computer processing power to mine cryptocurrency is known as crypto jacking.
These are only a handful of the many different sorts of cyber risks that exist today. It is critical to be aware of these hazards and to adopt proper protective measures.

Humayun, M., Niazi, M., Jhanjhi, N. et al. Cyber Security Threats and Vulnerabilities: A Systematic Mapping Study. Arab J Sci Eng 45, 3171–3189 (2020).
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[bookmark: _Toc134807933][bookmark: _Toc134808840][bookmark: _Toc134808937][bookmark: _Toc134817039]Company Profile

The Golf House Holding Limited is known to be the first ever Golf Magazine of Bangladesh. It is located at Mohakhali DOHS, Dhaka, Bangladesh. It is a media platform of Golf running since 2015 which tends provide golf related news constantly via their magazine and also through their online platforms in order to connect golfers all around them. Every month, they keep spreading newest news, tournament updates, and trends, as well as provide with the greatest advice from the world's top players and from the instructors and teachers in the world and provide their reviewed and featured equipment. Also collect interviews with best professional to help people get inspired about golf. Adds health and fitness related advice. Creates separate exclusive interviews with top golf superstars and also hosts Professional level Golf Tournaments at the respected Golf Clubs of Bangladesh.

The organization is a small one consisting a few employees of hardly 15  and has few departments including, accounts, HR, IT and marketing. As the man power of the organization is less so the productive of work within the organization is less compare to other organizations. Even though it is a small organization, it is struggling with all its will power to become the best by meeting its goals slowly one at a time.

The Golf House Holding Limited has a mission of becoming the only top Golf magazine in Bangladesh providing the people with every sort of knowledge, equipment, news related to golf. There sister concerns are Metro 24/7 business news, WECAN, TheGolfHouse Magazine, PressMeet, Turbine, Goodon and Bfuel. They tend to provide a wide variety of news through their The Golf House Magazine which includes golf related tips, about new golf equipment, about the golf tournaments taking place at different golf club of Bangladesh. The magazine of Turbine tends to provide latest news regarding automobiles, the newly launched cars, car fuels, automobile parts, gears and many more exciting news about cars. The PressMeet covers all the latest events that are hosted by the organization including the Golf Tournaments. Moreover, they work on the billboards for some companies. Their magazine also provides news and articles regarding lifestyle, provide healthy diet recipes, covers advertisement of property, fuel and many more.

Their vision is to present SUPPLYZ, which will be a leading innovation supply and solution company for the Bangladesh ARMY, NAVY, MARINES and AIR FORCE to deliver a wide range of quality products and services. 
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[bookmark: _Toc134803610][bookmark: _Toc134803706][bookmark: _Toc134803774][bookmark: _Toc134807936][bookmark: _Toc134808843][bookmark: _Toc134808940][bookmark: _Toc134817042]4.1 Overview of the company:

The Golf House Ltd is the first known golf magazine company in Bangladesh. They provide information related to the ways golf is played in all the renowned Golf Clubs of Bangladesh. Also tells us about the various golf courses, rules, golf tips, gears and golfing lifestyle. They tend to connect us to the famous golfer all round the world by collecting their achievement records, tips via interviews and many more. They share via magazine that comes every month and also publish digital issues. They host many tournaments to provide scope to youngsters as well also has hosted many Golf tournaments in the golf courses of our country.

    
[bookmark: _Toc134803611][bookmark: _Toc134803707][bookmark: _Toc134803775][bookmark: _Toc134807937][bookmark: _Toc134808844][bookmark: _Toc134808941][bookmark: _Toc134817043]4.2 Roles and Responsibilities during the internship:
            
The Golf House Holding Ltd is an advertising agency and the first known Golf Magazine where   I was an intern in their IT department. There I have worked in their websites making it more effective and presentable to the clients also working on the digital issues making the golf magazines digitally readable to the clients. I have got to collect knowledge on how to create websites and the use of creative elements in software. 
Moreover, I have got opportunity working on the cyber security system sector from where got some knowledge on how to protect any devices or websites from being hacked by using different measures like firewalls, having access control system in the devices or websites and moreover having end point protection and many more ways.
Here I would like to add that The Golf House Holding Ltd has helped me learn new things and that helped in enhancing my knowledge on Cyber Security.


[bookmark: _Toc134803612][bookmark: _Toc134803708][bookmark: _Toc134803776][bookmark: _Toc134807938][bookmark: _Toc134808845][bookmark: _Toc134808942][bookmark: _Toc134817044]4.3Challenges faced during the internship:

 The Challenges I faced during this whole internship period were firstly the ways to use websites and software works how to play with different plug ins to beautify the websites as the real field to work on being a beginner is very challenging that is because of lack of knowledge and lack of usage practices. Secondly while getting to introduce with the Cyber security systems and ways to protect confidential resources, documents and learning how to protect the devices from being hacked was quite difficult as there were a lot of significant sides to look towards in the whole process which was new to me as a beginner.
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                 There are a variety of other approaches that may be used to strengthen cybersecurity. They are given as-



[bookmark: _Toc134803614][bookmark: _Toc134803710][bookmark: _Toc134803778][bookmark: _Toc134807941][bookmark: _Toc134808848][bookmark: _Toc134808945][bookmark: _Toc134817047]5.1 Risk Assessment:


    With the help of implementing risk assessment The Golf House has done the discovering and analyzing of potential risks and vulnerabilities that lies on the organization’s information assets which also helped in prioritizing their cybersecurity efforts and establish effective controls and defenses. They determined the dangers, determined how damages are done, assessed the hazards and choose control strategies and lastly made note of the observations and put them into action. 




[bookmark: _Toc134803615][bookmark: _Toc134803711][bookmark: _Toc134803779][bookmark: _Toc134807942][bookmark: _Toc134808849][bookmark: _Toc134808946][bookmark: _Toc134817048]5.2 Penetration Testing:

  Using the Penetration testing which is known to be the technique of simulating a cyber-attack in order to uncover vulnerabilities in an organization's systems and applications, The Golf House Ltd with the help of their IT experts could implement methods which aids their business in spotting risks and opportunities.




[bookmark: _Toc134803616][bookmark: _Toc134803712][bookmark: _Toc134803780][bookmark: _Toc134807943][bookmark: _Toc134808850][bookmark: _Toc134808947][bookmark: _Toc134817049]5.3 Security Policies Development:

  Creating security policies and procedures is a critical component of a successful cybersecurity strategy. Security policies should define the rules and procedures for accessing, utilizing, and safeguarding information assets, and they should be reviewed and updated on a regular basis.



[bookmark: _Toc134803617][bookmark: _Toc134803713][bookmark: _Toc134803781][bookmark: _Toc134807944][bookmark: _Toc134808851][bookmark: _Toc134808948][bookmark: _Toc134817050]5.4 Implementation of Security Protocols:

  Usage of Security protocols such as Transport Layer Security (TLS) and Secure Sockets Layer (SSL) helps to protect internet communications and transactions of the company by using methods of data encryption and safeguard it from any illegal access.
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   Implementing cybersecurity measures may have a number of beneficial effects on a company which are as follows:

[bookmark: _Toc134803619][bookmark: _Toc134803715][bookmark: _Toc134803783][bookmark: _Toc134807947][bookmark: _Toc134808854][bookmark: _Toc134808951][bookmark: _Toc134817053]      6.1 Improvements in the Company’s Security posture:


     The implementation of cybersecurity measures considerably improves the company’s security posture which leads to lower the risk of cyberattacks and enhance their overall security posture by detecting and fixing vulnerabilities and weaknesses in systems and applications availably working within the company.




[bookmark: _Toc134803620][bookmark: _Toc134803716][bookmark: _Toc134803784][bookmark: _Toc134807948][bookmark: _Toc134808855][bookmark: _Toc134808952][bookmark: _Toc134817054]6.2 Reduction in the risk of Cyber threats:


    Here in the company, the cybersecurity measures regular software updates, the use of strong passwords, data encryption, and also assist to lower the risk of cyber threats such as data breaches, ransomware attacks, and other sorts of malware infestations in order to protect the confidentiality of the company.


[bookmark: _Toc134803621][bookmark: _Toc134803717][bookmark: _Toc134803785][bookmark: _Toc134807949][bookmark: _Toc134808856][bookmark: _Toc134808953][bookmark: _Toc134817055]6.3 Benefits to the Company:

· Enhanced consumer trust and confidence: Customers and stakeholders may develop trust and confidence by implementing appropriate cybersecurity measures. Increased loyalty, recurring business, and a favorable reputation may result from this.

· Compliance with statutory and regulatory standards: Data privacy and cybersecurity are regulated by statutory and regulatory obligations that apply to many sectors. Organizations can comply with these obligations and prevent any legal and financial repercussions by implementing cybersecurity safeguards.


· Cost-saving opportunities: Employing cybersecurity measures can assist businesses in avoiding the significant expenses linked to security issues like ransomware attacks and data breaches. Organizations may save money and protect their reputations by minimizing the frequency and severity of security events.
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[bookmark: _Toc134803623][bookmark: _Toc134803719][bookmark: _Toc134803787][bookmark: _Toc134807952][bookmark: _Toc134808859][bookmark: _Toc134808956][bookmark: _Toc134817058]7.1 Areas for Improvement:
        
[bookmark: _Toc134803624][bookmark: _Toc134803720][bookmark: _Toc134803788]         The areas where improvement is required is firstly on hiring more tech qualified people as there are few employees in the IT department of the company. Secondly the devices, software and hardware applications need to be upgraded. Thirdly they need to train employees to have control on their accessibility to their resources. Lastly to provide the human resources of the company with good train on Cybersecurity also to increase security system to about risk of cyber-crime.

[bookmark: _Toc134803625][bookmark: _Toc134803721][bookmark: _Toc134803789][bookmark: _Toc134807953][bookmark: _Toc134808860][bookmark: _Toc134808957][bookmark: _Toc134817059]7.2 Recommendations for the company:
          
[bookmark: _Toc134803626][bookmark: _Toc134803722][bookmark: _Toc134803790]I would like to provide some advices in order to enhance the better opportunities of the company so that it may help in reach to a new level of success by stating that having for training sessions on cyber security measures and making plan to implement such measures required to protect every bit of the resources of the company will help to avoid risk of being hacked moreover this will require to add more human resources who are expertise on this sector so the company should look into this matter as well.

[bookmark: _Toc134803627][bookmark: _Toc134803723][bookmark: _Toc134803791][bookmark: _Toc134807954][bookmark: _Toc134808861][bookmark: _Toc134808958][bookmark: _Toc134817060]7.3 Future career aspirations in cybersecurity:
	 
[bookmark: _Toc134803628][bookmark: _Toc134803724][bookmark: _Toc134803792]I can give details on various cybersecurity job opportunities as with necessary qualifications and experience, there are several employment prospects in the quickly expanding sector of cybersecurity. 
[bookmark: _Toc134803629][bookmark: _Toc134803725][bookmark: _Toc134803793]Several potential cybersecurity job pathways include:
· [bookmark: _Toc134803630][bookmark: _Toc134803726][bookmark: _Toc134803794]Security Analyst: Security analysts are in charge of discovering and mitigating security issues inside a business. They study security systems, discover vulnerabilities, and create and implement security procedures to guard against cyber-attacks.
· [bookmark: _Toc134803631][bookmark: _Toc134803727][bookmark: _Toc134803795]Security Engineer: They develop and execute security solutions to guard against cyber-attacks. They collaborate closely with developers and other IT experts to ensure that security safeguards are included into software and systems from the start.
· [bookmark: _Toc134803632][bookmark: _Toc134803728][bookmark: _Toc134803796]Cybersecurity Consultant: Cybersecurity consultants assist firms in assessing their security threats and developing plans to improve their cybersecurity posture. They may also give staff with training and information on recommended practices for remaining safe online.
· [bookmark: _Toc134803633][bookmark: _Toc134803729][bookmark: _Toc134803797]Chief Information Security Officer (CISO): A CISO is in charge of an organization's comprehensive cybersecurity strategy. They collaborate closely with CEOs and other stakeholders to create policies and processes for defending against cyber threats and adhering to industry norms and laws.
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[bookmark: _Toc134803635][bookmark: _Toc134803731][bookmark: _Toc134803799][bookmark: _Toc134807957][bookmark: _Toc134808864][bookmark: _Toc134808961][bookmark: _Toc134817063]8.1 Summary of findings:

[bookmark: _Toc134803636][bookmark: _Toc134803732][bookmark: _Toc134803800]     As The Golf House Ltd is a company publishing about Golf, they also require a good IT team to manage, their resources for which they were trying to establish a good cyber security system as well. When I had the opportunity to be a part of them as Intern, I could learn quite a lot new things and one of them was about cyber security and its use in safeguarding sensitive information, minimizing financial losses, guaranteeing business continuity, preserving trust, assuring compliance, mitigating risk, and fostering innovation. To safeguard its information assets, The Golf House Ltd has adopted risk assessment, penetration testing, security policies and procedures, and security protocols. Malware, phishing, ransomware, denial-of-service (DoS), advanced persistent threats (APTs), insider threats, zero-day exploits, man-in-the-middle (MitM) attacks, and crypto jacking are examples of cyber dangers.
        
[bookmark: _Toc134803637][bookmark: _Toc134803733][bookmark: _Toc134803801][bookmark: _Toc134807958][bookmark: _Toc134808865][bookmark: _Toc134808962][bookmark: _Toc134817064]8.2 Lessons learned during the internship:
                
The whole internship period has been very knowledge gaining for me. I got to experience real time work life professionalism, punctuality, presentability and the always being multitasker lessons. This internship has enhanced the skills in handling website works, learning the use of different software and many more also learned the use of Cyber security and its importance.


[bookmark: _Toc134803638][bookmark: _Toc134803734][bookmark: _Toc134803802][bookmark: _Toc134807959][bookmark: _Toc134808866][bookmark: _Toc134808963][bookmark: _Toc134817065]8.3 Personal and professional growth from the experience:
         
[bookmark: _Toc134803639][bookmark: _Toc134803735][bookmark: _Toc134803803] During this whole internship period, I have got to gain knowledge about the use and creating of websites and how to use various software, plug ins, sites, modules and many more. Also learned about cyber security and ways to detect cyber-crimes. Moreover, have gained knowledge about protecting sites and confidentialities of company using firewalls, encryption of data and end point encryption in order to prevent stealing of resources or been hacked. This knowledge is beneficial for both personal professional lives.
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