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The Third Industrial Revolution is heavily relied on digital technologies. Information is stored in computers and technology are used to reduce cost and increase efficiency on daily activities and transactions. Such reliance makes users vulnerable towards technology-related risks. Among all researches that had been conducted worldwide, blockchain is considered to be the only technology to overcome the flaws of modern day technologies. This study is a descriptive research study focused on how Bangladesh plans to use blockchain technology with the aim of solving its problems in many different areas and fields by 2030. The objective of this study is to cover the fundamentals of blockchain and provide a clear idea on why it has become popular research topic throughout the years.  The information for this study was collected through qualitative and secondary procedures. Government related information regarding blockchain technology was   collected from ICT Division of People’s Republic of Bangladesh’s official website. Since it is currently in progress, there are no specified results on blockchain technology in Bangladesh. However, overcoming certain obstacles is likely to increase the probable success rate of blockchain implementation as described in this study.
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[bookmark: _heading=h.u8qcavxl5vdw][bookmark: _Toc55506061]CHAPTER ONE: INTRODUCTION

[bookmark: _Toc55506062]1.1 Background of the study
Ever since the emergence of the Third Industrial Revolution, the use of digital technologies have been implemented in various areas and fields globally, including Bangladesh. Individuals, firms and governments all around the world are storing information in computers and using technologies to:
i. Secure confidential information; 
ii. Spread public knowledge on many topics from gossip, health, education to regulations, economy, public awareness;
iii. Fasten the day to day transactions of businesses, contracts, deals, etc.;
iv. Increase the process of production and provide quality goods and services to people; 
v. For the safety of people against criminals/criminal activities;
vi. Increase standard of living and Human Development Index and so on. 
However, technology is still being developed and processed to reduce the complications people face which can cause adverse results. Blockchain technology is considered on being the evolution of digital technology (Miraz, Hye, Alkurtehe, Habib, Ahmed, Molla, & Hasan, 2020d).

[bookmark: _Toc55506063]1.2 Statement of the Problem
In spite of the benefits digitalization provides, there are certain problems of digital technologies which can harm users directly or indirectly.
1.2.1. Security. Confidential information may be leaked or hacked, making the information less secure.

1.2.2. Criminals and Criminal Activities. Digital technology are vulnerable towards hackers as such people uses their coding to enter the software system and manipulate the data and information for their own illegitimate gain. Also, criminals are likely to use these technologies in such a way that it will enhance their process of illegal exchanges (such as smuggling), backfiring the intention and purpose of the creation of such discoveries and inventions.

1.2.3. Trust. Users’ identity of technology are not easily identifiable and criminals, such as human traffickers and pedophiles, can easily use this to their advantage by luring in their victims. Scams are another example of how trust is destroyed from innocent users of technology (Miraz, Mohd Sharif, Hassan, & Hasan, 2020e).

1.2.4. Privacy. People may share information about their personal lives online through social media without being aware that their information, photos, videos, and other contents are seen by many other people, organizations and even the government. So, if users change their settings to only “Friends” on Facebook, there is no guaranteed that their content posted would remain within that circle. 

1.2.5. Manipulation and Fraud. As mentioned previously, there are many criminal activities going on involving manipulation of digital contact (such as blackmailing) and fraud (e.g. scammers).

1.2.6. Vulnerability. If anything goes wrong with the software or technology, the content that was stored in there is unlikely to remain accessible until the problem is fixed.
There are many other possible problems due to digital technology. The problems mentioned above are the most common ones that people face globally. This study is focused on how such problems can be solved by blockchain technology.


[bookmark: _Toc55506064]1.3 Research objectives and questions
The main objective of this research-paper is to highlight the prospects of blockchain technology in Bangladesh economy. It mainly focused on how problems of digital technologies can be solved by blockchain technology and the challenges that is likely to occur during implementation (Miraz, Hasan, Sumi, Sarkar, & Majumder, 2020c). Besides the main objective, this study also tends to cover the fundamentals of blockchain and how it is becoming the technology of the future. 

[bookmark: _Toc55506065]1.4 Motivation of the Study
Blockchain technology have become popular after the release of Bitcoin (2009) in 2017(EDWARDS, 2020). Since then, it has sparked global interest and many countries have started to implement it into other areas as it is proving to be a faster and more secure technology. 

[bookmark: _Toc55506066]1.5 Scope and limitations of the Study
[bookmark: _heading=h.iwha6b5q19jv]This study is limited to the amount of information collected from the Internet. Since blockchain is considered to be the technology of tomorrow, it is still being researched all around the world. 









[bookmark: _Toc55506067]CHAPTER TWO: REVIEW OF THE LITERATURE

[bookmark: _Toc55506068]2.1. History of Blockchain
In 1991, research scientists Stuart Haber and W. Scott Starletta introduced a computationally practical solution for time-stamping digital documents so that these documents could not be backdated or tampered with.  This system used a cryptographically secured chain of blocks to store the time-stamped documents. In 1992 Merkle trees were incorporated to the design, making it more efficient by allowing several documents to be collected into one block. However, this technology went unused and the patent expired in 2004, four years before the inception of Bitcoin.

In 2004, computer scientist and cryptographic activist Hal Finney (Harold Thomas Finney II) introduced a system called RPoW, Reusable Proof of Work. This system worked by receiving a non-exchangeable or a non-fungible Hashcash based proof of work token and in return created an RSA-signed token that could then be transferred from person to person.  RPoW solved the double spending problem by keeping the ownership of tokens registered on a trusted server that was designed to allow users throughout the world to verify its correctness and integrity in real time. It can be considered as an early prototype and a significant early step in the history of cryptocurrencies.

In late 2008, a white paper introducing a decentralized peer-to-peer electronic cash system - called Bitcoin - was posted to a cryptography mailing list by a person or group using the pseudonym Satoshi Takemoto. Based on the Hashcash proof of work algorithm, the double spending protection in Bitcoin was provided by a decentralized peer-to-peer protocol for tracking and verifying the transactions. In short, Bitcoins are “mined” for a reward using the proof-of-work mechanism by individual miners and then verified by the decentralized nodes in the network. On the 3rd of January 2009, Bitcoin came to existence when the first bitcoin block was mined by Satoshi Nakamoto, which had a reward of 50 bitcoins. The first recipient of Bitcoin was Hal Finney, he received 10 bitcoins from Satoshi Nakamoto in the world's first bitcoin transaction on 12 January 2009. In 2013, Vitalik Buterin, started the development of a new blockchain-based distributed computing platform, Ethereum, which featured a scripting functionality, called smart contracts. Smart contracts are programs or scripts that are deployed and executed on the Ethereum blockchain, they can be used for example to make a transaction if certain conditions are met. Today blockchain technology is gaining a lot of mainstream attention and is already used in a variety of applications, not limited to cryptocurrencies (Brunton, 2020; Miraz, Hasan, Sumi, Sarkar, & Majumder, 2020b). 

[bookmark: _Toc55506069]2.2. What is Blockchain?
A blockchain is made up of blocks which are interconnected with each other. The word "chain" in blockchain refers to the linkage which holds the blocks together. The "block" in blockchain is like a database storing information. The type of information stored in the block depends on the type of blockchain developed. The information stored in the block can be of any type. For instance a block can store information about business transactions, personal information of individuals, types of goods and services in each industries, government information, citizen services and so on (Miraz et al., 2020b; Miraz et al., 2020e). On January 3, 2009 Manley (2019), Bitcoin was the first application platform of online currencies using blockchain technology.
[bookmark: _Toc54515800][image: ]
Figure 2.1
Chain of Blocks

[bookmark: _Toc55506070]2.3. Structure of Blockchain
As mentioned previously, blockchain is a chain of blocks. A block in the blockchain will store information according to the type of blockchain. To secure the information of the blocks, each block is identified through hashes. A hash is a program that converts the information in a block into a string of numbers and letters. After a block is created, the new block will contain the hash of the previous block, hence providing "a chain of blocks". 

[bookmark: _Toc54515801][image: ]
Figure 2.2
Creation of blockchain by Hashes

The blockchain is then released into a peer to peer network where everyone is allowed to join. Each person in this network will receive a copy of the blockchain. If any block is alternated or tamper with, everyone in the blockchain network can validate or reject the new blocks, making it more secured. To prevent a person tampering with the blocks in the blockchain, blockchain technology backed up with the concept of proof of work. Proof of work is a mechanism which slows down the creation of new blocks. It is a computational problem that takes certain time and effort to solve ("Blockchain Tutorial for Beginners: Learn Blockchain Technology," 2020) . The time taken to verify the results is less compared to the amount of time it would take to solve the problem. This makes it difficult to tamper with a block since the attacker will have to recalculate the proof of work for each and every block following the tampered block. 




[bookmark: _Toc55506071]2.4. Process of Blockchain
[bookmark: _heading=h.z337ya][bookmark: _Toc54515802][bookmark: _Toc55507084][image: ]
Figure 2.3
Process of adding block to the blockchain
The process of adding a new block to the blockchain involves four steps.
[bookmark: _heading=h.7fumth1u9rpa]Step-1. A person will request a transaction. The type of transaction requested will depend on the blockchain. 
[bookmark: _heading=h.zh40uwg7d0zy]Step-2. The transaction will have to be broadcasted on the blockchain network where every users will receive it. 
[bookmark: _heading=h.nqfk0oued22o]Step-3. The requested transaction will have to be approved by the users of the network.
[bookmark: _heading=h.e4lxvzq89ldu]Step-4. Once the transaction is approved by majority users, a new block will be added to the blockchain permanently.

[bookmark: _Toc55506072]2.5. Common Features of Blockchain 
2.5.1. A Digital Record. It is a record of transaction, just like a journal or traditional ledger, almost like a scheduled diary containing information in a systematic, concise, yet easily understandable manner. The transactions can consist any type of information regarding the transfer of monetary funds, goods or used for containing or securing any type of data such as National Identification Number, population in a country, tax information, etc (Miraz, Hasan, Masum, Alam, & Sarkar, 2020a; Miraz et al., 2020d; Miraz et al., 2020e). 


2.5.2. Secure. It is designed in such a way that modification of data cannot be done without notifying the users of the blockchain.

2.5.3. Decentralized. At present, transactions are verified by a central authority like government or auditors. Blockchain application can replace this centralized system and make it decentralized where verification of the transaction will be based on the voting of all its users.

[image: ]

Figure 2.4
Decentralized Blockchain

[bookmark: _Toc55506073]2.6. Type of Blockchain
There are three types of blockchain("Blockchain Testing: Complete Guide," 2020): consortium, public and private.
2.6.1. Consortium Blockchain: Multiple organizations will have access and authority over the Network. It's fully decentralized system.

2.6.2. Public Blockchain: In this type of blockchain testing, everyone has access to the network and can take part in consensus. Its decentralized system.

2.6.3. Private Blockchain: Only single organizations will have access and authority over the Network. It's a partially decentralized system.
[image: ]

Figure 2.5
Types of Blockchain

[bookmark: _Toc55506074]2.7. Blockchain and Bitcoin misconceptions
Blockchain is often confused Bitcoin. In reality, it is the technology behind Bitcoin. It is possible to have a blockchain without Bitcoin but it is not possible for Bitcoin to exist without blockchain. Also, Bitcoin is merely a digital token, also known as cryptocurrency whereas blockchain is a record of transactions, i.e. it keeps a record of who owns the digital tokens. 

[bookmark: _Toc55506075]2.8. Fourth Industrial Revolution, Artificial Intelligence and Blockchain
2.8.1. Industrial Revolution. Industrial Revolution refers to the advancement of production technology in comparison with the past. The First Industrial Revolution occurred in the 18th century when people used steam power and automated production in comparison with hand-made goods. Ever since the discovery of the use of steam power, human productivity increased rapidly. The Second Industrial Revolution occurred in the 19th century when electricity and assembly line production was discovered. The idea of mass production and division of labor was implemented first into automobile production, changing the production process while speeding up the process at lower cost. The Third Industrial Revolution occurred in the ’70s in the 20th century when memory-programmable controls and computers were implemented into production. Since the introduction of these technologies, the entire production process is became fully automated. No more human assistance are required. Common examples of this are robots that perform programmed sequences without human intervention. The Fourth Industrial Revolution is currently in progress. This is characterized by the application of information and communication technologies to industry and is also known as "Industry 4.0". It is being built on the developments of the Third Industrial Revolution. Production systems that already have computer technology are expanded by a network connection and an Internet connection. These allow communication with other facilities and the output of information about themselves. This is the next step in production automation. The networking of all systems leads to "cyber-physical production systems" and therefore smart factories, in which production systems, components and people communicate via a network and production is nearly autonomous.("Industrial Revolution - From Industry 1.0 to Industry 4.0," 2020). Blockchain technology is considered as one of the emerging technologies of the Fourth Industrial Revolution.

2.8.2. Artificial Intelligence. Artificial intelligence consists a wide ranging branch of computer science concerned with building smart machines capable of performing tasks that typically require human intelligence("Artificial Intelligence," 2019). AI makes it possible for machines to learn from experience, adjust to new inputs and perform human-like tasks("Artificial Intelligence," 2020). These all depend heavily on deep learning and natural language processing. With the help of AI, computers can be trained to accomplish specific tasks by processing large amount of data and recognizing patterns in the data. Some example of AI technology are Alexa, Siri, self-driving cars and so on.

2.8.3. Connecting Industrial Revolution, Artificial Intelligence, and Blockchain Technology. The Fourth Industrial Revolution is all about making technologies efficient and user-friendly. Since artificial intelligence (AI) is all about making technology smart similar to human intellectual and blockchain is a database for storing information, combined, it is argued that both AI and blockchain technology is the reason for the emergence of the Fourth Industrial Revolution (Brunton, 2020; Miraz et al., 2020b).  


[bookmark: _Toc55506076]CHAPTER THREE: RESEARCH METHODOLGY

[bookmark: _Toc55506077]3.1 Introduction 
3.1.1. Definition: Research methodology is the specific procedures or techniques used to identify, select, process, and analyze information about a topic. In a research paper, the methodology section allows the reader to critically evaluate a study’s overall validity and reliability ("Research Support: Research Methodology," 2020).

3.1.2. Objective: The intent of research methodology is to find out how the data was collected or produced and how it was analyzed. 

[bookmark: _Toc55506078] 3.2 Information selection
The information for this study was collected via the Internet through the means of systematic and convenience searches addressing the queries and concepts of this study. The information searched online was based on an explicit systematic search, ascending from the most popular results to the least. Since the content of relevant information was already available, the search was convenient and beneficial for extraction.  

[bookmark: _Toc55506079]3.3 Data collection methods
Collecting data is classified into two group: primary data and secondary data. For this study, a mixture of both methods have been used. 

3.3.1. Primary Data: This data collection method is directly collected from the source. It can be by interviews, surveys, questionnaires, etc. This is divided into qualitative and quantitative methods. 

3.3.1.1. Qualitative Data: This research method does not consist any numbers or mathematics. It is mainly focused on the depth of understanding of the topic and is much more focused on words, style of presentation, emotions, feelings and other non-quantitative elements.

3.3.1.2. Quantitative Data: This involves data related to numbers, figures and mostly mathematical calculations. This type of data was not required for this study.

3.3.2. Secondary Data: This refers to those data and information that had been already published and can be found in magazines, books, journals, articles, online portals, etc. 
The information for this study consist a mixture of primary and secondary data. 

[bookmark: _Toc55506080]3.4 Research design and Variable definition  
[bookmark: _Toc55506081]3.4.1. Research Design
Research design is the framework of research methods and techniques chosen by a researcher. The design allows researchers to sharpen in on research methods that are suitable for the subject matter and set up the information accordingly. There are four major types of research designs:

3.4.1.1. Descriptive Research: As the name implies, this is an in-depth sort of research design that answers what and how. It can answer what, where, when and how questions, but not why questions. It is usually defined as a type of quantitative research, though qualitative research can also be used for descriptive purposes. Descriptive research aims to accurately and systematically describe a population, situation or occurrence. It gathers data without any controllable variables. This type of design had been adapted for this study.

3.4.1.2. Explanatory Research: This sort of research design explains the subject of the research and thereby answers what, why, and how. This type of research manipulates and control variables to determine reason and outcome. This research aims to explain the causes and consequences of a well-defined problem.

3.4.1.3. Exploratory Research: This sort of research explores the subject matter and answers what and how. It intends to explore the research questions and does not intend to offer final solutions to existing problems. This type of research is usually conducted to study a problem that has not been well-defined yet. It aims to explore the main characteristics of an under-researched problem.

3.4.1.4. Evaluation Research: This sort of research determines the productivity of the subject matter, or a program and is, therefore, quite extensive.  It refers to research purpose instead of a specific method. Evaluation research is the systematic assessment of the worth or merit of time, money, effort and resources spent in order to achieve a goal.

[bookmark: _Toc55506082]3.4.2. Variables
A variable is a characteristic or feature that varies, or changes within a study. It may change from group to group, person to person, or even within one person over time. The opposite of variable is constant. There are six types of common variables.

3.4.2.1. Dependent Variables. The variables that can be influence, manipulate or created by independent variables. The variation in the dependent variable always depend on the variation in the independent variable.

3.4.2.2. Independent Variables. The variables are that the researcher has control over. This control may involve influencing existing variables (by modifying existing methods) or introducing new variables (by adopting a totally new method) in the research setting. Whatever the case may be, independent variables will have some effect on the dependent variables.

3.4.2.3. Intervening Variables. These variables refer to abstract processes that are not directly observable but that are linked to the independent and dependent variables. Since the context of the research may usually be wide, researchers will select a specific section of their study, find the independent variable they want to work with, and observe the results.

3.4.2.4. Moderator Variables. These are variables that affect the relationship between the independent and dependent variables by revising the outcome of the intervening variables. Unlike extraneous variables, moderator variables are measured and taken into consideration. 

3.4.2.5. Control Variables. Since it is not possible to consider every variable in a single study, variables that are not measured in a particular study must be held constant, neutralized or balanced, or eliminated, such as they will not have an unfair effect on the other variables. Such controllable variables are called control variables.

3.4.2.6. Extraneous Variable. The non-controllable factors in the research environment which may have an effect on the dependent variables. These factors are dangerous. They may damage a study's validity, making it impossible to identify the variables which caused the effects. Non-controllable extraneous variables must be taken into consideration when interpreting the results.




[bookmark: _heading=h.lkxrd7t6uzs3][bookmark: _Toc55506083]CHAPTER FOUR: ANALYSIS AND FINDINGS 

[bookmark: _Toc55506084]4.1 Proposed Blockchain Application Domain in Bangladesh
The following contents was adopted from ICT Division of Government People’s Republic of Bangladesh proposal of blockchain application domain to be implemented by 2030.("National Blockchain Strategy: Bangladesh," 2020).
[image: ]
Figure 4.1. 
Goal of Blockchain Application Domain in Bangladesh

4.1.1 Identity Application Domain: 
This consists an E-KYC system and a reputation system.

4.1.1.1. E-KYC: KYC is the abbreviated form for Know Your Customer. It is referred as to the process of firms getting to know their customers and verifying their existence before moving on with the intentional business with them. In order to fulfil KYC requirements, most financial institutions are required to spend a significant amount of resources to for each of its customers even though their customers may have already gone through the process elsewhere. Since the process is carried out manually and the information cease to exist, a blockchain-based KYC solution will enhance the speed of the process by integrating the KYC information among all financial institutes so that not only would the institutes obtain the information required, the number of resources invested during this mandatory process can also be saved.

4.1.1.2. Reputation System: Reputation is essential when it comes to making decisions for individuals, businesses and government. For online purchases, consumers decide on their purchase based on the ratings and reviews they find online. However, as online purchases increase, so does the amount of false information and fraud. Information can easily be manipulated through false reviews and ratings, and in some cases, it is not possible to verify the reliability of the purchase as scams also take place. To ensure the trust of online parties stay firm, a blockchain-based reputation system will solve all problems that businesses and consumers face, maintaining a good healthy relationship through authentic information.


4.1.2. Finance Application Domain: 
This involves pensions, payments, stock markets and subsidies.

4.1.2.1. Pension: Pensions are calculated manually. For this reason, information can easily be manipulated. In some cases, people can easily take out the pensions of others since there is no process of verification. Not only would a blockchain-based pension system save millions for the government, it can also guard against manipulation and ensure transparency.

4.1.2.2. Payment: Traditionally, financial institutions and many other firms rely on intermediaries when it comes to settlement. A blockchain-based payment system would tend to cut off these intermediaries which would result in a significant amount of savings from intermediaries’ fees. In addition, global payments can also be made faster and would be considered cheaper since the middlemen are omitted from the process. So it can be said that the payment system will be more revolutionized. 

4.1.2.3. Stock Market: The stock market is depended on middlemen such as brokers and regulators when it comes to settling a transaction. This involves additional cost as they have to be paid for being in the process. A blockchain based system will eliminate the middlemen and also speed up the regulating process and settlement through smart contracts. This means a central authority (Bangladesh Securities and Exchange Commission) is not required. Bangladesh’s stock market are expected to benefit highly from this system.

4.1.2.4. Subsidies: Subsidies are grants by the government to individuals and businesses to reduce the burden of they are facing. There are many types of grants available and it can be given due to poverty, high production costs, under-production of an essential/beneficial good, etc. These subsidies tend to be limited in funds. For this reason, the government will have to assess and select the eligible candidates for this grant, keep track of how much of the funds are going for which use, and whether the funds are being properly utilized as intended. The objective of blockchain-based subsidy platform will be to keep record of all the information of the subsidy and its recipients, identify the eligible candidates, and to track them down when needed.

4.1.3. Land Application Domain:  
This involves mutation, verification and registration.

4.1.3.1. Mutation: Mutation means alterations. In Bangladesh, property documents can easily be imitated and controlled by cruel people. The aim of blockchain-based system will be to guard against such manipulations so that there would not be any unauthorized trade of property or any problems when it comes to upholding the rights of the property.

4.1.3.2. Registration: This refers to the rights of the land which can be by ownership, possession or any other rights. The aim of this blockchain-based system will be to reduce the land processing time from a few months to a few days, prevent fraud and manipulations, and protecting the ownership/rights of the land through digital signature. Since Bangladesh’s land registration and ownership are manual and not clear, the new system is considered to be favorable to Bangladesh.

4.1.3.3. Verification: Since the process of verification is manual, it is more vulnerable towards errors. Once the registration process is inputted into the blockchain system, legal authorities will also have access to the database. This makes verification easier. 


4.1.4. Expatriates Application Domain: 
An expatriate is a person living or working in a country other than his/her country of citizenship, often due to temporarily and/or work reasons. This consists employment, remittance and welfare. 

4.1.4.1. Employment: The target of blockchain technology here is to eliminate unauthorized middlemen who obtained unfair amount of money for governmental services, ruining the government’s reputation. This is done by keeping a track of the money received by government agency, creating profiles of the employees as well as keeping track of the employment process. The terms and conditions of the employment process can also be assess by the smart contract. The records of the employment payment made by the employee can also be tracked and facilitated through his/her training and certificate (Miraz et al., 2020c).

4.1.4.2. Remittance: This involves a person who is lives abroad sending money to his/her home country. The purpose of a blockchain-based system here is to encourage expats to use proper and legal channels for remitting instead of using illegal means since there will be no intermediaries.

4.1.4.3. Welfare: A blockchain-based system for the welfare of overseas employees is to ensure that the government can properly address the problems it faces when it comes to improper maintenance of databases, abuse by middlemen, tracing arrival of employee, etc. This system ensures that welfare benefits will be received, help can be provided when needed, and that employee can be monitored.

4.1.5. Agriculture Application Domain: 
This consists procurement, disintermediation, and agriculture insurance.

4.1.5.1. Procurement and Dis-intermediaries: The main problem faced in this sector involves properly tracking agricultural products and enduring payment once the product have been delivered. The whole process of delivering the goods from the seller to consumers involves intermediaries. Since both parties are dependent on intermediaries for the delivery and payment of the goods, the cost of the goods rises since additional cost is incurred (through intermediaries’ fees). The aim of blockchain-technology is to allow agricultural sellers and buyers to interact with each other, eliminating intermediaries while speeding up the time, cost and process for the sellers. The system will ensure that farmers will get a proper price for their products while also ensuring proper distribution of agro-products. 

4.1.5.2. Agriculture insurance: A blockchain based insurance system goal is to ensure the farmer gets instant benefit during adverse situations through automatic data feed and local hype data without the need for any type of claim assessment. 

4.1.6. Commerce Application Domain: 
This consists Consumer Protection, VAT and fraud detection in consumer products.

4.1.6.1. Consumer protection: In Bangladesh, consumers are not always protected from dishonest sellers and fraud. The aim of a blockchain-based system is to detect these fake sellers while protecting consumers’ right and information from any type of misuse.

4.1.6.2. VAT: A smart contract supported blockchain integrated with VAT collection system will allow automatic calculation, collection and recording of VAT. This will solve the problem of manipulation and ensure collection of VAT on a timely basis during the sale of each product.

4.1.6.3. Fraud detection of consumer products: Since blockchain provides transparency, the technology can be used to detect fraud in consumer products. This will help solve the problems that many Bangladeshi businesses face due to dishonest sellers who sell a fake copy of their products. In the blockchain-based system, a product record can be stored with only authorized entities allowed for access (Miraz et al., 2020a). Such information recorded on the blockchain can be traceable to the product's origin since it is in a distributed ledger.

4.1.7. Health Application Domain: 
This involves privacy-preserving collection, storage and retrieval of health data. Here, a blockchain-based system will contain all medical information of the patient, keeping it privacy-friendly and confidential while allowing access of information to the medical specialists allowing proper diagnosis. In Bangladesh, all medical records/results are handled to the patients after checked with the medical specialists. This can lead to a misdiagnosis as doctors do not have access to the patient's medical records. 

4.1.8. Banking/Insurance Application Domain:
This area is concerned with the following below.

4.1.8.1. Digital Asset Management: Digital asset management (DAM) is a system that stores, shares and organizes digital assets (such as such as images, videos and other media) in a central location.("Digital Asset Management," 2020). Many Bangladeshi firms are concerned with the misuse and privacy of such assets. The purpose of a blockchain based system would be to manage the rights and transfers of these assets and guard against any misuse. It will also play a role of assurance and reliability in the firms.

4.1.8.2. Inter-bank settlement: This generally refers to the transfer of funds among banks. In Bangladesh, the process is done manually and is also time consuming. By implementing blockchain technology, the process can be instant (or less than the time currently taken). 

4.1.8.3. Trade Finance: This refers to the financial transactions of goods or services that relate to both domestic trade and international trade.("National Blockchain Strategy: Bangladesh," 2020). In Bangladesh, the entire trade finance mechanism is a complicated lengthy process involving intermediaries. By implementing blockchain technology, it is expected that the process will be instant, efficient and transparent between the concerned parties. Less documents will be required since all mandatory data and information will already be stored in the blockchain database.

4.1.8.4. P2P Lending: This refers to the exchange of funds among lenders and borrowers. Through blockchain, intermediaries are eliminated which saves both time and costs for the parties involved. The lender will determined the rate of interest based on the profile of the borrower in the smart contract. This implies that the lending process in the future will be more efficient and effective. 

4.1.8.5. Anti-money laundering: This refers to the laws, procedure, and regulations made to prevent criminals from disguising illegitimate money to legitimate. The main purpose of blockchain in this area will be to locate the illegal financing activities so that money laundering stops and criminals can be caught.

4.1.8.6. Digital Currency: Bangladesh have already experienced the emergence of digital currency services such as bKash, Rocket, etc. Digital currency has expanded to such an extent that people carry less money with them whenever they go out. However, they are centralized in nature and are not very transparent. A blockchain-based digital currency is much more advanced and efficient than existing technology which will be more transparent and well-documented. 

4.1.8.7. Credit Rating: In Bangladesh, the credit rating mechanism is mostly manual. It is done without complete information about the investors and borrowers. Here, the blockchain-based system will consist a decentralized credit rating agency, where the process is transparent to all parties (including regulators) and there is no scope for manipulation.

4.1.8.8. Insurance: The settlement process of an insurance claim is a very complex manual in Bangladesh. In an insurance blockchain-based system, the insurance claim once made cannot be modified. The system can facilitate a faster settlement claim through the use of smart contract. With the terms and conditions in the smart contract, the settlement claim will be processed and executed automatically. If all terms and conditions match, the funds will be released to the insured immediately. In case of reinsurance, insurers and reinsurers can share data among each other. Therefore, blockchain technology will unlock hassle free opportunities to insurance companies and potential policy takers. 

4.1.9. Judiciary Application Domain: 
This involves securing digital evidence. The purpose of blockchain in this field is to secure evidence so that it cannot be tampered. These types of evidence can be CCTV footage, mobile phone data, internet usage data, important files retrieved from seized computers, etc. These type of information can be considered vital when it is for judiciary purposes. 

4.1.10. Supply Chain Application Domain: 
This includes the supply chain of agricultural and medicine.

4.1.10.1. Agricultural supply chain: Blockchain technology can help improve agricultural supply chain by removing intermediaries and ensuring that Bangladeshi farmers receive proper payments as discussed earlier. 

4.1.10.2. Medicine Supply Chain: In the pharmaceutical industry, Bangladesh faces a constant risk for the supply of counterfeit and corrupt medicine. This not only increases the risk of pharmaceuticals, but also can severely affect consumers' health. Blockchain technology goal here will be to detect fraudulent medicine as well as verify the authenticity of the medicines in the market. Hence, both the medicine producer, supplier and consumer will benefit from this system. 

4.1.11. Document Verification Application Domain: 
This involves educational and government certificate. It is sad to mention that Bangladesh faces a dilemma when it comes to the authentication of documents, especially government and educational certification. There are people who counterfeit such documents for dishonest purposes. Hence, the purpose of a blockchain based system will be to become a proper verification mechanism on all the documents/certificates issued, making it impossible to counterfeit. This will help to increase trust and transparency to the concerned parties and authorities, while tracing the counterfeit document holders in Bangladesh as well as abroad. 

4.1.12. Smart City Domain Application: 
This involves the following listed below.

4.1.12.1. Smart infrastructure: A smart city consist of all resources being integrated using information technology for the purpose of them being properly allocated and fully utilized. Smart infrastructure refers to the combination of digital technology with infrastructure. The prospect of blockchain technology is to add more values received from the technologies by connecting them together and providing additional security. Since Bangladesh is paving its way on becoming a developed nation, the country should embrace a blockchain-based smart infrastructure.

4.1.12.2. Citizen services: The future planned smart city of Bangladesh involves blockchain technology to help unlock benefits for its people. Through blockchain technology, the government plans to facilitate its citizen’s service into a decentralized and automated system where citizens can make use of the service elsewhere. For instance, an e-ID can be issued for verifying the identity of Bangladeshi people. This e-ID can then be used elsewhere such as in voting, medical information, educational institutions, employment, etc. 

4.1.13. Infrastructure Application Domain: 
This consists the protection of critical information infrastructure. The goal of blockchain-based system will be to protect such information which is important for the country and helps with e-Governance.

[bookmark: _Toc55506085]4.2 Challenges of Blockchain Implementations
Bangladesh is expected to face two types of challenges during the implementation of blockchain: technical and organization.

[bookmark: _Toc55506086]4.2.1. Technical Challenges
4.2.1.1. Immaturity: It is still evolving and not ready for any type of wide scale adoption.

4.2.1.2. Vendor Lock-In: Since the system is made based on a product/requirement, if either of them ceased in use so then the system will no longer be required.

4.2.1.3. Capacity: There is no well documented study based on large scale adoption capacity.

4.2.1.4. Privacy: Only authorized people can access the blockchain network. However, these people will have access to all the data available, unless special measures are taken to ensure privacy remains intact.

4.2.1.5. Lack of compatibility: Since there are many blockchain systems and options to choose from, firms can select the one they think is suitable.  However, if different systems are used over different networks, integrating the information is likely to be considered difficult due to the lack of compatibility in the systems.

4.2.1.6. Lack of technical expertise: There is a shortage of blockchain specialists in Bangladesh (as well as globally). The lack of practical skill makes it a challenge for it to become widely adopted. This also prevents the firms from exploiting the benefits of the system since they don’t know what to do. Another reason can be due to lack of resources such as funds.

4.2.1.7. User-Friendly: It is not user friendly. Even technology specialists and programmers find it hard to understand.

[bookmark: _Toc55506087]4.2.2. Organizational Challenges
4.2.2.1. Lack of Awareness: Many firms are not yet aware of the benefits of blockchain technology, which makes it difficult for firms to adopt it for their business models.

4.2.2.2. Organizational acceptability and readiness: Firms will never be ready to accept blockchain unless they fully understand the concept, its benefits, and the policies of blockchain, have access to blockchain specialists and incentives, and are finally ready to adapt and change according to the system. 

4.2.2.3. Governance: How the system managed is a vital issue for its success. Firms must understand the governance model before they decide to adopt the blockchain.

4.2.2.4. Lack of regulatory framework: This does not exist which means there are unlimited uncertainties.

4.2.2.5. Legal Issue: It will be difficult to establish specific laws and restrictions since users are technically all around the world.

4.2.2.6. Business models transformations: No firm will be willing to adopt this technology if it involves drastic change in the business.

4.2.2.7. Integration with Legacy Systems: If it does not match with the business’ computer system, firms will not be willing to adopt it.

4.2.2.8. Rick Estimations: This depends on the understanding of blockchain technology, its stability, its maturity and finally its evolution.

[bookmark: _Toc55506088]4.3 Implementation of Blockchain Technology in Bangladesh
Standard Chartered Bank has become Bangladesh's first implementer of blockchain technology. According to the media press release on August 15, 2020: “Standard Chartered has executed the country's first-ever blockchain transaction by issuing a letter of credit for Viyellatex”(Hasan, 2020). The process was claimed to be smooth and hassle free. 



Figure 4.2
Procedure of Viyellatex Ltd.’s Letter of Credit
After implementation of blockchain technology, all parties involved in the process can perform the tasks simply by logging onto the Contour’s network.

Figure 4.3
Benefits of Received from Blockchain
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[bookmark: _heading=h.sz7jpck4jk6g][bookmark: _Toc55506089]CHAPTER FIVE: CONCLUSION AND RECOMMENDATIONS

[bookmark: _Toc55506090]5.1. Recommendations
The challenges faced due to blockchain can be solved by increasing knowledge on blockchain technology, setting up research centers dedicated to blockchain technology, and identifying blockchain specialists to spread awareness and training programs to increase the expertise in Bangladesh.

[bookmark: _Toc55506091][bookmark: _heading=h.3o7alnk]5.2. Conclusions
The Fourth Industrial Revolution is claimed to be solely relied on the effective use of emerging technologies, blockchain being one of them. Researches based on blockchain technology are still being conducted, but it has already been agreed that its potentials are being underestimated. Not only does blockchain solves the problems of digital technology, it uphold the trust of its users in addition to data security. Many countries and businesses have already started implementing blockchain technology in their systems. 

Blockchain technology has already proved itself to be an efficient and cost effective system, saving a significant amount of resources and headaches when it comes to security. Even though the implementation of blockchain technology consist many challenges, increasing expertise in this field is likely to overcome the obstacles occurred.  Since Bangladesh is already on the verge of the Fourth Industrial Revolution, becoming a blockchain-enabled nation, will allow the economy to successfully solve its problematic areas and exploit opportunities, releasing its potential and preparing for the future. 
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Glossary
Artificial intelligence (AI): The simulation of human intelligence in machines that are programmed to think like humans and mimic their actions.

Bitcoin: A type of digital currency in which a record of transactions is maintained and new units of currency are generated by the computational solution of mathematical problems, and which operates independently of a central bank.

Blockchain: A growing list of records, called blocks that are linked using cryptography.

Cryptocurrency: A digital or virtual currency that is secured by cryptography, which makes it nearly impossible to counterfeit or double-spend.

Cryptography is a method of protecting information and communications through the use of codes, so that only those for whom the information is intended can read and process it.

Decentralization: The process by which the activities of an organization, particularly those regarding planning and decision making, are distributed or delegated away from a central, authoritative location or group.

Hash:  Hash is basically a reference number for a block in the blockchain.

Industrial-revolution: The change in social and economic organization resulting from the replacement of hand tools by machine and power tools and the development of factories and large-scale industrial production.

Merkle tree: This stores all the transactions in a block by producing a digital fingerprint of the entire set of transactions. It allows the user to verify whether a transaction can be included in a block or not. It is created by repeatedly calculating hashing pairs of nodes until there is only one hash left.

Mining: The process of adding transactions to the large distributed public ledger of existing transactions.

Peer-to-Peer Network: Commonly known as P2P. It is a decentralized network communications model that consists of a group of nodes that collectively store and share files where each node acts as an individual peer. In this network, P2P communication is done without any central administration or server, which means all nodes have equal power and perform the same tasks.

Proof-of-Work: The original consensus algorithm in a blockchain network. In blockchain, this algorithm is used to confirm transactions and produce new blocks to the chain.

Reusable Proof of Work: A system which provide for proof of work (POW) tokens to be reused. A POW token is something that takes a relatively long time to compute but which can be checked quickly

Smart contract: A computer program or a transaction protocol which is intended to automatically execute, control or document legally relevant events and actions according to the terms of a contract or an agreement.

Timestamp: A sequence of characters or encoded information identifying when a certain event occurred, usually giving date and time of day, sometimes accurate to a small fraction of a second.

Prepare application for requesting  Letter of Credit


Bank's inspection of document


A copy of Letter of Credit will be collected by the supplier.


Hand it over to the bank physically


Supplier submits invoice after shipping the items and buyer will have to collect it. 
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