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Abstract

The rapid advancement of deepfake technology has significantly increased the realism
and accessibility of synthetic media. Emerging techniques such as diffusion-based models
and Neural Radiance Fields (NeRF), along with improvements in traditional Genera-
tive Adversarial Networks (GANSs), have enabled the sophisticated generation of deepfake
videos, posing growing threats to biometric security and trust. In parallel, detection meth-
ods have advanced through innovations in Transformer-based architectures, contrastive
learning, and other deep learning approaches. Yet, this progress continues to play out
within a persistent cat-and-mouse dynamic between generation and detection. In this
work, we present a comprehensive empirical evaluation of state-of-the-art deepfake detec-
tion methods, alongside a human subject study focused on identifying deepfakes, using
curated stimuli set generated by cutting-edge deepfake synthesis techniques. Unlike prior
efforts, our study establishes a benchmark that captures the challenges posed by the lat-
est generation methods in realistic settings. Our findings expose a critical vulnerability:
both leading detection models and human evaluators struggle when confronted with high-
quality, modern deepfakes. To address this gap, we introduce a multimodal detection
framework that incorporates both audio and visual modalities, enhancing the robust-
ness of detection systems in cross-modal scenarios. Our methodology includes evaluating
performance across diverse conditions—such as different resolutions and clip lengths—and
comparing unimodal versus multimodal fusion strategies. Extensive experimentation high-
lights the urgent need to refine detection models to keep pace with rapidly evolving gener-
ative techniques. By establishing a rigorous benchmark and revealing current limitations,
our study offers a timely foundation for developing more robust and future-ready deep-
fake detection systems. Our results demonstrate that incorporating the audio modality
alongside video consistently improves detection performance, underscoring the value of
multimodal analysis for robust generalization. Notably, the proposed multimodal frame-
work—evaluated on the FakeAVCeleb and AV-DeepfakelM datasets—achieved superior
performance across all tested conditions, with early fusion yielding the highest AUC and
precision, and cross-modal attention demonstrating particular effectiveness under low-

resolution scenarios.
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Chapter 1

Introduction

This chapter introduces the scope, motivation, methodology, and expected outcomes of
the thesis. It outlines the current landscape of deepfake technology, the challenges in
detection, and the rationale behind this research.

1.1 Research Overview and Context

The proliferation of deepfake technology has fundamentally transformed the landscape of
digital media. With advanced machine learning techniques, highly realistic synthetic con-
tent[ranging from images and videos to audio|is being created to manipulate identities

or fabricate behaviors. Deepfakes can take several forms, including face swapping, expres-
sion or mouth movement reenactment, and full-face synthesis, each capable of deceiving
viewers with striking realism [19, 20].

Originally fueled by Generative Adversarial Networks (GANSs) [21], deepfake generation
has rapidly progressed with the inclusion of Variational Autoencoders (VAES), di usion-
based models [22, 23], and neural rendering approaches such as Neural Radiance Fields
(NeRF) [24]. These modern techniques signi cantly elevate the delity and believability of
deepfake content, making them less visually detectable than earlier GAN-based artifacts
[25].

While these advancements unlock creative potential in entertainment and media, they
simultaneously present serious ethical and societal risks. Deepfakes are increasingly weaponized
in disinformation campaigns, identity fraud, and social engineering attacks [26]. Sophisti-
cated talking-head synthesis and face reenactment systems|such as Di usedHeads [16],
DreamTalk [15], AniFaceDi [11], VASA [3], and SyncTalk [4]|epitomize the growing
complexity of synthetic media.

In response, detection models|primarily built upon deep learning architectures such
as convolutional neural networks (CNNs), Transformer encoders, and contrastive learning
methods|have emerged to identify subtle inconsistencies between real and manipulated
content [20]. However, the rapid evolution of generative techniques has outpaced the de-
velopment of detection systems, resulting in a persistent and escalating arms race between
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Figure 1.1: A chronological timeline showcasing the evolution of talking head generation
models (top, yellow) and deepfake detection methods (bottom, green). The diagram high-
lights key generative models such as FaceVid [1], TPSMM [2], VASA-1 [3], and SyncTalk
[4], alongside notable detection techniques like MesoNet [5], Xception [6], SRM [7], and
NPR [8]. While some detection models predate 2021, this timeline emphasizes major
developments from 2021 to 2024, illustrating the ongoing arms race between deepfake
generation and detection technologies.

generation and detection [27]. This dynamic is illustrated in Figure 1.1, which presents a
chronological overview of major developments in both talking head generation and deep-
fake detection methods from 2021 to 2024.

This thesis identi es this critical imbalance by evaluating the robustness of state-of-
the-art detection approaches and investigating the human capacity for deepfake identi -
cation|highlighting both technical and perceptual vulnerabilities.

1.2 Motivation and Research Signi cance

Despite continuous innovation in deepfake detection|from early shallow CNNs like MesoNet
[5] to more recent Transformer-based architectures and contrastive learning paradigms
[28, 29]|detection models are struggling to keep pace in the generative arms race. So-
phisticated synthesis techniques are evolving faster than their countermeasures, enabling
deepfakes to bypass even the most advanced detectors.

This growing asymmetry has profound consequences. As manipulated media becomes
harder to detect, the authenticity of digital content is increasingly undermined, eroding
public trust and enabling the spread of misinformation at scale. Furthermore, as deepfake
content begins to mimic real-world scenarios more accurately|such as speech synchro-
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nization or emotional mimicry|the potential for abuse intensi es.

Therefo research is driven by the urgent need to assess the gap between deepfake gen-
eration and detection, through comprehensive benchmarking and human-centered evalua-
tions that can inform the design of next-generation detection tools.

1.3 Research Objectives and Goals

This thesis aims to address the challenges in deepfake detection through a systematic
investigation guided by the following key objectives:

To empirically assess the e ectiveness of state-of-the-art deepfake detection models
when evaluated against deepfakes generated using recent and advanced synthesis
techniques.

To benchmark and critically analyze the limitations and vulnerabilities of existing
detection approaches through a comprehensive set of experiments across diverse
datasets and model architectures.

To design and conduct a human subject study evaluating individuals' ability to dis-
cern deepfakes, with the goal of uncovering perceptual cues and behavioral patterns
that could inform the development of more robust detection systems.

To investigate whether incorporating the audio modality alongside video improves
the performance of deepfake detection systems through empirical evaluation of mul-
timodal fusion strategies.

To propose informed directions for future research based on insights derived from
both machine-based evaluations and human study outcomes.

1.4 Methodological Approach

The methodology involves a comprehensive empirical evaluation framework that tests
the performance of several recent detection models on deepfakes generated by cutting-
edge synthesis methods. The evaluation spans both machine-learning-based detectors and
human participants.

First, we curate and use multiple datasets of deepfake videos generated from diverse
pipelines, including GANs, di usion models, and neural rendering. We then benchmark
detection models ranging from CNN-based architectures to Transformer and contrastive
learning models. In parallel, a human study is conducted where participants are asked to
classify real versus fake videos. Results from both experiments are analyzed to identify
weaknesses in current detection strategies and suggest directions for improvement.

An overview of the complete experimental pipeline, including dataset generation, model
and human evaluations, benchmarking, the development of a multimodal detection frame-
work, and nal validation, is illustrated in Figure 1.2.

3
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Figure 1.2: Overview of the research methodology pipeline for deepfake detection and
analysis. The process begins with dataset generation, followed by parallel evaluation of
existing detection models and a human visual deepfake detection study. Insights from both

analyses inform benchmarking and qualitative assessment, leading to the development of
a multimodal detection framework, which is subsequently validated.

1.5 Key Contributions and Findings

Our ndings reveal critical insights into the current limitations of deepfake detection sys-
tems and o er practical guidance for future research directions. Rather than propos-
ing a new state-of-the-art detection model, our focus was to systematically investigate
whether integrating additional modalities|speci cally audio|lenhances detection robust-
ness. Through rigorous experimentation with a multimodal detection framework, we
demonstrate that incorporating the audio modality alongside video provides consistent
performance gains over unimodal baselines. This experimental evidence serves as the
central contribution of our proposed approach.

Our key contributions are as follows:

~ Benchmark and Empirical Evaluation: We establish a rigorous benchmark through a
comprehensive empirical analysis of modern deepfake generation and detection tech-
niques, using both unimodal and multimodal inputs. Our results provide valuable
insights into detection performance across diverse generative methods and condi-
tions.

Human Evaluation and Insight Integration: A large-scale human detection study
was conducted to evaluate perceptual sensitivity to deepfakes. The results not only
a rm human superiority in certain detection scenarios but also reveal how prior Al
experience impacts accuracy and con dence. These insights inform future human-
in-the-loop system design.

Experimental Proposal for Multimodal Detection: We present an experimental val-
idation of a uni ed multimodal detection framework combining video and audio
modalities. The framework incorporates fusion strategies (early, late, and cross-
modal attention) and leverages pretrained models (TimeSformer and Wav2Vec2.0).
The results consistently show that adding audio improves detection performance|an
insight we propose as a guiding direction for future multimodal deepfake research.

4
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This work aims to inform and steer the design of future detection systems by identi-
fying where current methods fall short and providing evidence-backed recommendations,
especially in the context of multimodal detection.

1.6 Structure and Organization of the Thesis

This thesis is organized into ve chapters. Chapter 1 provides an introduction to the
research problem, outlining the motivation, objectives, and methodology employed in the
study. It also highlights the key contributions and outcomes of the research. Chapter 2
presents the background and literature review, covering the fundamental concepts related
to deepfake generation and detection, including GANs, di usion models, and multimodal
approaches. It also discusses existing detection techniques and identi es the research gaps
that this study aims to address. Chapter 3 details the methodology, including the de-
sign and implementation of the deepfake detection framework. It describes the dataset
preparation, model selection, human evaluation study, and the multimodal fusion strate-
gies employed to improve detection accuracy. Chapter 4 discusses the implementation
and presents the results of the proposed multimodal deepfake detection system. It cov-
ers the environment setup, benchmark evaluations of unimodal and multimodal methods,
comparative analysis with human performance, and insights from adding audio as a new
modality alongside video. Finally, Chapter 5 concludes the thesis by summarizing the
key ndings, discussing the limitations encountered during the research, and proposing
future directions, including the exploration of multimodal deepfake detection and human
performance analysis in multimodal settings.



Chapter 2

Background and Literature
Review

This chapter introduces foundational concepts, recent developments, and existing litera-
ture on deepfake synthesis and detection. It includes necessary background knowledge, a
literature review of prior work, a gap analysis, and a summary of this chapter's insights.

2.1 Preliminaries

In this section, we present essential background concepts and terminology required to
understand deepfake synthesis and detection, based on prior foundational research and
recent advancements in generative Al.

2.1.1 Understanding Deepfakes

Deepfakes refer to synthetic media|such as images, videos, or audio|that are generated
or manipulated using arti cial intelligence (Al) techniques, particularly deep learning.
These outputs are often so realistic that they become di cult to distinguish from authentic
content. While the term \deepfake" often carries negative connotations, the underlying
technology has a broad range of applications, both bene cial and harmful.

On the positive side, deepfake technology has found use in the entertainment indus-
try for creating realistic visual e ects in movies and video games, and in accessibility
tools such as voice synthesis for individuals with speech impairments. These applications
demonstrate the creative and inclusive potential of generative Al. However, the technology
has also raised serious ethical and societal concerns. Deepfakes have been weaponized for
spreading misinformation, conducting identity fraud, impersonating individuals without
consent, and violating personal privacy. This dual-use nature of the technology necessi-
tates a deeper understanding and development of robust detection mechanisms.
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2.1.2 Classi cation of Deepfake Techniques

Deepfakes can be broadly categorized into several types based on the manipulation tech-
nique employed. One of the most common techniques is face swapping, where the face
of one individual (the source) is superimposed onto the body of another individual (the
target). This process retains the expressions and facial movements of the target, making
the swap appear natural and convincing.

Another prominent type is expression reenactment, which involves altering the facial
expressions or mouth movements of a person in a video to mimic those of another individ-
ual. In this case, the source provides the expressions, which are then transferred onto the
target, enabling the creation of manipulated videos that appear to show the target saying
or emoting something they never did.

Figure 2.1 illustrates the conceptual manipulation work ow and visual output of both
techniques, showcasing how deepfake systems modify source and target components to
achieve realistic synthetic media.

A more advanced form of manipulation is full face synthesis, where an entirely new and
lifelike face is generated from scratch using deep learning models such as GANs (Generative
Adversarial Networks) or diusion models. These synthetic faces often exhibit a high
degree of realism and can be indistinguishable from genuine human faces, posing challenges
for both human observers and detection algorithms.

2.1.3 Models and Techniques for Deepfake Generation

The rapid advancement of deep learning has led to the development of powerful generative
models capable of synthesizing highly realistic media content. These models form the
foundation of modern deepfake generation techniques, enabling the creation of synthetic
videos, images, and audio that closely resemble authentic human behavior. Over time,
the eld has evolved from early generative methods to more sophisticated architectures
that o er improved delity, temporal consistency, and control. This section elaborates
on the principal categories of models used in deepfake generation: Generative Adversarial
Networks (GANs), Di usion Models, and Neural Radiance Fields (NeRFs).

Generative Adversarial Networks (GANS) [21] are among the earliest and most
widely used architectures for deepfake synthesis. A GAN consists of two neural net-
works|a generator and a discriminator|that compete in an adversarial training setup.

The generator produces synthetic content, such as facial images or video frames, while the
discriminator evaluates whether a given sample is real or fake. Through this adversarial
process, the generator gradually learns to create outputs that are indistinguishable from
real data. GANs have been extensively applied in face swapping, identity manipulation,
and lip-syncing tasks. Their e ciency and visual quality have made them a staple in many
early deepfake generation systems. However, they are often sensitive to hyperparameters
and may su er from issues like training instability or mode collapse.

Di usion Models  [23] represent a newer class of generative models that have recently
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Figure 2.1: lllustration of Deepfake Manipulation Techniques: Face Swapping and Ex-
pression Reenactment. The left column outlines the conceptual manipulation work ow,
while the right column presents generated media samples. In face swapping, Person A's
facial identity is transferred onto Person B's body, maintaining the latter's expressions [9].
In expression reenactment, Person A's facial identity is retained, but Person B's expres-
sions are transferred, allowing Person A to mimic Person B's emotional or speech-related
movements [10].

surpassed GANSs in synthesis quality. These models operate by iteratively denoising a
sample from pure noise to a structured output. Inspired by thermodynamic processes,
the generation process is formulated as a gradual reverse di usion from a noise distri-
bution to a clean image or video. Diusion-based methods are particularly e ective in
producing high-resolution, temporally coherent facial animations, and are capable of pre-
serving subtle expression details and identity features. Models like AniFaceDi [11] and
DreamTalk [15] exemplify the success of this approach in talking-head generation. De-
spite their impressive realism, di usion models are computationally intensive and typically
involve longer inference times compared to GANSs.

Neural Radiance Fields (NeRFs) [24] o er a fundamentally di erent approach by
modeling scenes as continuous 3D volumes through coordinate-based neural networks. A
NeRF maps spatial coordinates and viewing directions to radiance values, which can be
used to synthesize novel views of a scene. In the context of deepfake generation, NeRFs
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have enabled the creation of speech-synchronized and photorealistic talking-head videos
that include natural head movement and accurate lip synchronization. SyncTalk [4] is a
notable example of a NeRF-based model applied to deepfake synthesis. Although NeRFs
provide strong 3D consistency and viewpoint generalization, they often require extensive
training time and are limited by relatively slow rendering performance.

Together, these generative models de ne the current landscape of deepfake synthesis,
each bringing distinct capabilities and trade-o s that in uence the realism, e ciency,
and controllability of the generated content. A high-level conceptual comparison of these
models is presented in Figure 2.2, illustrating their generation work ows and highlighting
the visual di erences in how each model produces synthetic faces.

Figure 2.2: Conceptual Comparison of Generative Models Used in Deepfake Synthesis.
This diagram illustrates the high-level work ows of three foundational generative models:
Generative Adversarial Networks (GANSs), Di usion Models, and Neural Radiance Fields
(NeRFs). All models are shown generating facial outputs to highlight their application

in deepfake media synthesis. GANs utilize an adversarial training process between a
generator and a discriminator. Di usion models progressively generate images by reversing

a noise-adding process. NeRFs represent 3D scenes by learning view-dependent radiance,
enabling photorealistic novel-view synthesis from a learned 3D face representation.

2.1.4 State-of-the-Art Deepfake Detection Architectures

Detection methods have evolved from shallow CNNs (e.g., MesoNet [5]) to more advanced
models like Xception [30], E cientNet, Capsule Networks, and Transformer-based detec-
tors. Techniques such as frequency-domain analysis, representation learning (e.g., CORE
[31]), and reconstruction-based methods (e.g., RECCE [18]) aim to enhance generalizabil-
ity across unseen forgeries.
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2.1.5 Challenges in Multimodal Deepfake Detection

Modern deepfakes span across modalities|visual (face swaps, reenactment), and audio
(voice cloning). Multimodal detection aims to analyze these cross-modal correlations,
which is increasingly important as deepfakes become more sophisticated and multimodal
in nature.

2.2 Related Works

Traditional generative models have converged on making very realistic synthetic media,
e ectively making deepfakes di cult to detect. Generative adversarial networks (GANS)
were a huge development, but di usion-based models and Neural Radiance Field (NeRF)
have since taken it to an even higher quality and complexity. Using more recent and sophis-
ticated algorithms, we leverage these methods to produce near-lifelike facial expressions,
synchronized lip motion, and “asymptotic’, as it seems to keep improving head motion
as found in AniFaceDi [11] and DreamTalk [15]. For the detection part, there is some
progress on models using Transformer architectures along with contrastive learning. Yet
it remains that even the most robust detection frameworks (Xception [30] or CORE [31]),
capable of detecting many sophisticated generation techniques, are often unable to match
the sophistication of modern generative techniques, leaving a critical gap that calls for
future research and invention to keep digital media secure.

Not only the creation, but detection of the deepfake technology has been moving at
a rapid pace. There have been a lot of studies on the generation techniques, detection
methods, and societal implications of deepfakes from researchers. In this literature review,
we compare some of the works that have been written on these aspects and analyze their
methodologies, strengths, and weaknesses.

For example, Passos et al. [32], and Wang et al. [33] provide extensive reviews on
deep learning-based deepfake detection methods based on CNNs, GANs, and autoen-
coders. While these papers provide a good overview of the strengths and limitations of
each model type to capture deepfake manipulations, in particular in video content, they
typically only cover the video-speci ¢ detection without fully taking into consideration
the intricacies of multimodal content e.g. audio or textual deepfakes. Pei et al. [26] and
Juefei-Xu et al. [34] contribute further by benchmarking detection techniques and exam-
ining the adversarial "arms race' dynamic between generation and detection. However,
it is their work that underlines the ongoing need for detection improvement in the face
of growing generative threats, but they note the scalability limitations of addressing the
computational requirements of di usion models and newer synthesis techniques.

Extensively, the societal impacts and ethical dimensions of deepfake technology are
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explored. Beyond the impact on speci ¢ industries, the discussion of broader implications
of deepfakes is discussed by Mubarak et al. [19] and Whittaker et al. [35], with calls for
regulatory frameworks and ethical considerations due to issues of privacy, misinformation,
and public trust. The studies bridge between technical solutions and social implications,
arguing for multi-disciplinary approaches that include legal and ethical aspects. Moreover,
targeted studies including Rahman et al. [25] and Waseem et al. [20] discuss some speci ¢
types of deepfake (face swapping and video manipulation) in detail but con ne their scope
to a speci ¢ type of manipulation. Heidari et al. [27] provide a systematic review of deep
learning-based detection methods according to media type (video, audio, and hybrid) but
mainly for visual data and do not include non-deep learning techniques which may be
successful in di erent circumstances.

Lastly, research into human factors in deepfake detection, as shown by Bray et al.
[36], presents a unique angle on human-centered approaches, exploring human detection
accuracy and intervention techniques. However, the literature as a whole has only limited
discussion of the potential synergy between human intuition and machine learning models
in identifying deepfakes, with most studies treating human and machine capabilities as
separate approaches.

Table 2.1 provides a structured comparison of the existing literature, each study con-
tributing unique insights into deepfake detection and societal impacts. However, several
gaps emerge when examining focus areas, methodologies, and practical applicability. No-
tably, most studies, such as those by Passos et al. [32] and Heidari et al. [27], rely heavily
on secondary data for testing detection models. This reliance on secondary datasets lim-
its these studies' real-world applicability, as they are not empirically validated in varied,
uncontrolled environments where new generation techniques and novel types of deepfakes
may arise.

2.2.1 Summary of Gaps and Research Questions

Through an extensive review of prior work, the following research gaps have been identi-
ed|each of which is directly explored in this thesis:

" Generalizability Gap: Many detectors fail when applied to content generated by un-
seen or newer manipulation methods, such as di usion-based models. This research
evaluates detection performance across diverse generative techniques.

Human-Al Comparative Gap: Few studies systematically compare algorithmic de-
tection with human perception to understand their respective strengths. This thesis
includes a large-scale human study alongside model benchmarking.

Modality Gap: Most existing detection models focus exclusively on visual features,
overlooking the potential contribution of audio signals. This thesis investigates

11
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whether incorporating audio enhances detection performance.

" Fusion Strategy Gap: While multimodal detection has gained traction, limited work

rigorously compares di erent fusion approaches. This thesis experimentally evaluates
early, late, and cross-modal attention fusion strategies using pretrained models.

These gaps lead to the following research questions explored in this work:

How do detection models perform across manipulation types, particularly on newer
di usion-based content?

How does human performance compare to state-of-the-art detectors in detecting
deepfakes under varying conditions?

Does the addition of audio modality signi cantly enhance deepfake detection perfor-
mance over visual-only models?

Which multimodal fusion strategy|early fusion, late fusion, or cross-modal atten-
tion|yields the most e ective performance?

These questions form the foundation for the more targeted gap discussion presented in
Section 2.3.
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Table 2.1: Comparative Summary of Existing Review Articles on Deepfake Generation vs Detection: Focus Areas, Methodologies, and
Research Contributions

Paper Title Focus Methodologies Strengths Limitations Key Contributions Generative Experiment Detection Evaluation
Models Used Methodology Emphasis Metrics

Deepfake De- Detection Systematic re- Comprehensive Focus on DL, lim- Structured  overview GAN-based Secondary data No DL tech- Precision,

tection Using Review view on deep categorization for ited non-DL dis- of DL-based detection niques recall,

Deep Learning learning methods various media cussion F1

Methods (WIREs by modality

2024) [27]

Deepfake Detec- Reliability Focus on model Insights on relia- Limited real-time Reliability perspec- GAN-based Self-conducted Generalization F1, AUC

tion: A Compre- reliability, trans- bility and gener- applicability tive for real-world experiments

hensive Survey ferability, and ro- alization detection

(ACM 2024) [33] bustness

A Review of Deepfake De- Review of CNNs, In-depth analysis Focused on video, Systematic deep GAN-based Secondary data No CNNs and Precision,

Deep Learning tection GANs, and au- of GAN manipu- limited multi- learning approach for autoencoders recall

Approaches for toencoders for de- lations modal coverage detection

Deepfake De- tection

tection  (Expert

Systems 2024)

[32]

A Survey on Societal Im- Analysis of deep- Holistic view of Limited technical Combines tech in- GAN-based Secondary data No Multimodal Thematic

the Detection pacts fake impacts societal impact detection focus sights with  societal (visual, au- analysis

and Impacts of across visual, au- impact, calls for legis- dio, text)

Deepfakes (IEEE dio, and textual lation

Access 2023) [19] domains

DeepFake on Face Face Swap Reviews GAN Detailed analysis Focus only on fa- Insights into  facial GAN-based Secondary data No GAN-based Mean

and  Expression Review and autoencoder- of face swap, fu- cial manipulation manipulation tech- methods average

Swap (IEEE based face swap ture detection di- niques precision

2023) [20] techniques rections

Mapping the Multidisciplinary Multidisciplinary Cross- Lacks  technical Calls for collaborative GAN-based Secondary data No Multidisciplinary Thematic

Deepfake  Land- Review view of deepfake disciplinary detection detail solutions in tech, law, impact analysis

scape (Technova- tech, legal, and impact, innova- and social science

tion 2023) [35] social aspects tion

Testing  Human Human De- Experimental Provides  empiri- Limited technical Challenges in human GAN-based Self-conducted Human per- Con dence

Ability to Detect tection study on human cal evidence on detection focus detection, suggests survey ceptual cues score,

Deepfake Images accuracy in de- human detection improved automated accuracy

(JCS 2023) [36] tecting deepfakes accuracy tools

Countering Mali- Adversarial Focus on the ad- Highlights  arms Limited solution Sets research agenda GAN and Diu- Secondary data No GAN and ad- Accuracy,

cious DeepFakes Deepfake versarial relation- race between coverage, focus for adaptive detection sion versarial dy- AUC

(JCV 2022) [34] Landscape ship between gen- generation and on dynamics methods namics

eration and de- detection
tection

A Qualita- Creation and Comparison of Highlights  evo- Lacks  quantita- Broadened under- GAN-based Secondary data No Conventional Case

tive Survey on Detection traditional  and lution of video tive benchmarks standing of creation and DL- study

Deepfake  Video Review DL-based meth- deepfakes and detection tech- based meth- analysis

Creation and De- ods for video niques ods

tection  (AJEIT creation and

2022) [25] detection
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2.3 Gap Analysis

A signi cant gap also exists in the exploration of human involvement in deepfake detec-
tion. Only Bray et al. [36] incorporated a human survey, assessing the capabilities and
limitations of human detection accuracy, but most studies exclude any examination of
how human discernment might complement machine detection methods. This oversight
misses an essential aspect of detection: the potential synergy between human intuition
and machine algorithms, which could enhance the accuracy and adaptability of deepfake
detection in complex real-world settings. Additionally, current research lacks adaptabil-
ity to emerging generative techniques. Most studies are grounded in traditional deep
learning models (primarily GAN-based) and single-modality applications, which restricts
their scope as deepfake content increasingly spans multiple modalities (visual, audio, and
textual). While prior work has explored multimodal detection [37, 38, 39, 40], many
models remain predominantly vision-focused and do not fully leverage audio information.
This thesis examines whether integrating audio improves performance and generalizability
across manipulation types. Further, existing benchmarks remain static, limiting evalua-
tions to conventional generative technigues rather than testing against cutting-edge models
like NeRF and di usion models, which produce sophisticated and highly realistic content.

To address the limitations identi ed in the existing literature, this thesis proposed tar-
geted contributions aimed at advancing the eld of deepfake detection. The key research
gaps and the corresponding approaches taken to address them are outlined in Table 2.2.
This table highlights the study's emphasis on improving real-world applicability, incor-
porating insights from human observation, and developing a comprehensive multimodal
detection framework.

Table 2.2: Addressing Key Gaps in Existing Deepfake Literature: Methodological

Enhancements and Focus Areas

Literature Gap How This Work Addressed the Gap Focus

Conducted

Reliance on Secondary Data: Most
studies relied on secondary data
for validation, limiting real-world
applicability and adaptability to
emerging generative methods.

This work included self-conducted experiments
and empirical testing using recent generative tech-
niques (e.g., NeRF and di usion models) in varied,
real-world contexts.

primary,
real-world experiments

Limited Insights from Human Ob-
servation: Few studies explored
how humans perceive and detect
deepfakes, missing insights into hu-
man detection strategies.

This work conducted a human survey to gather
detailed insights into human observation of deep-
fakes, o ering a nuanced understanding of percep-
tion and detection strategies.

Provided insights on
human perception and
detection thinking

Lack of Empirical Evaluation of
Multimodal Detection: While
some models use multimodal in-
puts, few studies systematically
evaluate whether audio modality
truly enhances detection perfor-
mance.

This work investigates the e ectiveness of incor-
porating audio modality through an experimen-
tal framework using pretrained models and fusion
strategies, o ering empirical evidence to guide fu-
ture multimodal research.

Explored and vali-
dated audio-visual
integration for future
detection systems

As shown in Table 2.2, these contributions strengthened the robustness and adapt-
ability of deepfake detection. The detection model was enhanced in practical relevance
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through real-world experiments and validated against cutting-edge generative techniques,
ensuring adaptability to fast-evolving deepfake synthesis methods. The incorporation of
human observational insights o ered an additional perspective on strengths and limita-
tions in deepfake recognition, informing perceptual-based detection strategies. Lastly, this
work experimentally investigated whether the inclusion of audio modality enhances detec-
tion performance, o ering empirical guidance for future research in designing e ective
multimodal deepfake detection systems.

This work laid the foundation for future deepfake detection research by introducing
an adaptable and comprehensive detection framework that leveraged empirical validation,
human-centered insights, and multimodal analysis. These contributions addressed critical
gaps in the literature and provided a more resilient and holistic defense against the growing
challenges posed by deepfake technologies.

2.4 Summary

This chapter established the necessary background for understanding the domain of deep-
fake generation and detection. We introduced fundamental concepts such as GANs, dif-
fusion models, and NeRFs, and reviewed a wide range of detection architectures from
shallow CNNs to Transformer-based models. Through a comprehensive literature review
and a detailed gap analysis, we identi ed key limitations in the current landscape: a lack
of real-world validation, underexplored human-machine synergy, and insu cient empir-
ical studies on multimodal detection frameworks. These insights directly motivate the
contributions of this thesis, which addresses these challenges by conducting real-world
experiments, analyzing human perceptual performance, and empirically evaluating the
impact of audio-visual integration|ultimately guiding future research on human-aligned,
multimodal deepfake detection systems.
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Chapter 3

Methodology and Experimental
Design

This chapter outlines the methodological approach adopted for evaluating deepfake de-
tection techniques. It covers the requirement analysis, detailed methodology, and the
empirical evaluation of various detection models and human-centered assessments.

3.1 Requirement Analysis

In this section, we focus on the requirements essential for conducting a comprehensive
empirical evaluation of deepfake detection and generation techniques. The goal is to assess
the performance of various detection models against modern deepfake synthesis methods,
including GAN-based and di usion-based models. Given the rapid evolution of generative
techniques, it is imperative to evaluate the robustness of current detection algorithms and
identify areas where improvements are needed.

The primary requirements for this study include:

" Diverse Dataset: The evaluation requires a rich and diverse dataset comprising both
real and synthetic videos. The synthetic data should be generated using state-of-
the-art techniques, including GANs, di usion models, and NeRF-based approaches,
to re ect the diversity of deepfake methods.

Detection Algorithms: Selection of robust deepfake detection models ranging from
classical CNN-based architectures (like Xception and MesoNet) to advanced models
incorporating Transformers and contrastive learning techniques. The chosen algo-
rithms should represent both established and cutting-edge detection methods.

Human Evaluation: Conducting a human-centered study to gauge human ability to
detect deepfakes. This step is essential to compare algorithmic detection accuracy
against human perceptual capabilities, providing insights into the strengths and
limitations of both approaches.
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" Benchmarking Framework: A comprehensive framework for benchmarking both au-
tomated and human detection results, focusing on metrics such as AUC, Average
Precision (AP), Precision, Recall, Sensitivity Index (d-prime), and C-Decision Crite-
rion (Bias). This framework must accommodate various video conditions, including
high and low resolutions. These metrics are essential in the context of deepfake
detection to ensure a balanced evaluation of detection accuracy, sensitivity, and
bias. AUC (Area Under the Curve) measures the overall ability of the system to
distinguish between real and fake videos across all decision thresholds, providing
a threshold-independent evaluation of discriminative performance. Average Preci-
sion (AP) summarizes the precision-recall trade-o by calculating the average of
precision values at di erent recall levels, which is especially valuable in imbalanced
datasets where fake videos are rare. Precision re ects how many of the detected
deepfakes are actually fake, reducing false accusations. Recall (or sensitivity) mea-
sures how many actual deepfakes were correctly identi ed, helping to ensure that
manipulative content does not go undetected. Sensitivity Index (d-prime) captures
how well a system can separate signal (deepfakes) from noise (real videos), o ering
insight into its detection sensitivity regardless of decision threshold. C-Decision Cri-
terion (Bias) quanti es the system's tendency to lean toward false positives or false
negativesjcritical in deepfake detection where over- agging can erode trust in real
content and under- agging can let harmful media spread. Together, these metrics
provide a comprehensive view of detection performance, guiding the development of
systems that are both accurate and trustworthy under varying video conditions.

Multimodal Integration: Investigating whether incorporating audio features along-
side visual data can enhance deepfake detection performance. This requirement
addresses the growing need to understand the contribution of cross-modal signals in
detecting increasingly sophisticated audio-visual deepfakes.

3.2 Experimental Design

To ful Il the requirements outlined in Section 3.1, this section presents how each research
objective was implemented through a structured experimental framework. The design
spans four key components|data diversity, model benchmarking, human evaluation, and
multimodal analysis|each of which is mapped directly to the functional requirements
previously speci ed.

First, in response to the requirement for a diverse and representative dataset, we se-
lected a set of modern deepfake generation models that re ect the current state of synthesis
techniques. These include GAN-based (e.g., FaceVid, FaceFusion), di usion-based (e.g.,
AniFaceDi, DreamTalk), and NeRF-based (e.g., SyncTalk) approaches. Rather than
reproducing these models, we focused on reviewing their mechanisms, highlighting their
conditioning strategies and realism characteristics, and justifying their inclusion for bench-
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marking purposes. This selection rationale and model overview are provided in Section
3.2.1.

To address the need for rigorous evaluation of deepfake detection methods, we imple-
mented and compared ten state-of-the-art detection models, including MesoNet, Xcep-
tion, CORE, RECCE, and UCF. These models were chosen to represent a diverse range
of architectural paradigms, such as CNNs, capsule networks, contrastive learning, and
attention-based mechanisms. Each model was trained and evaluated using standardized
metrics (AUC, AP, precision, recall, d-prime, and C) across multiple synthesis methods.
The details of this consolidation and comparison are presented in Section 3.2.2.

To ful ll the requirement for human-level performance benchmarking, we conducted
a large-scale user study involving 271 participants who evaluated a carefully curated set
of real and deepfake videos generated using various synthesis methods and resolutions.
Participants' responses were collected through a Likert-style interface and later trans-
formed into probabilistic scores to enable direct comparison with model predictions. The
design of the survey|including participant demographics, video selection, and response
mechanisms|is described in Section 3.2.3, while the analysis of participants' detection
performance and perceptual tendencies is presented in Chapter 4.

Lastly, to explore the requirement of multimodal detection, we designed a detection
framework that integrates audio and visual features using pretrained models|TimeSformer
for video and Wav2Vec 2.0 for audio. Importantly, we do not propose a novel state-of-
the-art multimodal detection model. Rather, the goal of this component is to investigate
whether incorporating audio improves deepfake detection performance compared to uni-
modal baselines. To this end, we implemented three fusion strategies|early fusion, late
fusion, and cross-modal attention|and evaluated them on the FakeAVCeleb and AV-
DeepfakelM datasets. This experimental setup and its rationale are described in Section
3.2.4.

Together, these four components operationalize the methodological requirements es-
tablished in Section 3.1, forming a comprehensive framework to evaluate both algorithmic
and human deepfake detection performance under diverse and realistic conditions.

3.2.1 Data Preparation: Deepfake Synthesis

Deepfake synthesis has seen rapid progress in recent years, driven by advancements in
generative modeling and deep learning. Modern approaches focus on enhancing the visual
quality, identity preservation, and expression delity of synthesized faces, especially in the
context of face reenactment. This section provides an overview of several state-of-the-art
deepfake synthesis models, highlighting their unique architectural designs, conditioning
mechanisms, and performance on benchmark datasets such as VoxCeleb.

AniFaceDi : AniFaceDi [11] is a face reenactment method built upon the Stable
Di usion framework. It introduces a novel conditioning module designed to enable high-
delity facial animation. The primary innovations include an improved 2D facial snapshot
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conditioning mechanism that aligns facial shapes to mitigate the transfer of irrelevant
identity information, and an expression adapter that e ectively preserves nuanced expres-
sion details. This approach maintains a balance between the preservation of pose and
expression delity from the driving video and the retention of identity and ne-grained
details from the source image. The method was evaluated on the VoxCeleb dataset, where
it demonstrated state-of-the-art performance in face reenactment, particularly in cross-
identity scenarios.

Thin-Plate Spline Motion Model (TPSMM) : TPSMM [2] leverages Thin-Plate
Spline Motion Estimation to generate a more exible optical ow, enabling the warping
of feature maps from the source image to align with the feature domain of the driving
image. This exibility allows for better handling of large pose variations. The model in-
corporates Multi-Resolution Occlusion Masks to more realistically restore missing regions
through improved feature fusion, ensuring the visual coherence and realism of the gener-
ated animation. Additionally, carefully designed loss functions promote a clear division of
responsibilities among network components, further enhancing the quality and realism of
the output images. The VoxCeleb dataset was used for both training and evaluation.

FaceVid : FaceVid [1] presents a neural talking-head video synthesis framework that
utilizes keypoint representations to decompose identity-speci ¢ and motion-related in-
formation in an unsupervised manner. As one of the earlier works in the eld of face
reenactment, it adopts a GAN-based architecture and provides foundational insights for
subsequent advancements in neural talking-head generation.

HyperReenact : HyperReenact [14] leverages the photorealistic generation capabili-
ties and disentangled representations of a pretrained StyleGAN2 generator. The method
rst inverts real images into the latent space of StyleGAN2 and then employs a hyper-
network to re ne the identity features of the source image while re-targeting the facial pose.
Operating in a one-shot setting|where only a single source frame is used|HyperReenactment
enables cross-subject reenactment without requiring subject-specic ne-tuning. The
method was trained and evaluated on the VoxCelebl and VoxCeleb2 datasets.

FaceFusion : FaceFusion [12] is a continuously updated open-source face-swapping
tool that also incorporates frame enhancement capabilities for both images and videos. It
originated as a fork of the popular face-swapping application Roop, which gained popu-
larity for its ease of use and integration with Stable Di usion-based extensions. Building
upon Roop's foundation, FaceFusion [12] introduces a suite of new features and perfor-
mance improvements. It utilizes multiple models such as BlendSwap, InSwapper, and
SimSwap. However, details regarding the training procedures and implementation meth-
ods remain unclear, as they have not been formally published.

FADM : Face Animation with an Attribute-Guided Di usion Model (FADM) [13] em-
ploys di usion models to generate photorealistic talking-head videos. To address the
uncontrolled synthesis e ects commonly encountered in di usion-based generation, the
authors introduce the Attribute-Guided Conditioning Network (AGCN). AGCN adap-
tively fuses coarse animation features with 3D face reconstruction results, allowing the
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di usion model to incorporate both appearance and motion cues e ectively. FADM cor-
rects unnatural artifacts and distortions, while iteratively re ning facial details with high
delity. The model was trained on VoxCelebl, VoxCeleb2, and CelebA datasets.

VASA-1 : VASA-1 [3] excels in generating highly synchronized lip movements in align-
ment with the input audio while capturing subtle facial expressions and natural head mo-
tions that enhance realism. The core innovations of VASA include a uni ed model for
synthesizing facial dynamics and head movements within a learned face latent space, as
well as the construction of a disentangled and expressive latent space trained on video
data. These design choices allow the system to produce high-quality talking-head videos
with realistic expression and motion. Moreover, the model supports real-time generation
of 512 512 resolution videos at up to 40 frames per second with minimal latency. As the
model was not released publicly, videos were obtained from the authors' project webpage.

DreamTalk : DreamTalk [15] is a di usion-based framework for synthesizing emotion-
ally expressive talking-head videos. It comprises three primary components: a denoising
network based on di usion for consistent and high-quality audio-driven facial motion gen-
eration across varying emotional states; a style-aware lip-sync module that improves lip
synchronization while preserving the intensity of emotional expressions; and a style pre-
dictor that learns personalized emotional styles directly from audio input, thus eliminating
the need for additional emotion references.

Diused Heads : Diused Heads [16] proposes an autoregressive diusion-based
model for talking-head video generation that addresses longstanding challenges related
to the synthesis of natural head movements and facial expressions. The model requires
only a single identity image and an audio clip to generate highly expressive videos. It
is capable of hallucinating realistic facial behaviors such as blinks and head tilts, while
maintaining the original background. Evaluation on two benchmark datasets demon-
strates that Di usedHeads achieves state-of-the-art results in terms of expressiveness and
temporal smoothness.

SyncTalk : Synctalk [4] is the rst NeRF-based approach designed to synthesize highly
synchronized, speech-driven talking-head videos with photorealistic quality. It introduces
a Face-Sync Controller to ensure precise alignment between lip movements and speech,
along with a 3D facial blendshape model for accurately capturing facial expressions. Fur-
thermore, a Head-Sync Stabilizer re nes head movements for enhanced naturalism, while
the Portrait-Sync Generator reconstructs hair details and seamlessly blends the generated
head with the torso region.

To emphasize current progress in the eld, we group videos generated by Synctalk [4],
DreamTalk [15], Di used Heads [16], and VASA-1 [3] under the categorySOTA (State-of-
the-Art), as these models consistently demonstrate superior visual realism and temporal
coherence. Notably, the codebases for these models were not publicly released, primarily
due to ethical considerations surrounding potential misuse. As a result, the correspond-
ing videos used in this study were obtained directly from the authors' o cial project
repositories or supplementary materials. Representative sample frames from the selected
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